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FTK Imager



Why use FTK Imager? 

• Free, powerful tool 
• Data preview and imaging tool
• Acquire volatile memory
• Preview image created with other 

tool(s)
• Verification/Forensic Hash
• Mount an image for read-only view
• Export Files and Folders
• Create Custom Content Image (AD1)
• Create Hashes and File List



FTK Imager Interface



Options in FTK Imager 

• Access options using either the 
File Menu or the Task Bar. 
Identify the icons match in both 
locations. 

• Access User Guide in Help tab



FTK Imager Toolbar
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The toolbar contains all the tools, functions, or features, which can be assessed from 
the File Menu.  The table below provides basic information for each feature.  



Adding Evidence Item 
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To add an evidence item to the Evidence Tree
Click File>Add Evidence OR
Click the Add Evidence Item button      on the Toolbar. 

Select Source Type
• Physical Drive
• Logical Drive
• Image File
• Contents of a Folder 



Select Source Evidence Type  
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Image File

Logical Drive Physical Drive 

Contents of a Folder



FTK Imager with Evidence Added 
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Evidence Item 
appears in the 
Evidence Tree. 

Properties give 
important 
information 
needed to 
complete  catalog 
step. 

UNCLASSIFIED



Expand the Evidence Item 

The plus sign “+” indicates the item can be expanded.  In this 
case it unravels the drive “tree” to display catalog of data. 



Imaging Evidence item 
Connect evidence with WriteBlocker

Click File>Create Disk Image OR
Click the Add Evidence Item button      on the Toolbar

Select Evidence Type >choose evidence item
Select Finish
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❑Verify images after they are 
created

❑Pre-calculate Progress 
Statistics

❑Create Directory listings of all 
files in the image after they 
are created



Imaging Evidence Item 
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Input Evidence Information Select Image Type

Most images are created using E01 image 
type, however there are other options in 
FTK Imager.

For this class we will focus on E01 only.

*Raw(dd) and E01 most widely supported 



Imaging Evidence Item 
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Select Image Destination Select 
Finish

Select 
Start



Imaging Evidence Item 
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Creating Image

❑ Pre-calculate Progress Statistics



Imaging Evidence Item 

15

Creating Image (100%)

• Image Complete
• Drive/Image Verification 

Results 
• Hash Match 



Image Verification Log 
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• Locate image file created
• Open Text File (QHQ1 Image.E01.txt) 



Image Verification Log 
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Case information entered 

Hardware Geometry 

MD5 Checksum (acquisition) 

Original acquisition date and time

Image Verification Results



Remove Evidence 
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When work is completed, remove the evidence 
image from FTK Imager. 

Right click the evidence item, or 
highlight the button on the Task Bar. 



Live Demonstration

Physical Drive – imaged

Contents of a Folder – imaged

Create a AD1 – custom content image 
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Verify Drive/Image 
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• Add Evidence 
• Select Image File
• Click Next
• Select file of previously created 

image
• Click Finish



Verify Drive/Image 
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• Right click image file

• Select Verify Drive/Image

• Select file of previously 
created image

• Click Finish

• Dialogue box displays Forensic 
Hash



Image Verification Log 
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Original Acquisition 
date and time

Verification Results

Verification Results 
appended to log file



Live Demonstration

Verify an Image File  

Verification Log Append
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Export Files in FTK Imager 
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Add Evidence

Select Image File 



Export Files in FTK Imager 
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Traverse through the + symbols down to files to be exported



Export Files in FTK Imager 
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Select file - > Right click 
Select destination for exported file 



Live Demonstration

Export Files 

27



Create a Memory Capture
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Create a Memory Capture

What is pagefile.sys?

Why would you capture it?

What’s the benefits of creating a AD1 image from a Memory Capture?



Live Demonstration

Memory Capture
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