
 

 

 

 

A QUICK OVERVIEW  

ECESSA / TRACKING DOWN MALICIOUS TRAFFIC 

 

 

 

 

 

 

 

 

 

 

 

 

Prepared By: Jake Engles 

DIS APSCN/LAN Support 

Traffic Dump – Using Ports and Addresses to find malicious traffic 
 



 
 

Finding Traffic on your Network: USING PORTS 
Main Screen with Speedometer View 

1. Log into your Ecessa          

 
 
2. Under the heading Utilities on the left Panel choose Diagnostics 
 
 

 
 
3. Select the tab Traffic Dump / on far right hand side of the available tabs.  
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Traffic Dump Screen 

 
 
 

 
4.In the area (number of packets to capture)  type 250 
5. Under Filter choose (Port) or (Port Range) in the drop down menu. 
6. A single Port or a Port range can be entered here. If you are just looking for traffic on a 
specific port, enter the port number or numbers you are trying to track. This can be a port or a 
range of ports. Example Port Range: 4152-4177 or Port number: 25 
7. Back at the top (interface port) use Lan Private – or the name of your inside LAN 
interface. These can be named differently on some Ecessas. You want to look for traffic on the 
inside of the network. 
8. Click Add to Filter. 
9. Start your Search… Remember you are looking for the (10.X.X.X) / Private machines that are 
giving off the traffic as listed in #5 and #6. 
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Finding Traffic on your Network: USING ADDRESSES 
Main Screen with Speedometer View 

1.Log into your Ecessa             

 
 
2. Under the heading Utilities on the left Panel choose Diagnostics 
 
 
 

 
 
3.Select the tab Traffic Dump / on far right hand side of the available tabs. 
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Traffic Dump Screen 

 
 

 
 
4.In the area (number of packets to capture)  type 250  
5. Under Filter choose (Address) in the drop down menu 
6. Address or a number of Addresses can be entered here. If you are just looking for traffic on 
a specific Address, enter the Address number. If you are looking for multiple Addresses enter 
them into the Filter String using the “and” / “or” statements Example Address: 8.8.8.8  
Example of using the “or” command in your search - host 8.8.8.8 or host 8.8.4.4 
7. Back at the top (interface port) use Lan Private – or the name of your inside LAN 
interface. These can be named differently on some Ecessas. You want to look for traffic on the 
inside of the network. 
8. Click Add to Filter, unless you have typed your search string manually in the Filter String 
box. 
9. Start your Search… Remember you are looking for the (10.X.X.X) / Private machines that are 
giving off the traffic as listed in #5 and #6. 
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Traffic Dump as opposed to Current Session 
 
The reasoning behind the preference for “traffic dump” as opposed to “current sessions” is the 
information that is provided. You see the three way handshake – syn, ack and syn-ack. 
You also have the options to use the “and” command /statement or the “or” command / 
statement. 
The “or” command can be entered into the Ecessas Traffic Dump Search String. 
This command causes the Ecessa to look for any number of addresses or ports all in a single 
query.  
When searching certain bots that are known to communicate with a number of IPs, 
the “or” command allows for you to look for a private address on your network that could be 
trying to contact any number of IP addresses. Conficker is a perfect example. It communicates 
to several known sinkholes (IPs that a bot notifies of its existence).  
An example of an “or” command entered into the filter string of an Ecessas Traffic Dump when 

searching for Conficker sinkholes: host 149.93.23.110 or host 38.102.150.27 or host 216.66.15.109 or 

host 38.229.131.151 or host 38.229.162.131 or host 38.229.167.179 or host 54.83.43.69 or host 

216.66.15.114 or host 38.229.145.209 or host 38.229.168.228 or host 38.229.139.16 or host 

38.229.156.133 or host 38.229.142.121 or host 38.229.181.163 or host 38.102.150.57 

 
The “and” statement can be used as well. This causes the Ecessa to look for a match of 
addresses or ports put into the search string of Ecessas Traffic Dump and will only show the 
traffic that is going to the specified IPs or the specified ports in tandem.   
Example: “Mars” statement that states certain given addresses or are complaining about 
unwanted traffic. You would then use the “and” statement with the given Ips in the search string 
of Ecessas Traffic Dump: host 8.8.8.8 and host 8.8.4.4 
 
These two commands / statements can be very helpful for specific types of Botnets, Malware, 
and Virus traffic.  
If you know the exact IP address that is being attacked and or used in the virus ticket and is of a 
singular value, “current sessions” is a great tool for that particular kind of situation.  
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
The CBL – A Network Administrators Best Friend when looking for up to date information on 

your malicious traffic 
 
 
 
The CBl: http://cbl.abuseat.org/lookup.cgi Can be your best friend when trying to track down 
specific kinds of viruses. The CBL reports to Spamhaus who then, in return, reports to MARS. 
 
CBL can give you a more up to date and accurate information on your Virus, Botnet, and or 
Malware. The information given is precise to within one second. When searching for certain 
kinds of bots this up to date information is pivotal because destination ports for certain bots, 
often referred to as “Sink Holes” can change with every time the infected machine / machines 
gives off the unwanted traffic. The CBL also will give you the date and time of the last detection 
of the malicious traffic for your particular IP. Checking the CBL with the IP address you have 
received a “mars” alert on periodically will let you know if you have found all infected machines 
or if the traffic is still being detected. 
The CBL also will tell you if it is a spam sending Trojan or what kind of bot you are dealing with. 
This information allows for you to check for unwanted (for example spamming – port 25) traffic. 
 
SAMPLE BELOW: 



CBL EXAMPLE INFORMATION: 

 
 

 
 
 

x.x.x.x 

x.x.x.x 



 
 
 
 
 
 
 
 



 

x.x.x.x 

x.x.x.x 


