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1 Server Setup
1 Server built based on APSCN LAN Support installation document.

2 Server Volumes

e (: 100 GB - System (recommended at least 100 GB in production environment)
e (Q: 100 GB -SQL Database (recommended at least 100 GB in production)

e S: 200 GB —SCCM Installation & Distribution Files (recommended at least 200 GB)

3 Server must be FULLY patched (including .NET Frameworks 4 — All Windows Updates Ran).

4 If Server OS was from an image, SYSPREP must be run on target hardware.

5 Verify Active Directory Sites and Services Configuration. Sites must be created, and subnets
assigned.

6 Verify in DNS that reverse lookup zones have been created for IP Subnets.

7 If Windows Firewall (or any software-based firewall), ensure that proper ports are opened
to client stations.

8 SQL Server and SCCM installed on same physical hardware and Windows installation
instance.

1.1 Creating Needed Active Directory Objects

1.1.1 Add Users & Groups to Active Directory
*0On DC-1 Domain Controller

1
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Create Security Group "MSSQL Admins"

Create User "MSSQL Admin" (Used for MS SQL Service Account).

Add "MSSQL Admin" User to "MSSQL Admins" Security Group

Create Security Group "SCCM Admins"

Create User “SCCM Admin” (Used to give SCCM admin rights on all workstations).

Add “SCCM Admin” user account to Domain Admins Security Group, MSSQL Admins
Security Group, and SCCM Admins Security Group. (This can be tightened down later)

Create Security Group "SCCM Servers" and add your SCCM Server/Servers to be
members of “SCCM Servers” Security Group.



1.1.2 Set SPN Attributes
*On DC-1 Domain Controller

1 Open Active Directory Users and Computers

2 Click on View on the menu bar

3 Click Advanced Features

4  Find the <YOUR_DOMAIN>\MSSQL Admin user

5 Right Click and Click Properties

Published Certficates | Member OF | Password Replication | Diakin | Object I
Security Environment Sessions
Remote control | Remote Desktop Services Profile |
General | Address | Accourt | Profile | Telephones | Organization |
Personal Vitual Desktop | COM+ Attribute Editor
Atributes:
Atribute | Value :I
seeflso <not set>

serialNumber <not set>

servicePrincipalName <ot set>

6 Attribute Editor tab -> ServicePrincipalName -> Edit. Add the following:

Multi-valued String Editor x|
Mtribute: servicePrincipalName
Value to add:
[ Add
Values:
MSSQLSve/SCCM-A1 Femoyve
MSSQLSve/SCCM-A-1 school local
MSSQLSve/SCCM-A-1 school local: 1433
MSSOLSve/SCCM-A-1:1433

e MSSQLSvc/<YOUR_SCCM_SERVER>
o MSSQLSvc/<YOUR_SCCM_SERVER>.<YOUR_DOMAIN>.local
e MSSQLSvc/<YOUR_SCCM_SERVER>.<YOUR_DOMAINS>.local:1433

e MSSQLSvc/<YOUR_SCCM_SERVER>:1433
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1.1.3 Create System Management Container
*On DC-1 Domain Controller

Create System Management Container in ADSI Editor and Add “SCCM Servers” Security group to
System Management with Full Control to this object.

1
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Click ADSI Edit and Connect to Default naming context. Click OK

Double Click Default naming context and browse down and find CN=System

Right Click System and Select New -> Object-> Container. Click Next

Name the Container System Management and Click Next and Finish.

Right Click this new container and Click Properties. Go to the Security Tab.

Click Advanced-> Add. Click on Select a Principle and add SCCM Servers group object.

Allow Full control and make sure the Applies to drop down box is set to This object and
all descendant objects. Click and Ok then exit ADSI Edit.

Permission Entry for System Management [m] X
~
Principal:  Sccm Servers (DOMAIN\Scem Servers)  Select a principal
Type: Allow v
Applies to: | This object and all descendant objects v
Permissions:
Full control Delete msDS-ClaimTypes objects
List contents Create msDS-DeviceRegistrationServiceContainer objects
Read all properties Delete msDS-DeviceRegistrationServiceContainer objects
Write all properties Create msDS-GroupManagedServiceAccount objects
Delete Delete msDS-GroupManagedServiceAccount objects
Delete subtree Create msDS-KeyCredential objects
2d permissions Delete msDS-KeyCredential objects
lodify permissions Create msDS-ManagedServiceAccount objects
lodify owner Delete msDS-ManagedServiceAccount objects
All validated writes Create msDS-PasswordSettingsContainer objects
Create all child objects Delete msDS-PasswordSettingsContainer objects
Delete all child objects Create msDS-ResourceProperties objects
Create account objects Delete msDS-ResourceProperties objects
Delete account objects Create msDS-ResourcePropertyList objects
Create aCSPolicy objects Delete msDS-ResourcePropertyList objects
[/ Delete aCSPolicy objects [ Create msDS-ShadowPrincipalContainer objects v
Cancel




1.2

1.3

=

Prepare Active Directory Schema
* On the Doman Controller running the Schema Master role: (netdom /query fsmo)

1

8

Mount SCCM Installation ISO

Open Command Prompt

Use command CD to change directory to newly mounted ISO
Type CD SMSSETUP\BIN\x64 and Press Enter

Type EXTADSCH.EXE and Press <enter>

**Close the command prompt when you receive the Successfully extended the Active
Directory schema message.

You can check the log file for errors at C:\ExtADSch.log

Unmount the SCCM Installation ISO

Prepare SCCM Server for Multiple Sites/Servers
*0On SCCM Servers, Add object to the Local Administrators Group

Right click the start/Windows button

Click Computer Management

Select Local Users and Groups -> Groups -> Administrators

Click Add

Add the following to the local Administrators Security group.

1.a <YOUR_DOMAIN>\MSSQL Admins
1.b <YOUR_DOMAIN>\SCCM Admins

1.c <YOUR_DOMAIN>\SCCM Server
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1.4 Limit Drives for Site Server Roles
*On <YOUR_SCCM_SERVER>

To prevent Configuration Manager from installing files on a specific drive.
1 Inanew File Explorer screen click View -> Change Folder and Search Options

2 Click the View tab -> Select Show hidden files, folders, and drive -> UNCHECK the box
next to Hide extensions for known file types

3 Click Apply -> Ok
4 Navigate to System Drive (C:) -> Right click and select New -> Text Document

5 Name this document no_sms_on_drive.sms (Make sure the file extension is .sms NOT
.txt) Click Yes when prompted about the file becoming unusable.

6 Copy the no_sms_on_drive.sms file at the root folder of the SQL Drive (Q:) and any other
drive that you want to prevent Configuration Manager from installing files on. This will
include any USB or External Drives you have connected to the server.

1.5 Install Role & Feature prerequisites

1.5.1 Add Features and Roles
*On <YOUR_SCCM_SERVER> — Be sure to be logged in as DOMAIN Administrator I.E.
<YOUR_DOMAIN>\Administrator. DO NOT LOG IN AS YOURSELF EVEN IF YOU ARE A MEMBER
OF THE DOMAIN ADMIN SECURITY GROUP!! This applies to any install and management of any
server related tasks including SQL, SCCM, etc.

1. Mount Windows Server (2016/2012) ISO for future use

2. In Server Manager, select Manage -> Add Roles and Features

3. Select Role-based or feature-based installation -> Next

4. On the Server Selection page make sure your server is selected -> Next

5. Select the box next to Windows Server Update Services (Click Add Features in the
pop-up)

6. On the Features page, select the following features:

A. Select .Net Framework 3.5 Features

e .Net Framework 3.5 (this is listed under the .Net Framework 3.5
Features)

e HTTP Activation (Click Add Features in the pop-up)
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B. Select Background Intelligent Transfer Service (BITS) - (Click Add Features in
the pop-up)

C. Select Remote Differential Compression
D. Click Next
7. On the WSUS page click Next

8. On the Role Services page click Next

9. On the Content page type <Your_SCCM_Volume_Drive_Letter>:\WSUS in the empty
box and click Next

& Add Roles and Features Wizard

— O x

Content location selection

DESTINATION SERVER
C 20165CCM.domain.iocal

If you have a drive formatted with NTFS and at least 6 GB of free disk space, you can use it to store
updates for client computers to download quickly.

If you need to save disk space, clear the check box to store updates on Microsoft Update:
downloads will be slower.

If you choose to store updates locally, updates are not downloaded to your WSUS server until you
approve them. By default, when updates are approved, they are downloaded for all languages.

[VIStore updates in the following location (choose a valid local path on 20165CCM.domain.local, or
a remote path) :

SAWSUS

[[<Previous | [ Next> |

10. On the Web Server Role (IIS) page, click Next

11. On the Role Services page, leave the defaults already selected and select the following
additional options:

A. Under Common HTTP Features select:
e WebDAYV Publishing

B. Under Application Development select:
e ASP

C. Under Management Tools -> IIS 6 Management Compatibility select:
e 1IS 6 WMI Compatibility

D. Under Management Tools select:

e |IS Management Scripts and Tools
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12. On the Confirmation page you will see a yellow banner across the top asking if you
need to “specify an alternate source path?” You do need to do this.

A.

B.

Select Specify an alternate source path in blue letters at the bottom of the
page

In the Path text box, type <Your_Mounted_ISO_Drive_Letter>:\Sources\SxS

&=, Add Roles and Features Wizard

Specify Alternate Source Path

Some servers might not have all source files available to add all roles, role services, or features. The source files
might not have been installed, or might have been removed by users after the operating system was installed.

If the server on which you want to install roles or features does not have all required source files, the server can
try to get files by using Windows Update, or from a location that is specified by Group Policy.

You can also specify an alternate path for the source files, if the destination server does not have them. The

source path or file share must grant Read permissions either to the Everyone group (not recommended for

security reasons), or to the computer (local system) account of the destination server; granting user account
access is not sufficient.

The following are examples of a valid source file path where the destination server is the local server, and where
the E: drive contains the Windows Server installation media.

Source files for NET Framework 3.5 Features are not installed as part of a typical installation, but are available in
the side-by-side store (SxS) folder:
\Sources\SxS\

Source files for other features are available in the Install.wim file. Add the WIM: prefix to the path, and a suffix to
indicate the index of the image from which to get source files. In the following example, the index is 4:
WIM:EA\Sources\Install.wim:4

Path: ‘ D:\Sources\SxS

oK I | Cancel

13. Click OK -> Install.

14. After the install completes, go to your Server Manager, click the flag in the top right
and run Post-Installation Configuration

15. Restart your server upon completion.

1.6 Install Microsoft SQL Server
*On <YOUR_SCCM_SERVER>
Verify that Windows Firewall is disabled for SQL Installation.
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1

Mount the SQL Server 2016 Installation ISO on your SCCM Server.

Navigate to the mounted ISO and run setup.exe

NOTE: You may be prompted to enable .NET Framework Core role. Click OK on this

message.




9

Once the SQL Server Installation Center screen comes up, click Installation on the left

side of the window.

Click New SQL Server stand-alone installation or add features to an existing

installation.

Enter the Product Key from your Volume Licensing Agreement Portal -> Next

Put a check in the box next to | accept the license terms -> Next

SQL 2016 will auto update and install needed files. Wait for it to complete.

10 On the Feature Selection page, select the following:

A. Check the box next to Database Engine Service

B. NOTE: If you are using SQL 2012 or 2014, you will also need to select

Management Tools and Reporting Service.

C. NOTE: If you are using SQL 2016 or above, Management Tools and Reporting

Service will be a separate install.

11 Change your Instance root directory drive letter to that of your SQL partition (Q:\) and
delete Program Files from the path already listed. Click Next.

T SQL Server 2017 Setup

Feature Selection

Product Key

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Select the Standard features to install.

(5 Looking for Reporting Services? Download it from the web

Features:

Instance Features
Database Engine Services
[[] SQL Server Replication
[] Machine Learning Services (In-Database)
Or
[ Python
[ Full-Text and Semantic Extractions for Sez
[[] Data Quality Services
[] PolyBase Query Service for External Data
[] Analysis Services

Clioid F et e

Feature description:

The configuration and operation of each ~
instance feature of a SQL Server instance is

Prerequisites for selected features:

Already installed: ~
- Windows PowerShell 3.0 or higher
- Microsoft .NET Framework 4.6 M

Disk Space Requirements

Drive C: 99 MB required, 26185 MB available
Drive Q: 902 MB required, 15272 MB available

< >
Select All Unselect All
Instance root directory: [Q:\Program Files\Microsoft SOL Server\ ]
Shared feature directory: ‘Q:\Program Files\Microsoft SQL Server\ ]

Shared feature directory (x86): !Q\Program Files (x86)\Microsoft SQL Server\

< Back Next >

Cancel

12 On the Instance Configuration page, click Next
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13 On the Server Configuration page, change the Account Name, Password and Startup

Type fields to match the list below then click Next:

A. SQL Server Agent

Account Name — <YOUR_DOMAIN>\MSSQL.Admin

Enter the Password

Startup Type — Automatic

B. SQL Server Database Engine

Account Name — <YOUR_DOMAIN>\MSSQL.Admin

Enter the Password

Startup Type - Automatic

C. SQL Server Browser

LEAVE THE DEFAULT SETTINGS ALREADY IN PLACE

% SQL Server 2017 Setup

Server Configuration

Specify the service accounts and collation configuration.

Product Key

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Cenfiguration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

- m}
Service Accounts  Collation
Microsoft recommends that you use a separate account for each SQL Server service,
Service Account Name Password Startup Type
| SQL Server Agent school\MSSQLAdmin seseseese Automatic v
SQL Server Database Engine school\MSSQLAdmin YTYTYTI) Automatic v
SQL Server Browser NT AUTHORITY\LOCAL ... Disabled v

[[] Grant Perform Volume Maintenance Task privilege to SQL Server Database Engine Service

This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead
to information disclosure by allowing deleted content to be accessed.

Click here for details

< Back Next > Cancel




14 On the Database Engine Configuration page, select Add Current User then select Add
and add the MSSQL Admins Security Group and click Next.

Server Configuration Data Directories TempDB FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mode

(® Windows authentication mode

(O Mixed Mode (SQL Server authentication and Windows authentication)
Specify the password for the SQL Server system administrator (sa) account.
Enter password:

Confirm password:

Specify SQL Server administrators -

DOMAIN\administrator (Administrator)
DOMAIN\MSSQL Admins (MSSQL Admins)

SQL Server administrators
have unrestricted access
to the Database Engine.

Add Current User Add... Remove

15 On the Feature Configuration Rules page, click Next.

16 On the Ready to Install page, click Install.

17 Verify all Features installed with a Status of Succeeded.
Information about the Setup cperation or possible next steps:

] Feature

1

@ Reporting Services - Native Succeeded

ka Database Engine Services
@ SQOL Browser
2 sQL Writer

(Z SOL Client Connectivity
Ia COL_Cliant Cannactiah: SNK

Status

Succeeded
Succeeded
Succeeded

Succeeded
Cucreadad

NOTE: The next 7 steps are for those using SQL 2016 and above ONLY

18 Open the SQL Server Installation Center window that should still be open from installing

the SQL Database above.

19 Select Install SQL Server Management Tools. This will open a browser window allowing
you to download the latest version of the SQL Server Management Studio.
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20 Select Download SQL Server Management Studio (16.5.3) Note: This version number is
subject to change at any time. Please select the latest version that states Current
release for production use.

@ Download SQL Server
Management Studio (SSMS)

Download SQL Server Management Current release for production use.
Studio (16.5.3)

Download SQL Server Management Includes support for SQL Server viNext CTP1.3, and
Studio - Release Candidate (17.0 works side-by-side with 16.x, but not recommended
RC3) for production use.

21 Save the file in your SQL Directory

22 Navigate to the download location and run the SSMS-Setup-ENU.exe that you just
downloaded.

2.92 Microsoft SQL Server Management Studio

@ “"%3  RELEASE 16.5.3

Welcome. Click "Install” to begin.

By clicking the “Install” button, | acknowledge that | accept the

SQL Server Management Studio transmits information about your installation experience, as well as other
usage and performance data, to Microsoft to help improve the product. To learn more about SQL Server
Management Studio data processing and privacy controls, see the privacy statement link above.

23 Click Install

24 After the automatic setup completes, Click Close.



25 Open the SQL Server Installation Center window that should still be open from installing
the SQL Database above.

26 Select Install SQL Server Reporting Services. This will open a browser window allowing
you to download the latest version of the SQL Server Reporting Services.
Microsoft SQL Server 2017 Reporting Services

Important! Selecting a language below will dynamically change the complete page content to that
language.

Select Language: English V‘

SQL Server Reporting Services is a server-based reporting platform that
provides comprehensive reporting functionality.

27 Select Install Reporting Services.

Microsoft SQL Server 2017 Reporting Services

(October 2017)

Welcome

Install Reporting Services

SQL Server Reporting Services transmits information about your installation experience, as well as other
usage and performance data, to Microsoft to help improve the product. To learn more about SQL Server
Reporting Services data processing and privacy controls, please see Priva ent.

28 Enter the product key, and click Next.
29 Check box to Accept license terms, and click Next.
30 On the Install location, click Install.

31 After the install completes click Close.
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1.7 Set Microsoft SQL Server Memory Restrictions
* On <YOUR_SCCM_SERVER>

1 Click Start Menu, Select Microsoft SQL Server 2016 and select Microsoft SQL Management
Studio

Recently added Windows Servi

H SQL Server 2016 Profiler

‘ Deployment Wizard

U‘ SQL Server 2016 Database Engine...
Expand v
Most used

9 Snipping Tool

& raint

M
l Microsoft SQL Server 2008

. Microsoft SQL Server 2016
Ml

‘ Microsoft SQL Server Management Studio

Microsoft SQL Server Manageme...

Reporting Services Configuration...
SQL Server 2016 Configuration...

1 SQL Server 2016 Data Feed Publi...

SQL Server 2016 Data Profile Vie...

SQL Server 2016 Database Engin...

2 Click Connect

@4 Connect to Server X

SQL Server

Server type: Database Engine v

Server name: [2016sCCM v

Authentication: Windows Authentication ~
DOMAIN‘\administrator

Cancel Help Options >>
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3 Right Click Server and Select Properties
Object Explorer v X

Connect~ 47 &J ¢ 3

= L_é 20165CCM (SQL Server 13.0.40 Gaiail

@ (3 Databases Connect...
& 3 Security Disconnect
[ 3 Server Objects Register...
# [ Replication

New Query

# 3 PolyBase
[# 3 AlwaysOn High Availability Activity Monitor
@ [ Management

[# 4 Integration Services Catalo¢
@ [$ SQL Server Agent Stop

Pause

Start

Resume

Restart

Policies 3

Facets

Start PowerShell
Reports >
7Refresh

Properties

4 Select Memory, set the Maximum server memory to at least 8192 MB or % of your server’s
total memory.

[ Server Properties - 20165CCM - o X
Selecta ; .
= Gene:” S scipt ~ [ Help
2 Memory
% Processors

B e Server memory options
%A Connections

7 Database Settings

# Advanced

A3 Pemissions Minimum server memory (n MB):
0 s
Maximum server memory n MB):
204g] %
Other memory options
Connection Index creation memory n KB, 0 = dynamic memory):
Server: 0 3
20165CCM
Minimum memory per query n KB)
Connection:
DOMAIN\administrator 1024 |5

37 View connection properties

R
ey @ Configured values O Running values

o] [ oo

5 Click Ok, and Close out SQL Server Management Studio.
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1.8 Install Microsoft Administration Deployment Kit
*On <YOUR_SCCM_SERVER> — At the time of creation of this guide, WADK 2004 was the latest
version released. WADK 2004 has been tested and verified for use in a production environment by
ASPCN LAN. This guide will use WADK 2004 for this reason.

1 For SCCM Server 2103 (At the time of creation of this guide, the 2103 ISO is the latest
release from Microsoft to be installed via 1SO.)

A. Download Windows Assessment and Deployment Kit (WADK) for Windows 10
(https://go.microsoft.com/fwlink/?linkid=2086042) and Windows PE add-on for the
ADK (https://go.microsoft.com/fwlink/?linkid=2087112).

B. Create two folders called WADK and PE on your S: (SCCM) volume and download
the Windows ADK and PE for Windows 10, Version 2004 to these locations.

2 Run the adksetup.exe when the file is downloaded from the WADK folder. In the Install
Path box, leave the default location selected, and then click Next.

Specify Location

® |nstall the Windows Assessment and Deployment Kit - Windows 10 to this computer

Install Path:

C:\Program Files (x86)\Windows Kits\10\

O Download the Windows Assessment and Deployment Kit - Windows 10 for installation on a separate
computer

Download Path:

Estimated disk space required: 7.4 GB
Disk space available: 26.8 GB

3 Onthe Windows Kits Privacy page, select No -> Next

4 Onthe License Agreement page, click Accept
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5

10

Select the following Windows ADK features:
o Deployment Tools
e User State Migration tool (USMT)
e Volume Activation Management Tool (VAMT)

e Windows Performance Toolkit

#) Windows Assessment and Deployment Kit - Windows 10 —

Select the features you want to install

Click a feature name for more information.

[] Application Compatibility Tools Microsoft User Experience Virtualization

Deployment Tools (UE-V) Template Generator

[Jimaging And Configuration Designer (ICD) Size: 11.2 MB

[] Configuration Designer Microsoft User Experience Virtu n (UE-V) p!
Generator

[¥] User State Migration Tool (USMT)

[¥] Volume Activation Management Too! (VAMT) To synchronize application settings between user
. computers, Microsoft User Experience Virtualization (UE-V)
Windows Performance Toolkit 2
uses settings location templates. Some settings location
\iolaies e koo o Uses: Eapeaigics Witk mbcron
2 : You can also create, edit, or validate custom settings
[[] Media eXperience Analyzer location templates by using the UE-V Generator. The UE-V
Generator monitors Windows desktop applications to
discover and capture the locations where the application
stores its settings. The application that is monitored must
be a desktop application.

Estimated disk space required: 876.2 MB
Disk space available: 21.0GB
I Back J I Install J [ Cancel J

Click Install and wait for the installation to finish.

) wi and Deploy Kit Wil i ion Envi Add-ons - Wi 10 -

Specify Location

Install the Windows Assessment and Deployment Kit Windows Preinstallation Environment Add-ons -
windows 10 to this computer

Install Path:

* wWindows Kit common installation path used

O Download the Windows Assessment and Deployment Kit Windows Preinstallation Environment Add-ons -
Windows 10 for installation on a separate computer

Download Path:

C:\Users\ad or.SCHOCL\Download dows Kit ADK PEAddo rowse.
Estimated disk space required: 5.7 GB
Disk space available: 20.1 GB

‘ Next ‘ | Cancel

Run the adkwinpesetup.exe when the file is downloaded from the PE folder. In the Install

Path box, leave the default location selected, and then click Next.
On the Windows Kits Privacy page, select No -> Next
On the License Agreement page, click Accept.

Make sure (Windows PE) is checked and click Install.
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11 This will take some time to download the PE images. Click Close when it finishes.

ﬁﬂ Windows Assessment and Deployment Kit Windows Preinstallation Environment Add-ons - Windows 10 =; x

Select the features you want to install
Click a feature name for more information.
Windows Preinstallation Environment (Windows PE) Windows Preinstallation Environment
(Windows PE)
Size: 5.7 GB

Minimal operating system designed to prepare a computer
for installation and servicing of Windows.

Includes:

‘Windows PE (x86)
Windows PE (AMD6&4)
‘Windows PE (ARM)
‘Windows PE (ARM6&4)

Estimated disk space required: 5.7 GB
Disk space available: 20.1 GB
Back | I Install | | Cancel
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2 Install SCCM

2.1 Create a Downloads folder in root of the S: Drive.

During the installation of SCCM, you will need to download update files. This folder has to be

created before the install begins.

2.2 Download SCCM
In your EES Portal (Microsoft Agreement) — Volume Licensing Portal

e Search for System Center Config Mgr (current branch)

o Select Download and this will drop down multiple options for you to choose from.

Export all keys: CSV

1-10f1items

System Center Config Mar (1O System Center Config Mgr (current branch) Description Key
5 All Products (649) Special Instructions
Business Solutions (8) None Provided.
Developer Tools (12)
Office (112) Download Settings
Servers 315) Microsoft recommends using a Download Manager if you would like to download multiple files or large file sizes,
Software Assurance (93) automatically restart the download if interrupted, or pause, start and stop downloads.
Windows (137)
Windows Server (62) For information on the download formats, please visit the Downloads FAQ.
Download Method 2 Language Operating System Type
Web Browser v| [Engiish v v
Continue
Files 0s Size  Format ? SHA1 Hash
SQL Server Standard Edition 2017 64 Bit English 64bit 1474 MB 150 )
System Center DataCenter Core 2019 - Virtual Machine (100 0 5 &
Manager Server Muttilanguage
System Center Config Mgr (current branch 1902) v 16512M8 50 o

MultiLanguage

e Select the highest version available to you. At the time if this writing 2103 was

available. This guide will use Version 2103

2.3 Install SCCM
1. Mount your SCCM ISO and navigate to the root of the ISO

2. Run Splash.hta to start the install.

3. Click Install when the splash screen appears.

Microsoft System Center
Configuration Manager

Wersion 1902

Install

@ Restart may be required
@ Before you begin

4. On the Before You Begin screen, click Next.
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5. Onthe Getting Started screen, click Next.

6. On the Product Key screen, enter your valid product key and click Next.
7. Onthe Product License Terms screen, Accept all terms and click Next.

8. Enter S:\Downloads and click Next. (This folder must already exist.)

Setup requires prerequisite files. Setup can automatically download the files to a location that you specify, or you can
use files that have been downloaded previously.

@) Download required files

Example: \\ServerName\ShareName or C:\Downloads

Path: [shdownloads Browse...

) Use previously downloaded files

Example: \\ServerName\ShareName or C:\Downloads

Path: [

9. On the Server Language Selection screen, click Next.
10. On the Client Language Selection screen, click Next.

11. One the Site and Installation Settings screen, enter the

e Site Code (Three unique letters that correspond to your District Name)

e Site Name (Your School Districts Full Name)

e Installation folder drive to S:\Microsoft Configuration Manager.

e Click Next.

System Center Configuration Manager Setup Wizard
Site and Installation Settings
—
Specify a site code that uniquely identifies this Configuration Manager site in your hierarchy.

Site code: ps

Specify a site name that helps to identify the site.  Example: Contoso Headquarters Site

Site name: Public School District

Note: The site code must be unique in the Configuration Manager hierarchy and cannot be changed after you install the
site.

Installation folder: S:\Microsoft Configuration Manager Browse...

Specify whether to install the Configuration Manager console to manage the Configuration Manager site from this
computer. You can remotely manage the site when you do not install the Configuration Manager console.

[ Install the Configuration Manager console

e e L e

12. On the Primary Site Installation screen, select Install the primary site as a stand-alone
site, and click Next.

" Join the primary site to an existing hierarchy

Central administration site server (FQDN): (Example: serverl.corp.contos
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13.

14.

15.

16.

17.

Click Yes to the Pop-up.

On the Database Information screen, click Next.

On the second Database Information screen, Click Next.
On the SMS Provider Settings screen, click Next.

On the Client Computer Communication Settings screen, Select Configure the
communication method on each site system role. Make sure the sub-option check box
is unchecked, and click Next.

Configuration Manager site system roles can accept HTTP or HTTPS communication from clients. Specify whether to require
all site system roles to accept only HTTPS communication or allow the communication method to be configured on each site
system role.

€ Al site system roles accept only HTTPS communication from dients

[~ Clients will use HTTPS when they have a valid PKI certificate and HTTPS-enabled site roles are available

Note: HTTPS communication requires client computers to have a valid PKI certificate for client authentication.

**If you are doing the SSL (Certificates) do not clear the “Clients will use HTTPS when they have a valid
PKI certificate and HTTPS-enabled site roles are available”

18.

19.

20.

21

22

23.

On the Site System Roles, click Next.
On the Diagnostic and Usage Data screen, click Next.

On the Service Connection Point Setup screen, verify that “Yes, let’s get connected
(recommended)” is selected and click Next.

On the Settings Summary screen, click Next.

On the Prerequisite Check screen, make sure there are no errors and click Begin Install.

Click Close when the installation finishes.

Install

Core setup has completed

Elapsed time: 00:00:42:09

&3 Installing policy provider

&# Installing management point control manager
&# Setting up management point

&2 Installing boot image package

&# Configuring data replication service

&2 Installing Configuration Manager console

&3 Creating program group

i! You can close the wizard now. For a list of tasks to help you configure your site, see Bost-Setup Configuration Tasks
in the Configuration Manager Documentation Library.
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3 Configure SCCM

3.1 Configure Discovery Methods

1 Open the Configuration Manager Console from the start menu under Microsoft System
Center.

2 Select Administration in the lower left of the screen.
3 Expand Hierarchy Configuration.

4  Click Discovery Methods.

Administration < Discovery Methods 0 items

+ G} overview 2| search
# [ Hierarchy Configuration Ion | Name Status St Description
14 Discovery Methods e Adtive Directory Forest Discovery Disabled  PSD

Configures settings that Configuration Manager uses to find Active.
%] Boundaries

- & Adive Directory Group Discovery Disabled  PSD Configures settings that Configuration Manager uses to find groups.
%) Boundary Groups M Active Directory System Discovery Disabled  PSD Configures settings that Configuration Manager uses to find comput
& Exchange Server Connectors L Active Directory User Discovery Disabled  PSD Configures settings that Configuration Manager uses to find user ac.
i Adaresses @ Hesrtbest Discovery Enabled  PSD Configures interval for Configuration Manager cients to periodically.
A Active Directory Forests Y Netwiork Discovery Disabled  PSD

Configures settings and polling intervals to discover resources on th
1 Site Configuration

K Client Settings

#& Assetsand Compliance
0 Software Library
Bl Monitoring

(7], Administration
5 Double-click Active Directory Forest Discovery.

6 Enable Active Directory Forest Discovery.

B Active Directory Forest Discovery Properties -
General

[ ‘, Active Directory Forest Discovery

Configure settings to find resources from Active Directory forests. When you configure the
forests to discover Active Directory sites and subnets, Configuration Manager can automatically
create boundaries from this information.

Enable Active Directory Forest Discovery

Automatically create Active Directory site boundaries when they are discovered

Automatically create IP address range boundaniss for IF subnets when they ars
discovered

Schedule

7 Enable All options, leave schedule alone, click Apply.

8 Click Yes when prompted to run full discovery and then click OK.
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9 Double-click Active Directory System Discovery.

=] Active Directory System Discovery Properties

General | Poling Schedule | ActiyeDirectory Attributes | Options |

wll,  Active Directory System Discovery

Configure the seftings to find computers in Active Directary Domain Services.
Ensble Active Directory System Discovery Add

Active Directory cortainers

[Fiter.

Distinguished Name Recusive  Group Account
There are no items to show in this view.

10 Enable Active Directory System Discovery.

11 Click Add. Select Browse and Select <YOUR_DOMAIN> and Click OK

12

Active Directory Container
Specfy an Active Dirsctory container to search during the discovery process

Location

Speciy a location for the Active Directory search. You can browse to a single container and
enter an LDAP query to find an Active Directory container within 2 particuiar domain. O, you
an enter 2 Global Catalog (GC) query to find an Active Directory cohainer within mulipie
domains.

Path:

LDAP://DC=school, DC=local

[x]

Search Options

Select New Container -

Active Directory containers

7| Buitin
| Computers the specified location
=1 Domain Cortrollers
=1 Domain Member Servers
| Domain Workstations
Faculy
ForeignSecurityPrincipals
LostAndFound Set...
Managed Service Accourts
NTDS Guotas
Frogram Data

- - - - -

"

B =

=

Active Directory Discovery Account

The Active Directory Discovery Account must have Read pemission to the specified location

() Use the computer account of the site server

®) Specify an account:

SCHOOL\SCCM.ADMIN

Set

4

Select Specify an Account, Click Set, Click New Account. Browse and select
<YOUR_DOMAIN>\SCCM.Admin. Enter Password and click Verify -> Test Connection

and OK.

User name: [scHOOL\scem admn | [ Bowse. |

Example: Domain'\User

Password [ . |
Confim password: [ . |
Data source [Active Directory v]
Fath [LDAP.//DC=school DC-ocal | [ Bows. |

[ Test connection |

Windows User Account -
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13 Click Options, Check “Only discover computers that have logged on to a domainin a
given period of time” and “Only discover computers that have updated their computer
account password in a given period of time”

=] Active Directory System Discovery Properties .

| General | Poling Schedule I Active Directory Attributes | Options |

Configure options to exclude computers from discovery.

Only discover computers that have logged on to a domain in a given period of time

Time since last logon (days): 50 =

W

1, This option requires Active Directory domain functional level of Windows Server 2003 or
later.

Only discover computers that have updated their computer account password in a given
period of time

<>

Time since last password update (days): 50

14 Click Apply

15 Click Yes when prompted to run full discovery and then click OK.
16 Double-click Active Directory Group Discovery.

17 Click Enable Active Directory Group Discovery

18 Click Add > Location.

=] Active Directory Group Discovery Properties -
General | Poling Schedule | Optiga§

i Aetve Drectory Group Discovery

Cortigure settings to discover the Ative Directory group membership of computers and users

Enable Active Directory Group Discovery

Discovery soopes
[Fiter
Name Type Recursive | Account
School. Local Location Yes SCHOOL\SCCM

AN

W
T ad ~|[ Ea | [ Deete |

Groups...

Ciocnion Y, [ e ]




19 For the name enter the FQDN of your Active Directory Domain.

Add Active Directory Location =

Active Drectory location

Enter the location by using a distinguished name (DN} for an Active Dirctory forest, domain, cortainer, or
ergarizational unit (OU). Or, browse to the location

/i When you specfy an Active Directory location that has a large number of groups or groups that
have many members, the discovery pracess can take 2 long time to finish.

Name. [School Local |
Location: Example: LDAP-//0i=Usercoounts. DC=cortoso, DC~com
[LDAP //DC=school. DC=ocal | [ Bows. |
Select New Container -

Active Directory containers:
ission o the specfied location

B ool -
3 Buitin

Computers

Domain Controllers
Domain Member Servers
Domain Workstations

[T
I

Set

Faculty
ForeignSecurtyPrincipals oK
LostAndFound
-] Managed Service Accourts
B0 NTDS Guotas Poply
-] Program Data -

20 Click browse and select the root of your Active Directory Domain.

21 Click OK.

Active Directory Group Discovery Account
The Active Directory Group Discovery Account must have Read pemission to the specified location.

() Usethe ste server’s computer account
(@) Specify an account:

SCHOOL\SCCM.ADMIN

[ ok |[ cace |

22 Select Specify an Account, Click Set, Click New Account. Browse and find

<YOUR_DOMAIN>\SCCM.Admin. Enter Password and click Verify, Test connection and
OK.

Windows User Account -

User name: [SCHODL'scem admin | [ Bows. |

Example: Domain' User

Password [eeeeceese |
Confim password: \......... ‘
Data source: [ Active Directory ¥]
Paih [LDAP-//DC=school.DCocal | [ Bowse.. |

[ Test connection |

23 Click Apply, Yes, and OK.

24 Perform Steps 9-15 for all remaining Active Directory discovery methods.

25 Ignore Network Discovery
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3.2 Configure Boundaries

28| Page

1

The IP Subnet and Active Directory Sites should already be created in the Boundaries.

Verify that they do exist by going to Administration -> Hierarchy Configuration ->
Boundaries.

Now, Right-click Boundary Groups and select Create Boundary Group.

Administration < Bound

4 Gff} Overview * | Seara
4 1 Hierarchy Configuration Teon
i Discovery Methods

|"% Boundaries

5 Boundary Groun:

=7 Exchange [#%] Create Boundary Group ‘

i Addresses

_j:‘l Active Directory Forests

1 Site Configuration
K Client Settings

Enter respective name and click Add.

Select the respective AD Site and Subnets and click OK.

= Create Boundary Group X
Overview /
—
P Name. Public School Boundary Group 4 |

Description:

“The following boundaries are members of this boundary group.

Boundaries

[Fiter

[ Name Description

Add Boundaries [T

Select boundaries to add to this boundary group

Boundaries:

Fiter.

Boundary Descrption

[} District-Admin school Jocal/District-Admin

[ 192.168.126.1-192.168.126.254  school local/District-Admin/12.168.1

[Vl High-Schoal schoallocal High-School

[ 192.168.135.1-192.168.135.254  school local/High-School/192.168.13.

[ Blemertary school local ‘Blementary

[ 192.168.149.1-192.168.149.254  school local/Blementary/192.168.149.

OK | [ Concel | [ oo |




5 Click Apply and OK.

& Create Boundary Group =

werview|

P Ste a::?
E Usethis boundry group for ste assignment

The assigned site detemins the Confighlar ste compLter resources are assignad to durng discovery. f sso

Assigned sie: PSD-Public School Disrict V]

Cortent location
‘Specy the ste system servers that are associated with this boundary group so that cierts can locate content. Orly.
dirbution points and state migration poirts are valid content location servers.

Add Site Systems . eeenthe ste sytem erver

Selectthe sie systems to associate with this beundary group.

Ste systems:
[ Fiter
on
Server Name. Ste
SCCM-A1schoollocal PSD

<

Ea

6 Right click the newly created Boundary Group, click Properties, and go to the
References Tab of the boundary group. Select Use this boundary group for site
assignment and add the site server to the boundary group. Click Apply and Ok.

3.3 Configure Site Roles / Endpoint Protection

1 Select Administration in the lower left of the screen and expand Site Configuration.

2 Select Servers and Site System Roles.
»2 P 2 B P O

Create Site Servers Saved AddSite  Start Properties
System Server | withRole * | Searches~ | System Roles  +

Create View Search Server Properties
€« « [E \ » Administration » Overview » Site Configuration » Servers and Site System Roles
Administration < Servers and Site System Roles 1 items
4 B} overview ~ | Search

“ [ Hierarchy Configuration lon |Mame Site Code Count of roles
& Discovery Methods Il wscoM-A-lschaolincal  PSD 6
8] Boundaries i Add Site System Roles
[ Boundary Groups /T} Start »
5 Exchange Server Connectors G Refresh F5
& Database Replication 7 Delete Delete
£ File Replication = [=] Properties

A Active Directory Forests

1 Cloud Services

4 [ site Configuration
By Sites

[ Servers and Site System Roles

3 Right-click <YOUR_SCCM_SERVER> and click Add Site System Role.

4  Onthe General screen, click Next.
5 Onthe Proxy screen, click Next

6 On the System Role Selection screen

e Endpoint Protection roles, Click Ok on the pop-up
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e Click Next.

gj System Role Selection

General Specify roles for this server

Proxy

System Role Selection

Application Catalogweb  Available rles

Application Catalog web: (7] Appication Catalog web service point
Application Catalog Cust  |¥] Application Catalog webste point

[[] Asset Intelligence synchronization point
Endpoint Protection [[] Certficate registration point

Microsoft Active Protecti [w] Endpoint Protection point

] Enroliment point

Summary [ Enrollment proxy point
Progress [] Fallback status point

) [7] Out of band service point
Completion A e vty

[] Software update point
(] State migration point
[[] System Health Validator paint

7 On the Cloud Protection Service membership type screen, select Do not join Cloud
Protection Service and click Next.

el Specify Cloud Protection Service membership type
Proxy
System Role Selection

Application Catalog Web B e ooy e Sarvice oAb fype Yo chases il ba S 1o Erpois Protectin niiaivare poles o
Application Catalog web:  |Protection Service is a worldwide online community that includes System Certer Endpoint Protection users. By joining Cloud Protection
. Service, System Center Endpoint Protection wil automatically send information to Microsoftto help Microsoft detemine which software to
Application Catalog Cust  |investigate for potential threats and to help improve System Center Endpoint Protection's effectiveness. This community also helps stop
he spread of new malicious software infections.

Endpoint Protection
EEPTIETETIE  [You can choose to join the Cloud Protection Service community with ether a Basic o The type of
s sent in reports to Microsoft depends on your level of Cloud Protection Service membership. In some instances. personl information
Summary imight unintentionaly be sent to Microsoft. However, Microsoft will not use this information to identfy you or to contact you
Progress
Completion

To learn more about Basic and Advanced Memberships and the information collected by the Reports. see the Privacy Statement
3t http://go microsoft com/fudink/?Link|D=626987.

@ Do not join Cloud Protection Service
O Basic membership (on Windows 10 and above, the behavior s the same as advanced membership)

O Advanced membership

8 On the Summary screen, click Next.

9 Click Close when the wizard is finished.

3.4 Configure Network Access Account
1 Select Administration in the lower left of the screen and expand Site Configuration.

2 Inthe left-hand pane, select Sites.
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3 Right-click the Primary Site, and click Configure Site Components -> Software

Distribution.
Administration

4 &} Overview
4 [ Hierarchy Configuration
i Discovery Methods
] Boundaries
1 Boundary Groups
= Exchange Server Connectors
8 Addresses
A4 Active Directory Forests
4 [ site Configuration
B3 Sites
EE> Servers and Site System Roles
K& Client Settings
I Security

- Distribution Paints
# Assets and Compliance
@ Software Library

Bl WMonitoring

< Sites 1 items

= | Search
Icon Name Type Server Name
B PSD - Public School District__Primany 0CM-A-1.school.local

[> Add Site System Roles
1 Create Site System Server
L "y Create Secondary Site
Refry Secondary Site
Upgrade

Show Install Status

Refresh s

Delete Delete

State Site Code
Active PSD

pd

Configure Site Companents

I

Client Installation Settings

. - Site Maintenance
Public School Distric E
@ status Summarizers
General % Status Filter Rules
Site Code: @ set Security Scopes
Server Name:
T Install Directory: [=] properties

»

>

System Health \/almaI?/
Software Distribution

Software Update Point
Management Point

Status Reporting

B out of Band Management

Email Notification

4  Select Network Access Account, click the Set button and set the

<YOUR_DOMAIN>\SCCM.Admin acc

=) Software Distribution Component Properties \L]
Site
General | Network Access Account /
items
Specify an account that accesses network locations when the ste contains clients that are
workgroup computers o that are from an untrusted domain.
Nari
Ps Network Access Account
The Network Access Accourt is used by Configuration Manager clients to access
network locations during content deployment or during operating system deployment
O Use the computer account of the Corfiguration Manager cient
@® Speciy the account that accesses network locations /
Windows User Account -
Username [scHOOL\scom admin | [ Bowse.
Example: Domain\User
Password [enseseses
Corfim password:  [seeseseee ]
Verfy <<
Data source [Network Share V]
Network share: ~[\\scom-a-1'sdS ] [Ceowe.. | ]
Example: \\server\share

5 Click Apply and Ok.

3.5 Configure Client Agent Installation Method
***please verify the client push manually before you select “Enable automatic site-wide client push

installation”

ount and password.

1 Select Administration in the lower left of the screen and expand Site Configuration.

2 Inthe left-hand pane, select Sites.
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3 Right-click the Primary Site, and click Client Installation Settings -> Client Push
Installation.

& PSD - Public School District ~ Primary CCM-4-1.schaollocal Acti PsD
{5 Add Site System Roles

& Create Site System Server

Wy Create Secondary Site

Retry Secondary Site
Upgrade
Show Install Status

Refresh F3

2

Delete: Delete
\* L Configure Site Components »

-~
‘& Client Installation Settings » Client Push Installation

. - Site Maintenance. Software Update-Based Client Installation
Public School District 2 "

@ status summarizers I

4 Enable automatic site-wide client push installation.
(=] Client Push Installation Properties -
Cliert Push Installation for Corfiguration Manager client

¥ Enable automatic stte-wide client push installation

‘This option installs the Configuration Manager client on newly discoversd computer
resources and on existing computer resources that do not have the cient installed.

Specify whether to instal the Configuration Manager client on domain cortrollers when you
use site-wide client push installation and the Client Push Installation Wizard.

(O Always install the Corfiguration Manager client on domain controllers

(@ Mever install the Cenfiguration Manager client on domain controllers unless specfied
= inthe Client Push Installation Wizard

5 Check/Uncheck Servers and Configuration Manager site system servers if you
want/don’t want to push SCCM client to servers.

6 Select the Accounts tab, Click Add.

= Client Push Installation Properties %
Site q

Accounts | Instaliation Properties

items|

‘Specy the accounts that can installthe Configuration Manager dient. The accounts must be a
member of the local Administrators group on the destination computer.

Nai
Ps|
Cliertt Push Installation accounts: A

[ by
Windows User Account -
User name: [scHoOLscem.admin | [ Browe. |
Example: Domain\User
Password [saseseaee |
Corfitm password: |.... . ‘
Data source [Network Share v]
Network share Viscema-1\SMS_PSD ) | [ Bowe. |
I servershare
I Test connection | |

7 Enter <YOUR_DOMAIN>\SCCM.ADMIN and click OK.

8 Enter the account password, and click Verify.
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9 For the Network Share enter \\<YOUR_SCCM_SERVER>\SMS_PSD (PSD will be replaced
with your Site Code), and click the Test Connection button.

10 Click OK, and then Apply and OK.
3.6 Configure Client Agent Settings

3.6.1 Client Cache Settings
1 Select Administration in the lower left of the screen.

2 Inthe left-hand pane, select Client Settings.

3 Inthe right-hand pane, double-click on Default Settings.
4 Select Client Cache Settings.

5 Select the drop down next to Configure Client Cache Size
6 Select Yes, leave everything else default

Background Intelligent Transfer

Client Cache Settings

=
F=

Client Policy ‘ *— | Specify settings that apply to all clients in the hierarchy, and can be modified by custom settings.

Cloud Services

Default Settings

Compliance Settings
Specify client cache settings and whether clients can obtain content from a peer.
Computer Agent The client cache size can expand to the maximum size in MB or the percertage of the disk, whichever is less
Computer Restart . ]
Device Settings
Endpoint Protection

({55 Configurs BranchCache No -
Enreliment L
Hardware Inventory Enable BranchCache Na
Wietered itemit Banneibons Sa‘?g\(\;m BranchCache cache size {percentage 10 =
FowetManagement Configure clent cache sizs Yes v
Remote Tools -
Maximum cache size (MB) 5120 =
Software Deployment =
Maximum cache size {percentage of disk) 20 =
Software Inventory
Enable Configuration Manager dientin full 0510 [yg 75y
Software Metering it coerd
Software Updates Part for initial network broadcast 8004 s
State Messaging Enable HTTPS for client peer communication Nao
Useriand Device Affiny Port for cortent dawrload from peer 3003 -
(HTTP/HTTPS)

3.6.2 Computer Agent
1 Select Administration in the lower left of the screen.

2 Inthe left-hand pane, select Client Settings.

3 Inthe right-hand pane, double-click on Default Settings.

4 Select Computer Agent.

5 Enter the Organization Name to be displayed in Software Center

3.6.3 Endpoint Protection
1 Select Administration in the lower left of the screen.

2 Inthe left-hand pane, click Client Settings.
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3 Inthe right-hand pane, double-click on Default Settings

4 In the left-hand pane, select Endpoint Protection.

Background Intelligent Transfer Default Settings

Cloud Services

=
Client Policy Speciy settings that apply to al clients in the hierarchy, and can be modfisd by custom settings
Compliance Settings
Computer Agent
Select whether to manage existing Endpaint Protection ciients or to install Endpaint Protection on clients.
Computer Restart
Endpoint Protection Device Settings -
Hardware Inventory 7 '] Manage Endpoint Protection cliert on client el
=) computers
Metered Internet Connections -
Install Endpoint Protection client on client —
Enrollment computers
Network Access Protection (NAP) futomaticaly remove previously installed Yes v
antimalware software before Endpoint
Power Management Frotecion is installed
Alow Endpoint Protection client installation [y -
Remote Tools and restarts outside mairtenance windows. °
Software Deployment Mairtenance windows must be at least 30

minutes long for client installtion
Saftware Inventory For Windows Embedded devices wihwitz |y,

v

Software Metering fiters, commit Encpoint Protection client =
instalationirequires restarts)

Software Updstes Suppress any required computerrestarts after  [voy -

State Messaging the Endpaint Protection clert s nstalled

Alowed period of time users can postpone a |24
required restart to complete the Endpoirt
Frotection installation hours)

User and Device Affinity

Disable altemate sources (such as Miorosoft  [yes
Windows Update. Microsoft Windows Senver
Update Services. or UINC shares) for the iitcl
defirition update on client computers ~

<

5 Adjust the following device settings as listed:
e Manage Endpoint Protection client on client computers: Yes

o Install Endpoint Protection client on client computers: Yes

3.6.4 Remote Tool
1 Select Administration in the lower left of the screen

2 Inthe Left-hand pane, select Client Settings.

w

In the right-hand pane, double-Click on the Default Settings
4  Select Remote Tools

5 Click Configure
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6 Select Enable Remote Control on client computers for Domain and Private

Default Settings =
und Intelligent Transfes Default Settings
) Specty seinge il apgly o al chrks iy e ey and can be modted By cston seings Remote Control and Windows Firewall Client Settings -

. Specly ramote cortrol setings on clert computers. Enable Remote Cortrol on client computers
Computer Restart

Endpeint Protection Device Seftings
Remote Cortrol allows you to log on to computers overthe network and is typically used for

Ensbied Corfigure troubleshacting scenarios.
Deman Pavste To ensure that this connection is not blocked by Windows Firewall onthe destination comper.
Mo - select one o more of the firewal profles to automaticaly configure the Remate Control port and
program exceptions for clients.
Yos -
Domain
g L - This Windows Firewallprofile is for computers that log on to a Windows domain,
Softwar (Grant Remote Cortral permission [vye. -
Software Metering 1010l At o
Software Updates hcossa level alowsd Ful Control_ v Private
State M FoCT— ‘This Windows Firewall profile is for compLters that connect to a private network location

User and Device Affinity such as a home or office networ

[ Public
This Windows Firewall profile is for computers that connect to a public netwark locatior

ok | [ Coca

7 Adjust the following device settings as listed:
Allow Remote Control of an unattended computer: Yes
Prompt User for Remote Control permission: Yes/No — (Administration’s choice)
Grant Remote Control permission to local Administrators group: Yes
Show session notification icon on taskbar: Yes/No — (Administration’s choice)
Show session connection bar: Yes/No — (Administration’s choice)
Play a sound on client: No sound
Manage Remote Desktop settings: Yes
Allow permitted viewers to connect by using Remote Desktop connection: Yes

Require network level authentication on computers that run Windows Vista system
operating system and later versions: No

8 Click OK to accept the settings.

3.7 Configure Site Deployment Verification

1 Select Administration in the lower left of the screen
2 Drop down the Site Configuration folder on the left side
3 Select Sites

4 Inthe right hand side of SCCM select your primary site: i.e. PSD — Public School District
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Right click your primary site and select e x
. General Wake On LAN Ports Sender Publishing Client Computer Communication ~ Alerts
P ro pe rties Deployment Verfication Securty Signing and Encryption  Service Windows
Configure details for collections that help to manage new high-isk deployments that are created at this site. An
example of 2 high+isk deployment is a task sequence with a purpose of Required that deploys an operating
=
High-risk deployments are always limited to custom collections and the built4n All Unknown Computers

Select the Deployment Verification tab

Collection size limits:

)]

Configure the maximum size of the custom collections that you can select in the Select Collection window.
(Spectfy Oto disable a configuration):

In the Collection Size Limits box puta 0in e st st s 3 e e

~N

Defauit size: 0 e
both boxes e
Maximum size: o =

Collections with site system servers

8 In t h e COI Iecti ons Wit h site syste m server Specty the behaviorto take whenthe selected calleciion inludes compuiers that host Corfiguration

Manager site system roles:

O Block: do not create the deployment

box, select Warn, require verification
before creating the deployment

@ Wam: require verfication before creating the deployment

3.8 Enable PXE support
1 Inthe SCCM Console, click on Administration -> Distribution Points

N

Right click your Distribution Point in the right side of SCCM and select Properties.

w

Select the PXE tab and place a checkmark in Enable PXE support for Clients. Click on
Yes when prompted about firewall ports.

4 Enable all options.
5 Set the Require a password when computers use PXE.
6 Set User Device Affinity option to Allow User Device Affinity with Automatic Approval.

7 Set Specify the PXE server response delay (seconds) to 5

PXE | Muticast | Group Relationships | Content [ Content Vaiidation | Boundary Groups

Enable PXE support for clierts
Windows Deployment Services willbe installed f required

X3

Allow this distribution point to respond to incoming PXE requests
Enable unknown computer support

Require a password when computers use PXE

Password: [ I

Corfim password [ I

User devic ity Do not use user device affinty v]
Do not se user devics affniy

Network interfaces Allow user device affinty with manual approval

O e e A T TRk (s low user devics sffinity with automatic sppraval

Soscty he PXE server maponse day econds

R
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8 When this Role has finished installing, you will find the directory S:\Remotelnstall.
Please verify that inside that directory you have an smsboot\x86 and smsboot\x64 with
content. If the folders are empty, please wait before continuing to the next section.

3.8.1 DHCP Settings for PXE

NOTE: The following is now necessary for the clients to choose if they are UEFI or BIOS.
Defining DHCP Vendor Classes:

The first thing to do is to define the vendor classes for the BIOS PXE Client x84 and x64 and the
UEFI PXEClient x86 and x64. To do this:
1. Go to DHCP, right-click on IPv4, click Define Vendor Classes.
2. In the DHCP Vendor Classes window, click Add.
3. For the Name enter PXEClient (UEFI x86).
4. For the Description enter PXEClient:Arch:00006.
5. Click in the ASCII column and type the text PXEClient:Arch:00006 (you will not be able
to paste this text, and it’s also case-sensitive).
6. Click OK to add it to the list.
7. Now repeat steps 2 — 6 for PXEClient (UEFI x64) with PXEClient:Arch:00007 as the
Description and ASCII value.
8. Finally, repeat steps 2 — 6 for PXEClient (BIOS x86 & x64) with PXEClient:Arch:00000
(five zero’s) as the Description and ASCII value.
You should now have three additional vendor classes.

“ Home Share WView

(-. - 4 || | E\Remotelnstall\ShMSBoot\x64
‘¢ Favorites Mame - Date medified
B Desktop = abortpxe.com
&4 Downloads | bootmgfw.efi
S| Recent places = bootmgr.exe

= preboot.com

18| This PC | preboot.n12
m Desktop | wdsmgfw.efi
| Documents = wdsnbp.com
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Available classes:

DHCP Vendor Classes

Name

[ Description

Microsoft Windows 98 Options
Microsoft Options

PXEClient (UEFI x86)
PXEClient (UEF| x64)
PXEClient (BIOS x86 &x64)

Microsoft Windows 2000 Options Microsoft vendor-specific option...
Microsoft vendor-specific option...
Microsoft vendor-specific option...

PXEClient:Arch:00006
PXEClient:Arch:00007

Ad

|

Edit...

Remove

!

Creating the DHCP Policies:

Now we’re going to create policies in DHCP so that the correct files are served to the correct
clients. You will need to do this for each DHCP scope that you will PXE on.

. Go to DHCP Console and expand the scope you wish to create a policy for.

. Right-click on Policies and choose New Policy.

. Enter PXEClient (UEFI x64) for the name.

. Enter a Description if you want. Click Next.

. On the Configure Conditions for the policy screen, click Add.

. In the Add/Edit Condition window, click the Value: drop down menu.

. Choose the PXEClient (UEFI x64) vendor class you created earlier.

. Check the Append wildcard(*) check box and then click Add and finally OK.

. Click Next on the Configure Conditions for the policy screen.

10. On the Configure settings for the policy screen, click No for the Do you want to
configure an IP address range for the policy. Click Next.

11. On the Configure settings for the policy screen, scroll down until you see options 066
and 067.

13. Check option 066 and enter <IP-Number-of-SCCM-PXE-Server>.

14. Check option 067 and enter boot\x64\wdsmgfw.efi — this is the x64 UEFI boot file
for SCCM. Click Next.

15. On the Summary screen, if all the details are correct, click Finish.

16. Now repeat steps 2 — 15 for PXEClient (UEFI x86) with boot\x86\wdsmgfw.efi as
option 067.

17. Finally, repeat steps 2 — 15 once again for PXEClient (BIOS x86 & x64) with
boot\x64\wdsnbp.com as option 067.

OO0 NOOULLDE WN

4 Collections

4.1 Creating Device Collection

1 Inthe Configuration Manager console, click Assets and Compliance.
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2

In the Assets and Compliance workspace,

Device Collection.
R

Right click Device Collections and Select Create

Folder
i > el
¥V ¥ A
Create Device  Import Saved
Collection  Collections Searches =
Create Search
6 A | ¥ \ » Assetsand Compliance » Overview » Device Collections

Assets and Compliance < Device Collections 4 items

4 B Overview | Search
E, Users lcon Name
& Devices All Desktop and Server Clients

& User Collections All Mabile Devices

[
/ ¢
- F.- ]
£¥ Create Device Collection

¥ Import Collections

& Device Collectio Il Systems

L, User State Migra Il Unknown Computers

7 Asset Intelligenc I
= Folder »

(=L Software Meteri
] Compliance Settings U
_| Endpoint Protection -

# Assets and Compliance

50 Software Library

N

&

er Tools

Membership Rules
Summary
Progress

Completion

Create Device Collection Wizard L

I Sy details for this collection

Name: [Windows Image

Comment;

Select Collection -
v
Device Calections ] [Fer. i estabiishes the resources
ame ember Col
1 Roet N Member C:
& All Deskto and Server Clierts
& All Mobile Devices P
Browse
LAl Systems o
/‘ & All Unknown Computers
< [ >
Cancel

3 Onthe General page of the Create Device Collection Wizard, specify the following information:

3.a Name: Windows Imaging Collection.

3.b Limiting collection: Click Browse and select All Systems.

4  Onthe Membership Rules page of the Create Device Collection Wizard, Click Add Rule, select
Include Collections. Select All Unknown Computers and click OK.

4.1.1

gg Membership Rules

Ceped Define membership rules for this collection

Membership Rules

Summary

Progress Membership rules determine the resources that are included in the collection when it updates. You
Completion can use membership nules to add a specific object or a set of objects from a query. The collection

objects that are members of the limiting collection.

Membership rules:

membership can also include or exclude other collections. Membership les can add only those

Select Collections

(=] Root

Rule Name Type Collection Id
All Unknown Computers Include SMS000US
< ~_ m >
TR e
[] Use incrementtal updates for this Direct Rule
An incremental update periodical Query Rule dds resources that qualfy

tothis colection. This option dos| T~ 4a Colleciions

Exclude Collections

ate for this collection

Device Collections | [Fiter..

Name Member Co
W4 A Deskiop and ServerGieris |
(] & Al Mobile Devices

[ Al Systems

& Al Unknown Computers

Next and Complete the wizard to create the new collection. The new collection is displayed in
the Device Collections node of the Assets and Compliance workspace.

To configure a query rule

In the Configuration Manager console, click Assets and Compliance.

In the Assets and Compliance workspace, Right click Device Collections and Select Create

Device Collection.
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3 Onthe General page of the Create Device Collection Wizard, specify the following information:
3.a Name: All District Servers.
3.b Limiting collection: Click Browse to select All Desktop and Server Clients.

I Specify details for this collection

Membership Rules

Summary
Progress MNarme: [ Distic| Servers
Completion
* Comment Al Domain Member server and Domain Controllers ~

Select a collection to use as a limiting collection. The limiing collection estabishes the resources
that you can add to this collection by using membership rules

Limiting collection [ A Desktop and Server Clients | [ Bowse

Last update
The collection has not been updated yet

Last membership change
The collection has not been updated yet

4 On the Membership Rules page of the Create Device Collection Wizard, specify the following
information:

etieral Define membership rules for this collection
Membership Rules

Summary

Progress Membership rules determine the resources that are included in the collection when it updates. You
can use membership rules to add a specific object or a set of objects from a query. The collection
membership can also include or exclude other collections. Membership rules can add only those
objects that are members of the limiting collection.

Completion

Membership rules:
Rule Name Type Collection Id
There are no items to show in this view.
Add Rule v
[] Use incremental updates hmhlsé‘ Direct Rule
An incremental update periodicall dds resources that qualfy

to this collection. This option doe e for this collection.

Include Collections

‘ Exclude Collections

[V Schedule a full update on this collection

Occurs every 7 days effective 8/20/2014 858 AM
In the Query Rule Properties dialog box, specify the following information:

1.a Name: Server

1.b Resource class: System Resource
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4.a Click Edit Query Statement -> Criteria tab ->

Click the Add Star

Query Rule Properties

[x]

les General
p Name |Sarvers
Defing
| Import Guery Statement...
Resource class: | System Resource

Membe: "

o] | Edit Query Statement...
memhas Fa? [

General | Crtenia | Joins

Query Statement Properties

med.

Criteria:

i specify criteria to namow the query and limit the results that are

=

< || )[R faa |

1.b.i

1.b.ii

1.b.iii

Alias as: <No Allias>

Criterion Properties 2
General
L_@ Criterion Properties

Criterion Type: [Smple value v]

Where: | )
—_— Seect

Select Attribute . v

)
Atributs: Sysiem OU Name v
0K Cancel
Cancel

Attribute Class: System Resource

Attribute: System OU Name and click OK

General |
'EJ Crterion Properties
efing
Crterion Type: [ Simple value v]
eabell] | Ve [System Resource - System OU Name ]
an use
Operator: ‘:s equalto V‘
eneral ’
Value: \ o
You ca
retumed Type: Sting Vale...
Values -
SCHOOL LOCAL/DOMAIN WORKSTATION
SCHOOL. LOCAL/DOMAIN WORKSTATIONS/HIGH SCHOOL WS
SCHOOL LOCAL/DOMAIN WORKSTATIONS/HIGH SCHOOL WS/HS-1
SCHOOL LOCAL/DOMAIN WORKSTATIONS/HIGH SCHOOL WS/BUSI
SCHOOL LOCAL/DOMAIN WORKSTATIONS/ELEMENTARY WS
SCHOOL LOCAL/DOMAIN WORKSTATIONS/ELEMENTARY WS/EL-2'
SCHOOL LOCAL/DOMAIN CONTROLLERS pcel
—
chedule.

Values SCHOOL. LOCAL/DOMAIN CONTROLLERS

On Criterion Properties Click Value and Select <YOUR_DOMAIN>/Domain Controllers.

Repeat these steps in the same rule but select <YOUR_DOMAIN>/DOMAIN SERVERS in the last

step

Click OK to close the Query Statement Properties dialog box

Click OK to close the Query

Rule Properties box

Click Next -> Next -> Close to finish the query rule.
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4.1.2 To configure a direct rule
1 Inthe Configuration Manager console, click Assets and Compliance.

2 Inthe Assets and Compliance workspace, Right click Device Collections and Select Create
Device Collection.

3 Onthe General page of the Create Device Collection Wizard, fill in the corresponding
information

4  On the Membership Rules page of the Create Device Collection Wizard, select Add Rule ->
Direct Rule

5 On the Search for Resources page of the Create Direct Membership Rule Wizard, specify the
following information:

1.a Resource class: In the list, select the type of resource you want to search for and
add to the collection. Select from System Resource values to search for inventory
data returned from client computers or select Unknown Computer to search for
values returned by unknown computers.

1.b Attribute name: In the list, select the attribute associated with the selected
resource class that you want to search for. For example, if you want to select
computers by their NetBIOS name, select System Resource in the Resource class list
and NetBIOS name in the Attribute name list.

1.c Exclude resources marked as obsolete — If a client computer is marked as obsolete,
do not include this value in the search results.

1.d Exclude resources that do not have the Configuration Manager client installed — If
the search results include a resource that does not have a Configuration Manager
client installed, this value will not be displayed in the search results.

1.e Value: Enter a value for which you want to search the selected attribute name. You
can use the percent character % as a wildcard. For example, if you wanted to search
for computers that have a NetBIOS name beginning with ‘M’, enter M% in this field.

2 On the Select Resources page of the Create Direct Membership Rule Wizard, select the
resources that you want to add to the collection in the Resources list, and then click Next.

3 Complete the Create Direct Membership Rule Wizard.
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4.2

Set Collection Variables for Imaging

1

Right Click All Unknown Computers, Select Properties.

Assets and Compliance

4 B ovenview

& Users

X Devices

# User Collections

¥ Device Collections

&, User State Migration
5 Asset Intelligence
12l Software Metering
-] Compliance Settings

1 Endpoint Protection

L Assets and Compliance
5] Software Library
Bl Vonitoring

[Z]| Administration

< Device Collections 5 ftems.
earch

Name

]

All Mabile Devices
All Systems

All Unknown Computers

R

Windons Image

All Unknown Computers

Summary

Name: All Unknoy

Al Desktop and Server Clients.

Update Time: 8/19/201
2

Member Count:
Members Visible on Site: 2

Referenced Collection E

" Summary [Deployments | Custom Client

Limiting Collection

Al Systems
Al Systems

My
0
0
2

/7 Show Members

R Add Selected ltems.

Install Client

Manage Affinity Requests
Manage Out of Band

Clear Reguired PXE Deployments

@ @ &

Update Mernbership
Add Resourees
Client Notification

Endpoint Protection

Y B E

Export
Copy
Refresh

BY:

Delete

O Simulate Deployment
=¥ Deploy

Move

M Fropertics

Select Collection Variables Tab, Click the add Star

E)

All Unknown Computers Properties

[x]

‘ General |

Variables:

ip Rules | Power Management | Deployments | Maintenance Windows |

Collection Varizbles | Out of Band Manegement | Distribution Point Groups | Securty | Alerts |

Specify custom task seque

anables with associated values that you want computers to use
in this collection. Task sequence variables include sets of names and value pairs that supply
corfiguration and operating system deployment settings for a device, operating system, and user
state corfiguration tasks on a Configuration Manager client computer. You can use task
sequence variables to configure and customize the steps in a task sequence.

<New: Variable

Define the variable and its associated value

Name [05DComputerhame

Walue:

Corfim value:

W, Specify the value and the value settings.

\j Do ot display this valus in the Configuration Manager console

Enter Name: OSDComputerName, and uncheck “Do not display the value in the
Configuration Manager Console”. Click Ok, Apply and Ok to close the Properties Window.
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5 Software Deployment

5.1 Software Distribution Share
1 OntheS: Drive, create a folder called Software Distribution, right click and select
Properties.

2 Click on Sharing tab, Advanced Sharing and share this folder out with the following
settings:

3.a.i Share name: SDS$ - ($ is used to make the share hidden).
3.a.ii Caching: No files or programs from the shared folder are available offline
3.a.iii Permissions: Add the following permissions for the share:

- Domain Admins: Full Control

SCCM Admins: Full Control

- SCCM Servers: Full Control

- SYSTEM: Full Control

- Authenticated Users: Change and Read

- Local Administrators Group: Full Control

- When done click Apply -> OK -> Apply again -> Ok again

3 Click on Security tab -> Advanced -> Change Permissions -> Disable Inheritance. On the
pop-up click Remove all inherited permissions from this object and then Apply and OK
to get back to the Security settings.

4  Click on Edit and then add the following groups:
- Administrators: Full Control
- Domain Admins: Full Control
- SCCM Admins: Full Control
- SCCM Servers: Full Control
- SYSTEM: Full Control
- Authenticated Users: Read & execute, List Folder Contents and Read

- When done click Apply, Ok and Close to finish.
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5 Inthe Software Distribution folder, create folders called Images, Drivers and Software.

5.2 Software Package
5.2.1 Create Software Package
5.2.1.1 JAVA (EXE INSTALL)

1 Inthe Configuration Manager console, click Software Library.
2 Inthe Software Library workspace, expand Application Management, and then right click

Packages. Click Create Package.

Software Library ¢ Packages 1 items
4 & Overview search

4 [ Application Management Icon | Mame
[&7] Applications & Configuration 1
Packages

o) Approvel Requests | Ll Create Package

[&] Global Conditions

| Software Updates ¥ Import

[ Create Package from Definition

" Operating Systems Folder b

B Assets and Compliance
1 software Library
Bl Monitoring

(2], Administration
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3 Onthe Package page of the Create Package and Program Wizard, specify the following

B8 o
Specify information about this package
Program Type
Standard Program
lE e Enter a name and other detals for the new package. To take full advantage of new features that inciude the
Summary Application Catalog, use an appiication instead.
Progress
G Name: [Java-JRET 80 25 exe ]
Description: ‘ —

Manufacturer. ‘ ‘

\ Language: [ Version, [ |

This package contains source fles

Set Source Folder - ] |

‘Spechy the location of the source files for this package. The site server
‘computer account must be able to access the source folder.
Source folder location

® Network path (UNC name)

© Localfolder on ste server

Source folder:

Example: \'servemame'sharename \oath Next >
\sccma-1\sdSsoftware JRET 80 2]

Name: Jre-8u333-windows-i586.exe

Check This package conatins source files

Source Folder: Network path (UNC name)
\\<YOUR_SCCM_SERVER>\sd$\software\JRE8u333-exe

4  Onthe Program Type page of the Create Package and Program Wizard, select the type of
program you want to create and then click Next. You can create a program for a computer, a
device or skip this step and create a program later.

Package

Standard Program

Choose the program type that you want to create

Requirements [ —

Summary Create a program for a client computer.

Progress

Completion
) Program for device
Create a program for a device.

5 Onthe Program Type page of the Create Package and Program Wizard, select Standard
Program, and then click Next.
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gg Standard Program

(s Specify information about this standard program
Program Type
Standard Program
Requirements Name: [Java - JRE1.8.0_25.exe install |
Sy Command fine: [re-BuZ5windows-586 exe /s /on " [EXFLORER=1 MOZILLA=1| | Browse.. |
Progress
Startup folder: | |
Completion
Run: | Hidden v |
Program can run: |Whether or not & useris logged on v |
Fun mode: Fun with administrative rights

[[] Allow users to view and interact with the program installation

Drive mode: | Runs with UNC name b ‘

On the Standard Program page of the Wizard, specify the following information.
Name: Jre-8u333-windows-i586.exe install

Command line: jre-8u333-windows-i586.exe /s /qn " IEXPLORER=1 MOZILLA=1
REBOOT=Suppress JAVAUPDATE=0 WEBSTARTICON=0"

Run: Hidden
Program can run: Only When a user is logged on

6 On the Requirements page of the Create Package and Program Wizard, set maximum
allowed run time (minutes): 15

eciand Specify the requirements for this standard program
Pragram Type
Standard Program
N
Summary
Progress

Completion

Platfom requirements

®) This program can run on any piatform

is program can un only on specilied platforms

Ol s Server 2003 R2 (645it) v
Maximum allowed run time (minutes). 15 v

7 Click Next and finish the wizard.
5.2.2 Distribute Software Package

1 Right Click Adobe Reader, Select Distribute Content

Tcon Name Progra
Adobe Reader B
Configur 25 Manage Access Accounts

,g, Create Prestage Content File

[&7] Create Program

#¥ Export

T4 Refresh 5

?( Delete Delete

e Deploy

&5 Distribute Content
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2 Onthe Content Destination screen Click Add and Chose Distribution Point and Select the
\\<YOUR_SCM_SERVER>.<YOUR_DOMAIN>.local and click OK and Next and Finish the
Wizard.

g-g Content Destination

Eor=al Specify the content destination

=
Summary Add Distribution Points
Progress Contert wil be distibuted to the following disrbuion points, disribution point groups, and the Select disrbution points that will hostthis cortert

¢ distribution point groups that are currently associated with collections:
ompletion
Software Update Packages are never distributed to Cloud Distribution Points.

Contert destination:

Available distrbution paints:

Fiter. BT
[Fiter
Name Descrption Assooiations Collections
There are no items to show in this i Distribution Pointl] | 2o Time Descrption
—¥ SCCM-A-1.SCHOOL LOCAL On-premises
Distribution Point

(]
5.2.3 Deploy Software Package - Required

1 Right Click your Package and Select Deploy

2 Onthe General page of the Deploy Software Wizard, specify the following information:
Software — Displays the application you want to deploy. You can click Browse to select a
different application to deploy.

Collection — Click Browse to select the collection you want to deploy the application to.

gg Sener

| Geneal | Specify general information for this deployment

Content

Deployment Settings

Scheduling Y
Software: [Java -JRE1.8.0_25.exe (Java - JRET.8.0_25 exe instal) [ Browse.. |

User Experience

Distribution Points Collection ‘N\ Desktop and Server Clients ‘ Browse...
Summary
Prof Select Collection
Co

[ Device Collections v] [Fiter

=] Root Name Member Cout

|All Desktop and Server Clients 0

& Al Mobile Devices []
& Al Systems 3
& All Unknown Computers 2

3 Onthe Content page Click Next

General Specify settings to control how this software i1s deployed
Content
Deployment Settings
Schedul
cheduling Action: Install

User Experience
Distribution Points Purpose: [Requred v

Summary ‘\

Progress

Completion
[] Send wake-up packsts

[[] Allow clierts on a metered Intemet connection to download cortert after the
installation deadline, which might incur additional costs
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4 On the Deployment Settings page, Chose the Action: Install and the Purpose: Required.

General
Content
Deployment Settings

User Experience
Distribution Points

Summary

Progress

Completion

Specify the schedule for this deployment

This program vl be available s soon s it has been distrbuted to the content servers uniess it s s
Iater time below. For required applications. specily the assignment schedule

[[] Schedule when this deployment will become available:
B ][ #52aM =

2,

[ 872072014

] Schedule when this deployment wil expire:
B-|[952am
Assignment schedule: )

[ 872072014

Occurs on 8/20/20

Assignment Schedule

O Assign to the following schedule:

® Assign immediatsly after this event

- items to show in this view.

2= s00n 25 possivie

|As soon as possi

Log off

OK Cancel

Next >

Irevious.

Cantent

Deployment Settings

Scheduling

User Experience
Distribution Points

Summary

Progress

Completion

Specify the schedule for this deployment

nasith
Iater time below. For requied appiications. specty

[ Scheduie when this deployment wil b alable

[ Scheduie when this deployment wil expire:

B- |[1222P00 <

/2072014

Assignment schedue

been ditrbuted o the content
the assignment schedule

rvers urless

Logon

Rerun behavior Aways rerun program

On the Scheduling page, Select New and Assign immediately after this event: Log On.

Change the Rerun Behavior to Always rerun program. Click OK and Click Next to finish out
the wizard. This policy will take a few reboots to take effect. Because we marked this

Package as a “Required” deployment, you will NOT see it in the Software Center. You will
have to check the log files to verify it worked.
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5.2.4 Deploy Software Package - Available

1

2

3

Right Click your Package and Select Deploy

On the General page of the Deploy Software Wizard, specify the following information:
Software — Displays the application you want to deploy. You can click Browse to select a
different application to deploy.

Collection — Click Browse to select the collection you want to deploy the application to.

9 o

| Geneal ] Specify general information for this deployment

Content
Deployment Settings

Softwere [Ream Ofice Activation (OSPPReam) ] Browse...
Collecton [ 10 [ Bowee...

ser
istribution Points

Summary /

Pr Select Collection

‘ Device Collections v ‘ ‘ Fiter.

2] Root Name Member Co|
& Al Desklop and Server Clierts

& Al Mabile Devices

& Al Systems

& Al Unkrown Computers
s MR Office Instaled

& Windows Image ‘

On the Content page Click Next

93 Deployment Settings

oz Specify settings to control how this software is deployed
Content
Deployment Settings
Scheduli
sl Action: Install

User Experience

Distribution Points LTS Availzble v

Summary
Progress

Completion

4 On the Deployment Settings page, Chose the Action: Install and the Purpose: Available.

Click Next through the rest of the wizard.

5.3 Software Application

5.3.1 Adobe Reader

1

Download The Latest Version <AdbeRdr11007_en_US.exe> from Adobe - Adobe Reader
download - http://get.adobe.com/reader/enterprise/

Extract the contents of .exe using the following command <File_Download_Loca-
tion>\AcroRdrDC2200120117_en_US.exe -nos_o C:\AdobeReader -nos_ne

E Type the name of a program, folder, document, or
e Internet resource, and Windows will open it for you.

Open: 1007_en_US.exe -nos_oC\AdobeReader11 -nos_ne

Copy the files from the above folder C:\AdobeReader to a folder in your Software Distribu-
tion. \\<YOUR_SCCM_SERVER>\sdS$\software\AcrobatReader and Create Application.

50| Page
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4 In the Configuration Manager console, click Software Library

5 Inthe Software Library workspace, expand Application Management, and then right click
Applications. Click Create Application

6 Onthe General Page, Specify Type Windows Installer (*.msi file).
In Locations put \\<YOUR_SCCM_SERVER>\sd$\software\AdobeReader\AcroRead.msi,
and click Next. Click Next on the Important Information.

| General | Specify settings for this application

Import Information
Summary
Progress Applications contain software that you can deploy to users and devices in your Configuration Manager environment

Completion Applications can contain multiple deployment types that customize the installation behavior of the application

@ A detect ir 1 about this from installation files:
Type [Windows Installer (~msi file) v]
Location: [w 1\sds\Soft 11.7\AcroRead msi ] [ Browse.

Evamnla: \\ Gansar, Ghams' Fila

7 Enter the Information on the General Information Screen, Check Run installation program
as 32-bit process on 64-bit clients and Click Next and Finish the Wizard.

General Specify information about this application
Import Information

General Information
Summary Name: Adobe Reader X1 (11.0.0

Progress Administrator comments =
Coempletion =

Publisher

Software version:

Optional reference: |
Administrative categories: |

Specify the installation program for this application and the required installation rights.

Installation program: lmsisxsc A "AcroRead msi" /q J Browse...

8 Click the Adobe Reader Application. At the bottom of the page click the Deployment Types
Tab. Right Click the Adobe Reader — Windows Installer, Click Properties

“ & Overview Seart

lcon Name

= Adobe Reader X1 (11.0.07)
¥ Java 8 Update 11 \

[ Global Conditions

# App-V Virtual Environments

T Windows Sideloading Keys

Software Updates
1 Oparating Systems Adobe Reader X1 (11.0.07)
icon | priority | Name Depen:
+ 1 Adobe Reader X1 (11.0.07} - Windows Installe... Mo
ncreace Priceity
Copy
3 Refresh F5
7< Delete Delete

P —— Add Selected tems
% Update Content
1) Software Library L

El rMonitoring

“T, Administration

pe -

- ¥] Dep Types [D
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9 Under the User Experience set Maximum allowed run time (minutes): 15. Click Ok and Apply

w]mm]?ma[wmmusuﬁunme | Requirements | Retum Codes | Dependencies |

Specfy user experience setings for the application

Installation behavior: [Instat for system vl
Logon requirement [Whether or not a useris logged on vl
Instalation program visibiy [Hidden vl

Specfy the maximum un time and estimated installation time of the deployment program for this applcation. The
estimated installation time displays to the user when the application instals.

Mesimum allowed run time (minctes): 18 5

Estimated instalation time (minutes): 0 5

Should Corfiguration Manager enforce specfic behavior of the appication’s

[Determine behavior based on retum codes v]

10 Under the Detection Method Tab, Click Add Clause. Change Setting Type: Windows Installer.
Prodect code, Click Browse to find the AcroRead.msi. Select The MSI product code must exist
on the target system and the following condition must be meet to indicate the presence of the
application. Change the Operator: Greater than or equal to. Leave the default Value.

=] Adobe Reader Xl - Windows Installer (*.msi file) Properties ILI

| General I Content | Programs | Detection Method | User Experience | Requirements I Retum Codes | Dependencies |

Specify how Configuration Manager detemines whether this deployment type is already present on a device. This
detection occurs before the content is installed or when software inventory data is collected.

(@) Configure rules to detect the presence of this deployment type:

Connector ( Clause ) Add Clause...
MS| Product Code: {AC7EBAB6-7ADT-1033-7B44-... -

Detection Rule i

Create a nule that indicates the presence of this application.

Setting Type: | Windows Installer w |

Specify an MS| product code as the basis for this rule.

Product code: |%C?GB&EE—TADT—1D33—?BM—ABWMMDM1} WSE ... |

& c

(_ - T « Softw.. » AdobeReader1l.

() This M5! product code must exist on the target system to indicate pry

® This M5! product code must exist on the target system and the: follow
, this application:
Organize v  NeMfolder

M5 Property: | Version

ﬁ\\h 8 Videos Mame
Operator: |Greaterthan orequal to i Local Disk (C2)

rjE,] AcroRead.msi
= MS50L Database L

] Value: 11007 scom 6 _
11 Click Ok and Apply.
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5.3.2 Chrome

1 Inthe Configuration Manager console, click Software Library

2 Inthe Software Library workspace, expand Application Management, and then right click
Applications. Click Create Application

Software Library < A

= f Overview

4 [ Application Management Tc
[&7] Applications
Packages | (7 Create Application
IE Approval Ry " Import Application
[ Global Con
1 Software Upa

_| Operating Systems

Folder 3

q—" Assets and Compliance

ﬁ Software Library

3 On the General Page, Specify Type Windows Installer (.msi file). In Locations put

\\<YOUR_SCCM_SERVER>\sd$\software\GoogleChrome\GoogleChromeStandaloneEnterp
rise.msi

4  Click Next.

| Genet | Specify settings for this application

Import Information

Summary
Progress Aoplications corttain software that you can deploy to users and devices in your Corfiguration Manager envirorment.
T Applications can cortain muliple deployment types that customize the installation behavier of the application

@® Automatically detect information about this application from installation files:

Type [Windows Installer (“msific) v

Location: 1\sd3\software'\GoogleChrome'\GoogleChrome Standalons Enterprise msi Browse...
\\sccm-a-T\sd$\software\GoogleChrome\GoogleChromeStands

(O Manually specify the application information

5 Click Next on the Important Information Screen. Enter the Information on the General
Information Screen, Check Run installation program as 32-bit process on 64-bit clients and
Click Next and Finish the Wizard.
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~

General Specify information about this application

Import Information

General Information

Summary Name:

Progress Administrator commerts: ~

Completion v
Publisher:

Software version:

Optional reference
Administrative categories:

foskua: |
|
\
|
\
|

Specify the installation program for this application and the required installation rights

Installation program: |msiexec / "GoogleCr mi/q | [ Bowse..
[] Run installation program as 324bit process on 64-bit clients.
Install behavior: Install for system v

6 Click the Google Chrome Application. At the bottom of the page click the Deployment
Types Tab. Right Click the Google Chrome — Windows Installer, Click Properties

4 @ Ovenview Search
4 [ Application Management lcon | Neme - Deployment T
[7] Applications 7] Adobe Reader XI (11.0.07) 1
Packages E1 Google Chreme 1
[ Approval Requests 1 Java8 Update 11 \ 1

[1] Global Conditions

# App-V Virtual Environments

A Windows Sideloading Keys
» [ Software Updates

» (] Operating Systems

Google Chrome

Priority  Neme

= 1

leon

Goagle Chrome -

Dependencies

Increase Priority

Tec

Decrease Priority

& Copy
(3 Refresh F5
7< Delete Delete
- Add Selected Items »
B Assets and Compliance - e

() Update Content

ﬁ Software Library [] Properties +
W Monitoring

[Z]], Administration

7 [Summary] Deployment Types [Deployments

Under the User Experience set Maximum allowed run time (minutes): 15

‘ [ General | Content | Programs | Detection Method | User Expeence || [ Retum Codes | 1

Specfy user experience setings for the application.
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Installation behavior: [Instat for system vl
Logon requirement: [Whether or not 2 useris logged on v]
Instalation program visbilty: [Hidden vl

Specify the maximum run time and estimated installation time of the deployment program for this application. The
i L ‘when the

4 the e
Masimum alowed run time {rinutes): 18 B
Estimated installation time (minutes): 0

Should Corfiquration Manager erforce specic dithe

[ Detemine behavior based on retum codes




5.3.3 Deploy Office 2019 - Office 365

1 Inthe Configuration Manager console, click Software Library.
2 Inthe Software Library click on the Office 365 Client Management.

3 Onthe far-right side of the screen Click Office 365 Installer.

Office 365 Client Management

4 Enter the name of the Application and select the content folder. This will be in the
\\server\sdS\software\(foldername) format. Then click Next.

Microsoft Office 365 Client Installation Wizard x

gg Application Settings
14

Specify general settings for this application

Office Settings

Deployment
General Name o
Content Description;

Deployment Settings

Scheduling
Contert Locati &
User Experience eriert Focsten 9| Bomse..
Office 365 client installation files will be downloaded to this location f they do not already

Alerts =
Summary Example: \\Server\Share
Progress 3
Completion

5 Click on the Go to the Office Customization Tool.

x

Go 1a the Office Customizsion Tool o

Flead ihe Micrasch pvacs staement acine.
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6 Select your architecture Office suit version and if you want Visio or Project installed as well.
Then click next.

Deployment settings
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Products and releases

Jrgort m

'3

Architecture

Which architecture do you want to deploy? *

Products *

Which products. and apps do you want to deploy?

Office Suites

Visio

Project

roject produc

Additional products

>

Set which apps you would like deployed with the installation as well as the update channel

to use.

Click Next.

Deployment settings

[ome

2 2019 Perpetual Entarprise

Setect the versien

[roun

10386.20017

Apps

Turn apes on or off Lo include

Excel @ o

Onobrive Desktop KD On

Outloak &0 o FowerPaint

Publisher @ on Word

|
Set your language after that click next again.

Deployment

settings

' Products and releases

~

~  Language
{ Languages

Select primary language *
{
1 Select language
{ Select aaitional languages
{

Selact additional languages

2l procfing tools

9  On the installation option set Shutdown applications. Then click next.

Deployment settings

s Products and releases

~  language

A Instailation




10 Onthe Update and Upgrade option set if you want it to uninstall old versions of office. Then
Click next.

Deployment settings m

‘ ~\ Update and upgrade v
Upgrade options
Uninstall any MS| versions of Office. including Visio and Project @ on
E Learn more about removing MSl versions of Office when you upgrade CF
Uninstall Visio @ o
Uninstall Project @ on

Uninstall SharePoint Designer @D on

Uninstall InfoPath @ on

Automatically upgrade to the selected architecture

_- =
11 Set that you accept the EULA and configure your product key and product activation
settings. Then click next.

Deployment settings e=n

. Licensing and activation -

Automaticetly accept the EULA @ o
@

Praduct key

Office Standard 2019 - Volume License ® kM) MaK

Product activation

(®) User based Learn mors about user based licensing

Leam mare about shar

Loarm mare about device based liconsing

T N

12 Next passed the deployment settings.
13 Choose your Default File format. Click ok then click Review.
1

Default File Format

Since Microsoft Office 2013, support has been added for opening and saving
| files in the OpenDocument Format (ODF). You can customize the deployment
|  configuration to specify the format you would like as the user's default.

O Keep Current Settings
Choose this option to keep the current settings for this deployment
configuration.
Word - Not configured
Excel - Not configured

PowerPoint - Not configured

@ Office Open XML formats

Choose this option to set the user's defaults for Word, Excel, and
PowerPoint to the file format designed to support all the features of
Microsoft Office.

Learn more Cf
(O OpenDocument formats
Choose this option to set the user's defaults to use the ODF file formats
designed to support the features of third-party productivity applications
that also implement ODF. Many features of Microsoft Office are supported |
by ODF but some content or editability may be lost upon save.
Learn more about the level of support by ODF for Microsoft Office features O
Note: You can use Group Policy or the Office Cloud Policy Service 7 to
manage this setting for all users.
Learn more about the differences between formats Cf

oK
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14 Review your settings then click Submit.

X
Varsion to daploy 1608 10386.20017
~
Excluded App
OneDriva (Groove)
Languages
English (United States) --Primary Full
| Installation optie:
Full
Shut down running applications off
Update and upgrade options
Ensble COM mansgement on
Remove MS! products on
Licensing and activation
Office Standard 2019 - Volume License BNWW)-YQWMR-QKGE
Accept EULA ot
User based activation on
~

15 Select that you want to deploy this application now and click next.

=21 Micsanalt Offien 365 o bl Wisandd

Depiny appication now?

16 Select your collection and click next.

- | =
17 On the Content page select add and select your distribution point. Click next.

] Micraseft Office 365 Client Installation Wizard

Specify the content destination

Name. Descsption prv——
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18 On the Deployment settings be sure to set that you want it to install and choose required if
you want to force it out or available if you want to make it available for users to install. Also
make a check mark by the option to allow end users to attempt to repair the software. You
can now click next through the rest of the options and finish the deployment.

| Microsoft Office 385 Client Installation Wizard x

1 Qg Deployment Settings
il !

Application Settings Specify settings to control how this software is deployed
Office Settings

Deployment
General
Action Instal <
Content

D mmerietis Pupose Avallable =
Scheduling

User Experience
P Allow end users to attempt to repair this application

Alerts
[ Require administrator approval i users request this application i
Summary
Progress d
Completion
< Previous Next > Summary Cancel

5.4 Distribute Software Application

1 Inthe Configuration Manager console, click Software Library

2 Inthe Software Library workspace, expand Application Management, and then Right Click
Adobe Reader Application, Select Distribute Content

Software Library < Applications 3 items
4 & Overview Search
‘ =

-~ Application Management lcon  Name Deployment Types

[+ Applications [i]  Adobe Reader XI (11.0.07)

[ Packages /‘L ] Google Chrome
[+ Approval Requests (&1 Java 8 Update 11

[ Global Conditions

=

Manage Access Accounts
Create Prestaged Content File

Revision History

B B E

Update Statistics
# App-V Virtual Environments

P Windows Sideloading Keys

iy

Create Deployment Type

Reinstate
| Software Updates

| Operating Systems Adobe Reader Xl (11.0.07)

Retire

¥ ®

- Export
lcon  Priority | Mame og
Copy
1 Adobe Reader XI (11 _ ns
Refresh ]

Delete Delete

Simulate Deplayment

U X =

= Deplay

__#53 Distribute Content

3 Click Next On General Screen. Click Next On the Content Screen. On the Content
Destination screen Click Add and hose Distribution Point and Select the
\\<YOUR_SCCM_SERVER>.<YOUR_DOMAIN>.local and click OK and
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gg Content Destination
Add Distribution Points =1
General
Specify the content destination Seloc disbuion potathat wil oot i contet
Content
o Schware Update Packages are neve disbutedte Cloud Datrbuton Poirt.
Summary Content will be distrbuted to the following distrbution points, distribution point groups. and the Available distribution points.
— distrbuion port groups that ars currertly assaciated wih collections [
- Nowe Tpe Descrphion
Completion [Safsccw-aschooLLocaL _ Onpremses ]
Content destination
Fiter [ e~
Name Description ‘Associations ollection
There are no items to show in ths view
Distribution Point
]
ok |[ @

4 Next and Finish.

5.5 Deploy Software Application

your Application and Select Deploy

Software Library < Applications 3 items

4 & Overview Search
4[] Application Management Icon | Name
[ Applications [ Adobe Reader X (11.0.07)
Packages Goegle Chreme

&
[ Approval Request= / & Java 8 Update 11
[] Global Cenditions
#4 App-V Virtual Environments
A Windows Sideloading Keys
2 Software Updates
7| Operating Systems Adobe Reader X1 (11.0.07)
Pmc:ty

B

Name

Adobe Reader XI (1

lcon

In the Configuration Manager console, click Software Library
In the Software Library workspace, expand Application Management, and then Right Click

Deployment Types

o
I
=

I®

B &0 X8

Manage Access Accounts

Create Prestaged Content File

Revision History

Update Statistics

Create Deployment Type

Reinstate

Retire

Export

Copy.

Refresh Fs

Delete Delete

Simulate Deployment
Deploy
Distribute Content

On the General page of the Deploy Software Wizard, specify the following information:

Software — Displays the application you want to deploy. You can click Browse to select a

different application to deploy.

Collection — Click Browse to select the collection you want to deploy the application to.

On the Content page Click Next

On the Deployment Settings page, Chose the Action: Install and the Purpose: Available.

Click Next through the rest of the wizard.

gg Deployment Settings

General

Content

Deployment Settings

Scheduli
sl Ation: Install

User Experience

Specify settings to control how this software is deployed

Purpose Available

Distribution Points

Summary
Progress

Completion
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5.6 Update / Supersede Application
1 Create Software Application (See 5.3.1) for Latest Software Application.

2 Distribute Software Application (See 5.3.2).

3 Inthe Software Library workspace, expand Application Management, and then Right Click

your New Application and Select Properties

Software Library < Applications 4 items

Search

4 & Overview
4[] Application Management lcon jame Deployment Ty|
) of 1
[ Gex 1
&1 av *
[ _ Java8 Update 20
# App-/ Virtual Environments /
P Windews Sideloading Keys
Software Updat
i 5 Create Deployment Type
| Operating Systems Java 8 Update 20 o
N einstate
lon | Priority | Name B Rt «ch
1 e P iin
2 Copy
3 Refresh 5
7 Delete Delete
O Simulate Deployment
& Deploy
& pssets and Compliance -
- @9 Distribute Content
{7 Software Library .
Bl Monitoring @ Set Security Scopes
5 &
[, Administration B8 Categorize »
View Relationships -

" [Summary | Deployment Types [D&)

Ready Properties

4 On the Supersedence Tab, Under the application supersedes the following
application, Click Add and Click Browse. Select the Application to be superseded

(Java 8 Update 130) and Click OK.

Java 8 Update 20 Properties
Securty \
Distbugon S ort Ty Locations | SUper

General Information | Appication Catalog | References | Diee

¥ s sppication s a0 upgrade or reiscement for an acpication i the Scftware Livary. specky reltonship that
vel sy 10 future deployments snd Apphcation Cataiog recuests. Use the References tab to dplay any applcatons that s.perseds the

appication . .
Note: Madéy pemiasion to both applcations & requred to change the supersedence reiatonshp. Specify Supersedence Relationship

‘Specify the deploymert types to be replaced by this application
Java 8 Update 20

Th sookcaton supersedes the folowng appicstont
Okd Dep Curet Application

Agphcation

Superseded Application [

Choose Application

\ Choose the application to be superseded. Applications that supersede this appiication are not displayed
Folders

- [Fiter.

1 Root Name Version
Adobe Reader XI (11.0.07)
Google Chrome
Java 8 Update 11

Administrator Commerts  Type

Applic
Applic
Applic

5 Under the New Deployment Type, Drop down the box and select the new Application
that will supersede the old application (Java 8 Update 131 — Windows Installer
(*msi)). Check the Uninstall if you need to for the old application to be removed.

Click OK and Apply.
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Specify the deployment types to be dby this
Current Application: Java 8 Update 20
Superseded Application: [Java 8 Updats 11 | | Browse.

Specify the new deployment type to replace the deployment types of the superseded application. The new depl 1t type
deployment type unless you select the Uninstall checkbox. In that case, The previous

will upgrade the installed, superseded

deployment type wil be uninstalled and the new deployment type will be newly installed.

Old Deployment Type Technology New Deployment Type Uninstall
Java & Update 11 - Windows Installer (.. MSI | De ot replace v ™

Do not replace
Java 8 Update 20 - Windows Installer ("

6 Deploy Software Application (See 5.3.3)

7 Once your workstation have updated to the latest software (1-3 weeks), delete the old
application and clean up the software distribution directory.

6 Configure Operating System Deployment (Imaging)

6.1 Copy Source Images
1 Inthe Software Distribution folder, under Images folder create sub folders Win10x64.
2 Copy install.wim file for Windows 10 x64, which is present on the Windows 10 DVD
under the Sources folder.
6.2 Customize & Distribute Boot Images to the Distribution Points

*** Do this for both x64 and x86 images
1 From the bottom left of the SCCM console screen, select Software Library.

2 Expand Operating Systems and select Boot Images.

Software Library

4 & Overview

» [ Application Management

» [ Software Updates

4[] Operating Systems
2] Drivers
1 Driver Packages
B Operating System Images
B Operating System Installers
{83 Boot Images.
[ Task Sequences
= Virtual Hard Disks
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< Boot Images 2 items

Search

lcon | Name
=1 Baot image (x64)
] Boot image (x86)

Version
6.3.9600.16384
6.3.9600.16384

Comment

-~

Boot image (x86)

™

Summary

Comment:
Architecture:
Version:

(i Refresh
7< Delete

&5 Distribute Content

% Update Distribution Points

& Create Prestaged G

nt File

25 Manage Access Accounts

& Move

@ Set Security Scopes

Properties

Language:

English (United States)

0Ta



3 Double-click Boot Image (x86).

[ Content Locations | Optional Componerts [ Securty Content Locations ]bpt:onal Componer(s'[ Securty |
General | Images | Drivers | Customization | Data Source | Data Access | Setings General l Images l Drivers l Customization | Data Source | Data Access l Distribution Settings
[J Enabie prestart command Specify the image file that contains the boot image for ! age. If the file contains muktiple in

Image tab to select the comect image.

Image path:

[\SCCM-A-1.school local\SMS_PSD\osd \boot 386 \boot wim I 1N
Image index: [1 - Microsoft Windows PE 86) v

Source version: 2(8/19/2014 5:23.09 PM)

Windows PE Background

[] Speciythe custom background image file (UNC path):
[[] Update distribution points on a schedule

da; 22/2014 10:02 AM

Windows PE Scratch Space (MB). = [] Persist content in client cache
Enable binary differential replication

Deploy this boot image from the PXE-enabled distribution point

Enable command support festing only)

4  Select the Customization tab and select Enable command support.

5 Select the Data Source tab to make sure Deploy the boot image from the PXE service
point is checked and then click OK.

6 When prompted to update the Distribution Points, click Yes and then OK to close.
Configuration Manager ILI

You have made changes that require you to update distribution points
L I_\ with a new version of this package.

Do you want Configuration Manager to update the distribution points
now?

| Yes | | MNo |

7 Right-click the Boot Image (x86) and choose Distribute Content.

Boot Images 2 items

Search

lcon | Name Version Comment Image ID
& Bost image (x64) 6.3.9600,16384 PSD0000S
& Boot image (x86) £.3.0600.16384 PSD00004

Refresh F5

Delete Delete

Pﬂ

x

—_— & Distribute Content

F% Update Distribution Points
i) Create Prestaged Content File
L)

Boot image (x86) Manage Access Accounts

= Move
Summary

Comment @ Set Security Scopes

Architecture: %86 | [Z] Properties

Version: 6.3 -

Language: English (United States) ‘

0 Targeted {Last Update:
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8 Select Add > Distribution Point to select the server (SCCM-A-1.SCHOOL.LOCAL).

Content will be distributed to the following distibution points, distibution point groups. and the
distribution point groups that are cumently associated with collections

Contert destination:

Fitter... / Add A

Name Description Associations
SCCM-A-1.5CHOOL.LO... Distribution point

9 Click OK and Next.
10 Repeat Steps for Boot Image (x64).

11 Make sure the Content Status is Green (Successful) before you continue.

~  DOLL IMageEs £ s < Boot Images 2 items

* [ search £ 2| search
lcon | Name Version Comment lcon | Name Version Comment
=] Boot image (x64) 6.3.9600.16384 =11 Boot image (x64) 6.3.9600.16384
& Boot image (x86) 6.29600.16384 iy Boot image (x86) 6.3.0600.16384

| K I n Al =

Boot image (x86) 3

Boot image (x86)

Summary Content Statu / . \:omem _
Comment: M Success: 0 Comment: M Success: 1

Architecture: X86 - ‘;‘aﬁ;ﬂ’g‘“'1 Architecture: %86 In Progress: 0
=~ Version: 6296 falec:0 L Version: 53.96 M Failed: 0
= 00.16 - 0046 Unknewn: 0
384
384
Language: Englis 1 Targeted (Last Update: /22/2014 Language: Englis 1 Targeted (Lsst Update: 8/22/2014
h 10:12 AM) 1012 Al

ilinita
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6.3 Capture Prepared Windows Image
1 Right click on Software Library, Operating Systems, Task Sequences. Click on Create Task

Sequence Media when the Create Task Sequence Media

Stleck M Ty0e Select the type of media
Media Type
Software Library < Task? Boot Image
4 & Overview Sean Summary Select the type of new media (CD, DVD. or USE flash drive] or the file used to deploy or capture an
= s operating system.
| Application Management Tcon
= Completion
| Software Updates E " Stand-slone media
4 || Opersting Systems E Creates media used ta deploy operating systems without network access
s 8 € Bootable media
B Driver Packages E Creates media used ta deploy operating systems using ConfigMar infrastructure
EL Operating System Images JE]
. s . ; B ¢ Capture media
Ty SE L e = Creates media uzed to capture an operating system deployment image from a reference computer.
&8 Boot Ima ges 2]
= - (o

Esrr— Prestaged media . .

Iﬂ Create Task Sequence Creates a file to be prestaged on a new hard drive that includes an operating spstem image.

71 Create Task Sequence Media

' Select this checkbox to enable unattended operating spstem deployment. An unattended operating
"‘, Import Task Sequence system deployment does not prompt for network configuration or optional task sequences.

Folder R e T ey

2 Onthe Select Media Type Page, Select the Capture Media, Click Next.

3 Onthe Media Type Page, Select CD/DVD set. In the Media File, browse to the path of where
you want to store the ISO file, give it a name like e:\capturemedia.iso. Click Next.

Select Media Type Specﬁy the media Type

Boot Irnage
Summary Specify whether the media for this image deployment will use CD/DYD media or USB flazh drive.

Progress

Completion
" USE flash drive

Dirivie: I ﬂ

& CDJ/OWD set

Medis size I j

Specify the name and path where the output files will be witten. IF multiple pieces of media are
required, a sequence number will be appended to the name for each piece of media,

Media file: Ie'\capturemadia iso| Browse. |

4 On the Boot Image Page, browse beside boot image, select your X86 boot image, click ok, then
click on Browse beside Distribution Point, select your distribution point. Click next to continue
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through the wizard.

Select Media Type Select the boot image for the media
Media Tyvpe

Boot Image

Specify the boot image that iz run frarm the media and the distribution paint to download the content uzed

ST ta create the media.

Progress

Tonigletion, Boot image: IBDD[ image [+8E] Brovess.. |
Distribution peint; | SCCM-A-1 School LOCAL

5 Burn this CaptureMedia.ISO to a CDROM or save it to a network share.
6 Loginto Prepare Windows Workstation as Domain Administrator

7 While in Windows of the Prepare Windows Workstation, Remove the workstation from the
Domain

7.a Click on Start, Right click on Computer, choose properties

7.b Click on change settings to the right of the Computer Name

7.c Click on Change, type in the name of a workgroup to join and click ok

7.d You will be welcomed to the workgroup, click ok

7.e You will be prompted to reboot the workstation. DO NOT reboot. we will
continue with the capture process and then reboot

8 Insert the ISO/CD/DVD on the Computer, While still in Windows (do not try to boot from this
ISO/CD/DVD) you should see the following

'-'a Image Capture Wizard @

7] AutoPlay o] @

[=a DVD Drive (D:) Configuration
= Manager 2012

Welcome to the Image Capture

=
g
§> Wizard

This wizard guides you through capturing a snapshot of one

| Always do this for software and games: or more of the hard disk drives of this computer,

Install or run program from your media

@ Run TSMBAutorun.exe

orporation

Ensure that this machine is not a member of a domain and
then didk next to continue.

General options

'

View more AutoPlay options in Control Panel

Open folder to view files

| Next > I Cancel
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9 Click on Run TSMBAutorun.exe, Welcome to the Image Capture Wizard appears, click next..

ﬁ Image Capture Wizard (=3
Image destination

Indicate where you would like the operating system image to be created.

Enter the destination and file name for the captured operating system image.

Destination: |llsccrn—a—115D$’.Image:s\Capture\w in7Cap.wim Browse... |

! For network paths, enter the account and password used to access the path.

Account Name: | SchoohsCCM.Admin

Password: I PE————— [

qPreviou.s | MNext = I Cancel |

10 Enter a path and name for the WIM file
\\<YOUR_SCCM_SERVER\SDS$\Images\captured\CapturedWin10.x86.wim and then enter the
credentials of a user with permissions to write to that location School\SCCM.Admin, Click next.

Enter Image Information

nstallation Progress B
| SCCM 2012 Summit
%  Running: Image Capture Wizard

Running action: Prepare Operating System
[WENANNSANANANERNEN
Running sysprep command.

nstallation Progress b
| SCCM 2012 Summit
| #  Running: Image Capture Wizard

Running action: Prepare Configuration Manager Client
(T
Initializing the System Center 2012 Configuration Manager dient...

System Restart

SCCM 2012 Summit
Running: Image Capture Wizard

Initializing system shutdown . . .

[TITTIIL]]
The computer will automatically restart in 0:25 minutes.

Restart Mow I
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11 Click Next and Click finish to start the capture process, notice how it prepares the config
manager client and then it syspreps before rebooting into Windows PE to capture the system.

Installation Progress

SCCM 2012 Summit
Running: Image Capture Wizard

Running action: Capture the Reference Machine

Capturing volume 1 of 1...

[ ]

12 Your workstation will reboot automatically into Windows PE without you having to press the
F12. You will only need to monitor the progress from here to the end of the process.

13 Once the workstation has finished the capture process there will be a win10cap.wim file located
on the SCCM server that you can Create an Operating System Image and a Task Sequence to be
deployed.

6.4 Add Operating System DVD Image (Install. WIM)
This will be the install.wim image file copied from the Windows 7 or Windows 8 DVD.

1 Inthe SCCM Console, click on Software Library.

2 Expand Operating Systems, right-click Operating System Images and choose Add
Operating System Image.

Software Library < Operating System Images 0 itemr
| ‘ﬁO\fer\-’iew —_ | Search
| Application Management lcan Name

| Software Updates
4[] Operating Systems
3 Drivers

B Driver Packages

Bl Operating System Images
) ‘@l Add Operating System Image
B Operating System Installers n

ﬁ Boot Images Folder L
[ Task Sequences u
= Virtual Hard Disks X

#-_i- Assets and Compliance

ﬁ Software Library
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3 Browse to \\<YOUR_SCCM_SERVER>\SD$\Images\Windows10x64\sources\ to find

6

6.5

and select the install.wim from this folder.

Speciy the path to the operating system image file.

Path: Example: \\servemame\sharename \path\file. WIM

[\W\scom-a-1\sdS\images\Windows 7x64\sources \instal wim | | Bowse. |

Enter the Name, Version number, Comment and complete the wizard. Make sure the

name is discriptive enough to know what this image contains.
Windows 10 x64 (install.wim)

Catauics Type general information for the operating system image

Summary
Progress Provide a name, version, and comment for the operating system image.
Completion

MName: |Windows 7 PRO %64 {install wim)

Version: |

Comment: |

Distribute Content after the image has been added successfully.

lcan Name

L Windows 7 PRO 64 (install wim)

Versian Sche

F2 Schedule Updates

Cancel Scheduled Updates

< i —

£ (# Refresh
Windows 7 PRO x64 (install.wim) % Delete
Summary —.-* éj Distribute Content
Camment: ﬁ Update Distribution Points
Version: ‘&| Create Prestaged Centent File
La 3 Engli
nguags: hng o ‘ﬁ Manage Access Accounts

Mnita

Repeat steps for each Version of Windows you intend to deploy.

Add Operating System Captured Image (CapturedWindows10.WIM)

This will be the image file captured from the WDS or SCCM Capture Process.

7

8

In the SCCM Console, click on Software Library.

Expand Operating Systems, right-click Operating System Images and choose Add
Operating System Image.
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Software Library < Operating System Images 0 itemr

—_ | Search

4 “fr’ Overview
“| Application Management lcan Narme

“| Software Updates
4[] Operating Systems

| Drivers

m

B Driver Packages

ES Operating System Images
) ‘@l Add Operating System Image
B, Operating System Installers )

=1 Boot Images Folder »
[ Task Sequences u
= Virtual Hard Disks -

’ij Assets and Compliance

‘ﬁ Software Library

9 Browse to \\<YOUR_SCCM_SERVER>\SDS$\Captured to find and select the
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CapturedWin10x64.wim file from this folder.

Specify the path to the operating system image file.

Path: Example: \'\servemame'sharename"pathfile WIM

“scom-a-1'sdSmages \ Captured  Captured Win 786 wim | | Browse ..

10 Enter the Name (Captured Windows 10 En x64), Version number (Date Captured),

Comment and Click Next and complete the wizard. Make sure the name is discriptive
enough to know what this image contains. You will need these comment to know what
imgaes are what in the future. Recommend that you put the date the image was

captured.
e Type general information for the operating system image
Summary
Progress Provide a name, wersion, and comment for the operating system image.
Completion
Mame: |Ca|:|tured Windows 7 En x86
Version: [8-22-14
Comment: Image Captured from Waorkstation|



11 Distribute Content after the image has been added successfully.
Operating System Images 4 items

Search X Search Add i
lcon MName Version Scheduled Updates Date

B Captured Windows 7 En x86 8-22-14 -

) ) . s Schedule Updates
E Windows 7 En %36 (installwim)
-
ﬁ. Winelows 7 PRO x64 (install.wim) Cancel Scheduled Updates
[ Windows 8.1 En x64 (install wim) L@ Refresh
75 Delete

4 m % Distribute Content

Captured Windows 7 En x86 /

Update Distribution Points

| Create Prestaoed Content File
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6.6 Create the Base (DVD) Operating System Installation Task Sequence
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1

From the bottom left of the SCCM console screen, select Software Library.

Expand Operating Systems and right click on Task Sequences, and select Create Task
Sequence.

Select Install an existing image package and click Next

SEDAESESILES  Create a new task sequence

Task Sequence Informatis

Install Windows

Configure Network Atask sequence performs multiple steps or actions on a client compt
without requiring user intervention. Select the type of task sequence

Install Configuration Mar task sequence editor to add steps to your task sequence.

State Migration
Include Updates
Install Applications

Summary Select a new task sequence to be created.
Progress ® Ingtal isting i ok

(®) Install an existing image package
Completion /"

() Build and capture a reference operating system image
) Install an existing image package to a virtual hard disk

() Create a new custom task sequence

Fill in the Task Sequence name that will be visible during imaging and click Browse to
select the corresponding Boot image.

Create New Task Sequence  gnacify task sequence information
Task Sequence Informati

Install Windows
Configure Metwork

Install Configuration Mar
State Migration Task sequence name: Windows 7x86 Base DVD (install wim}

Include Updates Description: "

Install Applications

Summary ~
Select a Boot Image
Iders: Boot images:
] Root Filter..

Boot image x64) 6.3.9600.16384 en-US

’—1 Boot image («86) 6.3.9600.16384 en-US




5 On the Install the Windows Operating System screen, click on Browse and select the
corresponding Windows Image.

6

Create New Task Sequence
Task Sequence Informati
Configure Metwork
Install Configuration Mar
State Migration
Include Updates
Install Applications

Install the Windows operating system

Specify the Windows operating system image and installation information. \

Image package: ‘ |0 ‘ Browse...
v|l@

Partition and format the target computer before installing the operating system

Image: ‘

Summary
Progress
Completion Folders
] Root

Make sure Partit

Select an Operating System Image

Cperating system images

Fitter..

Captured Windows 7 En %86 8-22-14 en-LUS
Windows 7 En =86 (install.wim) en-US
Windows 7 PRO x64 (instal wim} en-US
Windows 8.1 En x84 (install.wim) en-US

_—"

ion and format the target computer before installing the operating

system is Checked. If you do not plan to use BitLocker, Uncheck Configure task
sequence for use with BitLocker. Do not Use a product key, enter a password for the
Local Administrator and click Next.

Create Mew Task Sequence
Task Sequence Informati
Configure Metwork
Install Configuration Mar
State Migration
Include Updates
Install Applications

/‘

Summary
Progress

Completion

_—

Install the Windows operating system

Specify the Windows operating system image and installation information

Image package: [Windows 7 En x86 (nstallwim) en-US |

[1 - Windows 7 ENTERPRISE vl

Image

Partition and format the target computer before installing the operating system.

[ ] {Eonfigure task sequence for use with Bilocker

Specify the licensing information for the Windows installation.

Product key: | |

Senver licensing mode: | Do not specify ] |

tdaximum server connections 5 )

Ca

~ Randomly generate the local administrator password and disable the accourt on all supported
"~ platforms {recommended)

®) Enable the accourt and specify the local administrator password

Password: |uuuu. |

Corfimm password:
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8

On the Configure Network screen, select Join a Domain and click Browse for Domain
and select <YOUR_DOMAIN>.local, click OK. Select Browse for Domain OU and select
Domain Workstations\Unsorted and Click OK.

Create New Task Sequence  Configure the network
Task Sequence Informatit

® Join a domain
Install Windows r
: Domain [schootiocal Browse
Configure Network Select the domain or workaroup to join.
Install Configuration Mar Domain OU: L J Hoven
© Join a workgroup =
State Migration Browse for a Container -
Specfy
Include Updates i "
Select an Active Directory container.

Install Applications ® Join 2 domain Accour

Summary
v Domain [ Q[ Browse.. | =7 schodl A

Progress -] Computers
Completien Domain Ol Select a Domain [ Bowe.. | §: Dol Cortiofeds

-
#-{d] Domain Member Servers
=] Domain Workstations s

Spsciy le scoounk rnmams 5] Administration WS i
Filter.. #- 3] Blementary WS
fooout schooiocs | — H A SN

echnology WS

Click Set for Account name, Browse for SCCM.Admin. Enter Password and click OK.

@) Join 3 domain

Domain ‘school.lucal ‘ | Browse |
Domain OU [LDAP://OU-Unsarted OU-Domain Workstati| | Bowse.. |
Specify the account that has permission to join the domain.
Accourt I @]  se
Windows User Account -
User name |SCHOOLsccm admin ‘ ‘ Browse.. |

Example: Domain'User or %Variable®

Password [sonenenes |

Corfim password: ~ [sew,

Data sourcs |Ac1\ve Directory v ‘ :|
Path [LoAP-//0U=Unsorted.0U=Domain Workstations. D Browse.

B T |

**Make sure SCCM Admin has rights to join machines to the Domain.

Click Next on Install the Configuration Manager Client. On the configure State Migration
screen, uncheck all the Capture options and click Next.

Create New Task Sequence  Configure state migration

Task Sequence Informatir

Install Windows

Configure MNetwork Select the settings on the destination computer to migrate as part of this image deployment.
Install Configuration Mar

State Migration

Include Updates

This action will capture the user specific settings.
[ Capture user settings and files
Install Applications
Summary / Microsoft Corporation User State Migration Tog
Progress

Completion

\Bis action will capture the corfiguration of the network:
Capture network settings

This action wil capture the Windows specfic ssttings

=[] Capure Microsoft Windows seftings



10 On the Include Software Updates screen, select All software updates and click Next.

Create New Task Sequence  |nclyde software updates

Task Sequence Informati
Install Windows
Configure Network
Install Configuration Mar

State Migration

Include Updates /

Install Applications

Al software updates

Summary
Progress

Completion

() Mandatory software updates

Install software updates assigned to this computer.

() Do net install any software updates

11 On the Install Applications screen Click Next, click Next through the following screens

and complete the wizard.

12 Right-click the newly created Task Sequence and select Edit.

13 Click on Add -> General -> Set Task Sequence Variable.

** This step is ONLY required if the install.wim file is used from Windows 7 DVD

Sample Task Sequence Task Sequence Editor

Add ~|| Remave

bystem Type:
=]

Mew Group

29 (j Properties |Options|

Instal

General r ‘ Run Command Line

Disks 4 Run PowerShell Script
User State 4 Set Dynamic Variables
Images 4 Install Application
Drivers 3 Install Package

Settings b Install Software Updates

f ] Inst=ll Updates Join Domain or Workgroup
Connect to Network Folder

Restart Computer

Instal

|

es assigned

re Updates

‘ Set Task Sequence Variable

Check Readiness

R

14 In the Task Sequence Variable put OSDPreserveDriveletter and FALSE in the value field.
Move up Set Task Sequence Variable above Apply Operating System using the icon to

move variables.

Add ~ | Remove 39 (5 | Properties |Options

|2 Install Operating System
ﬂ:- Restart in Windows PE \
.ﬂ- Partition Disk 0 - BIOS
&k Partition Disk 0 - UEFI
Wk Set Task Sequence Variable
Apply Operating System
¥ Spply Windows Settings

/ .ﬂ- Apphy Network Settings

ﬂ‘ Apphy Device Drivers
|3 Setup Operating System

.ﬂ- Setup Windows and Corfiguration

.6- Install Updates

\ Name:

Type: |Set Task Sequence Varable

|Set Task Sequence Varable

Description:

Enter the tash seguence vanable name and value.

Task Sequence Varable: |OSDF‘reserveDn'veLetter|

Falze

WValue: /
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15 Select the Apply Windows Settings. Change the following:
- User name: Public School District

- Organization Name: Public School District

Add - | Remove 59 (,2 | Properies | Options
Install Operating System Type: [Appty Windows Settings
&k Restart in Windows PE
| Pariton Disk 0 - BIOS Name [Aoply Windows Settngs \
& Partition Disk D - LIEFI Description: Actions to apply Windows settings ~
& Set Task Sequence Varable v
& Apply Operating System
& Apply Windows Settings Enter licensing and registration information for installing Windows.
_ﬂ- Apply Network Settings
[ Aoply Device Divers User name [Public School District |
Setup Operating System . -
0 Setup Windows and Configuration Mar Organization name: |Publ\c School District] ‘
& Install Updates Product key | ‘

Server licensing | Do nat specify hd ‘

Maximum connections: 5 =

~ Randomly generate the local administrator password and disable the account on all

*~ supported platforms (recommended)

(® Enable the account and specify the local administrator password

Password: |-"-"""-""-""
Corfim password [ |

16 Click Apply and OK to save and close

6.7 Create the Captured Image Deployment Installation Task Sequence
1 From the bottom left of the SCCM console screen, select Software Library.

2 Expand Operating Systems and right click on Task Sequences, and select Create Task

Sequence.

3 Select Install an existing image package and click Next

SRR ESIEES  Create a new task sequence

Task Sequence Informatis
Install Windows

Configure Network Atask sequence performs multiple steps or actions on a client compt
Install Confi tion M without requiring user intervention. Select the type of task sequence
netationtiguration iian task sequence editor to add steps to your task sequence.

State Migration
Include Updates
Install Applications

Summary Select a new task sequence to be created.
Progress ® Instal e~ "
(@) Install an existing image package
Completion .ﬂ
() Build and capture a reference operating system image

() Install an existing image package to a vitual hard disk

() Create a new custom task sequence

4  Fill in the Task Sequence name that will be visible during imaging and click Browse to

select the corresponding Boot image.
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Create New Task Sequence  gpacify task sequence information
Task Sequence Informati

Install Windows
Configure Network

Install Configuration Mar
State Migration Task sequence name |Window5 7 %86 Captured Image -

Include Updates Description: Image Captured on 8-22-14 ~

Install Applications
Summary v

Progress
Boot image: | |0 | Browse

Completion

Select a Boot Image

Folders: Boot images
] Root Fitter...

————~ Boot image {<B6) £.3.9600.16384 en-US

Boot image x64) 6.3.5600.16384 en-LIS ‘

5 On the Install the Windows Operating System screen, click on Browse and select the
corresponding Captured Windows Image.

Create New Task Sequence  |nstal| the Windows operating system

Task Sequence Informati
Install Windows
Specify the Windows operating system image and installation information

Configure Metwork

Install Conf tion M P
nsta ontiguration ar Image pac:kage ‘ |o |
State Migration ‘ |°

W
Include Update:
Install Applicati Select an Operating System Image .

Image:
Summary

Browse. . ‘

Folders Operating system images:
Progress

Completion 1 Root IFiltEr
Captured Windows 7 En x86 8-72-14 en-US
Windows 7 En x86 (install wim) en-LIS
Windows 7 PRO x64 (install wim) en-LUS
Windows 8.1 En x64 (install. wim) en-US

6 If you have more than partition from your captured image, make sure you have the
Image All Images selected. If you only want the system partition from the Captured
Image, select the 1:1 Image. Make sure Partition and format the target computer
before installing the operating system is Checked. If you do not plan to use BitLocker,
Uncheck Configure task sequence for use with BitLocker. Do not Use a product key,
enter a password for the Local Administrator and click Next.

Create New Task Sequence  |ngigl the Windows operating system
Task Sequence Informati

Configure Network Specify the Windows operating system image and installation information.

Install Configuration Mar

Image package: |Captured Windows 7 Enx86 8:22-14 en-US | [ Browse
State Migration

mage:
Include Updates

Install Applications [[] Pantition and format the target computer before instaling the operating system.
Sy [] Corfigure task sequence for use wih BitLocker
Progress /‘
Completion ‘Specify the licensing informtion for the Windows instalation
Product key: [ ]
Server licensing mode [Do not specry v]

Masimum server connections =

~ Randomly generate the local administrator password and disable the account on all supported
™' piatfomns fecommended)

(®) Enable the account and specfy the local administrator password

Password L [sesessens ]

Confim password
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7 On the Configure Network screen, select Join a Domain and click Browse for Domain

8

and select <YOUR_DOMAIN>.local, click OK. Select Browse for Domain OU and select
Domain Workstations\Unsorted and Click OK.

Create New Task Sequence  Configure the network
Task Sequence Informatit

® Join a domain
Install Windows r
: Domain [schootiocal Browse
Configure Network Select the domain or workaroup to join.
Install Configuration Mar Domain OU: L J Hoven
© Join a workgroup =
State Migration Browse for a Container -
Specfy
Include Updates i "
Select an Active Directory container.

Install Applications ® Join 2 domain Accour

Summary
v Domain [ Q[ Browse.. | =7 schodl A

Progress -] Computers
Completien Domain Ol Select a Domain [ Bowe.. | §: Dol Cortiofeds

-

#-{d] Domain Member Servers

=] Domain Workstations s
5| Administration WS

Specify the account Domains:

[Fiter. %3] Bementary WS
fosot [ —— — #8 Hoh Schoul WS

echnology WS

Click Set for Account name, Browse for SCCM.Admin. Enter Password and click OK.

@) Join 3 domain

Domain ‘school.lucal ‘ | Browse |
Domain OU [LDAP://OU-Unsarted OU-Domain Workstati| | Bowse.. |
Specify the account that has permission to join the domain.
Accourt I @]  se
Windows User Account -
User name |SCHOOLsccm admin ‘ ‘ Browse.. |

Example: Domain'User or %Variable®

Password [sonenenes |

Corfim password: ~ [sew,

Data sourcs |Ac1\ve Directory v ‘ :|
Path [LoAP-//0U=Unsorted.0U=Domain Workstations. D Browse.

B T |

**Make sure SCCM Admin has rights to join machines to the Domain.

Click Next on Install the Configuration Manager Client. On the configure State Migration
screen, uncheck all the Capture options and click Next.

Create New Task Sequence  Configure state migration
Task Sequence Informati

Install Windows

Configure MNetwork Select the settings on the destination computer to migrate as part of this image deployment.
Install Canfiguration Mar

State Migration

Include Updates

This action will capture the user specific settings.
[ Capture user settings and files
Install Applications
Summary Microsoft Corporation User State Migration Tog

Progress

Completion

\Bis action will capture the corfiguration of the network:
Capture network settings

This action wil capture the Windows specfic ssttings

=[] Capure Microsoft Windows seftings
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10 On the Include Software Updates screen, select All software updates and click Next.

Create New Task Sequence  |nclyde software updates
Task Sequence Informati
Install Windows
Configure Network Install software updates assigned to this computer.
Install Configuration Mar

) Mandatory software updates
State Migration

Include Updates /

O Do net install any software updates
Install Applications

) Al software updates

Summary
Progress

Completion

11 On the Install Applications screen Click Next, click Next through the following screens
and complete the wizard.

12 Right-click the newly created Task Sequence and select Edit.
13 Select the Apply Windows Settings. Change the following:
- User name: Public School District

- Organization Name: Public School District

’Add + | Remove 89 (,3 | Properties |(Options

Install Operating System Type: [Appty Windows Settings |
[k Restart in Windows PE

[ Partition Disk D-BIOS Name [2pply Windows Settings \

&k Partition Disk 0 - UEFI Description: Actions to apply Windows settings
0 Set Task Sequence Variable

'k Aoply Operating System

<>

% Apply Windows Settings Enter licensing and registration information for installing Windows.
&k Apply Network Settings
&0 Apply Device: Drivers User name |F‘ubl\c School District ‘
Setup Operating System .
& Setup Windows and Configuration Mar Organization name: Public School District] ‘
[ Instal Uipdates Product key |
N
Server licensing | Do wgmfy b ‘
= =

Maxdmum connections

~ Randomly generate the local administrator password and disable the account on all
" supported platforms (recommended)

(®) Enable the account and specify the local administrator password

Password: [seseesasssascassasas |

Corfim password | ‘

14 Click Apply and OK to save and close

6.8 Deploy the Base DVD OS Install Task Sequence.
1 Click Software Library, Task Sequences and right-click on the Windows 7 x86 task
sequence, and select Deploy.

2 Click Browse to select the Windows Imaging Collection Device Collection and click OK.
3 If prompted with a message that the collection does not contain any members, click OK.

4 Click Next.
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5 Onthe Deployment Settings screen, check the Make available to boot media and PXE
and then click Next.

6 Click Next through the rest of the screens and complete the wizard

7 Add workstation objects you wish to image to the Windows Image Collection. Make
sure the All Unknown Computer Collection is a member of this collection also.

6.9 Add Software Applications/Packages to Image Task Sequence.
1 Click Software Library, Task Sequences and right-click on the Windows 7 x86 Base DVD
(install.wim) task sequence, and select Copy.

Task Sequences 2 items

Search

lcan Name Description Package ID

sl
[t} Windows 7 x86 8
i1}

# Edt
Windaows 7 x86 C|
Enable
& Disable
\ #* Export
iz Copy
(i Refresh Fs
Windows 7 x86 Base [ -*
K Delete Delete
Summary = Deploy
MName: S5 Distribute Content
Description: .
Package ID: |i&| Create Prestaged Content File
Package Type: Y R

2 Click OK to confirm the copy was successful. Notice the name Windows 7 x86 Base DVD

(install.wim)-PSD00013. This is the name of the new task sequesnce that was created.
Configuration Manager -

The copy operation has completed successfully, and the following are
new Task Sequence Name(s)

{ Windows 7 %86 Base DVD (install.wim)-PSDDDD‘lD
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3 Right Click the new Windows 7 x86 Base DVD (install.wim)-PSD00013 task sequence
and select Properties.

Task Sequences 3 items

Search Searc| Ad
lcan Name - Description Package ID Date
[t} Windows 7 %86 Base DVD (installwim) PsD00011 8722
El Windows 7 x86 Base DVD (install.wim)-ESD00013 PSONAN1 /22
[ Windows 7 x86 Captured Image K / Edit 8722
Enable
$ Disable
o Il A Export -
Windows 7 x86 Base DVD (install.wim)-P5D00013 2 Copy
T0 Refresh F5
Summary 7% Delete Delete
g:::rei:pﬁcn: Windows 7 x86 Base DVD (inst -» Deploy
Package ID: PSDO0013 aF Distribute Content
gzcoktalgfa;);ﬁ%: SSDOOOOA. || Create Prestaged Content File

iy Move

@ Set Security Scopes

\“ B Properties

4  On the General Tab, Change the name to Windows 10 x64 DVD (install.wim) -With
Apps.
B Windows 7 x86 Base DVD (install.wim)-PSD00013 Properties [5G

General | Advanced I Security

Name: [Windows 786 DVD nstall wim)-With Apps| |

Description: A

Category: W

Progress notification text:
® Use default text:
"Running: <task sequence name>"

) Use custom text:

5 Click OK.

6 Right Click the new Windows 10 x64 DVD (install.wim) —With Apps and Click Edit.

Task Sequences 3 items

Search
lcon Mame Description
El Windows 7 x86 Base DVD (installwim)
1] Windows 7 xB6 Captured Image Image Capture
]

Windows 7 x86 DVD (installwim)-With Apps 7@
Z Edi
/ Enable

_ A nicakla

7 Make sure you have Install Updates Highlighted and Click Add and Select General. Click
Install Package. Enter the Name of the Package Rearm Office Activation. Click Browse
and Select the Microsoft Rearm Office Activation Package and verify that the Program

82|Page



OSPPRearm

Propeties

New Group

G =
Bow - wmoe | D) (3| Pooster [oprm

General » Run Command Line
isks 4 Run PowerShell Script
[ Userstate » Set Dynamic Variables
Images 4 Install Application
Drivers 4 Install Package
Settings 3 Install Software Updates

W Join Domain or Workgroup
Connect to Network Folder
Restart Computer

Set Task Sequence Variable
Check Readiness

|stall Operating Syst | (75 Install Operating System Tipe: [metal Fackage:

|Actions to run in Win Restart in Windows PE

image Partion Disk 0 - BIOS Name: [Ream Cffice Activation

Set Task Sequence Variable R

Parttion Disk 0 - UEFI |
or this action Apply Operating System

Aoply Windows Settings
Aoply Network Settings
Boply Device Drivers ® Install a singl software package

[4 Setup Operating System
Setup Windows and Corfiguration| | Select the software packags to insta

Install Updates
Ream Office Activation Package:  |Microsoft Ream Office Activation

Y

Program: [osPPRezm

v

O nstall software packages Emd\ngm It

Add ~

|4 Install Operating System
& Restart in Windows PE
& Parttion Disk 0 - BIOS
& Pattition Disk 0 - UEFI
Set Task Sequence Variable

€ Aoply Windows Settngs /%

Remove

8 Click on the Options Tab and Check the box Continue on error.

[w] Continue on emor

|7 Add Condition ~ | < Remove | X R

There are no items to

9 Click Install Application. Click the Add (Star).

Restart Computer

Check Readiness

Images » Install Application *"’"'_-

Drivers 4 Install Package

Settings 4 Install Software Updates
Setup Windows an Join Domain or Workgroup
Install Updates
Ream Office Activ Connect to Metwork Folder

Set Task Sequence Variable

Add ~|[ Remove | 29 EEI Properties | Options
HewSiour 's:?. [] Disable this step
General 4 Run Command Line

isks 4 Run PowerShell Script
/ User State 4 Set Dynamic Yariables

7 Remove | 7 Remu

here are no items to sho

Add ~ | Remove 59 (3 | Properties | Options

Restart in Windows PE
Partition Disk 0 - BIOS
Partition Disk 0 - UEFI

Set Task Sequence Varable
Apply Operating System
Apply Windows Settings
Apply Network Settings
Apply Device Drivers

®) Install the following applications

[} Install Operating System Type: [install Appiication |
Name: [ nstal Application |
Description: -~

[ Setup Operating System
Setup Windows and Configuration
Install Updates
Ream Office Activation

Install Application

Name Status Administrator Comments

There are no items to show in this view.
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10 Select the Application you would like to add to the image and Click OK. Repeat the
Process until you have added all the applications you would like to add. Make sure you
check the box If an application installation fails, continue installing other applications
in the list.

Select the application to install = U .
Select software for this deployment
Loilaes Filter... =
] Root Name Wersion Administrator
Adobe Reader X (11.0.07)
Google Chrome
Java & Update 11
Java & Update 20
Windows 7 x86 DVD (install.wim)-With Apps Task Sequence Editor =[O
Add » | Remove 29 (2 | Propeties | Options
[ Install Operating System Type: [Install Appiication |

& Restattin Windows PE

& Partton Disk 0- BI0S Name [Install Appication |

) Parttion Disk 0 - UEFI Description. ~

10 Set Task Sequence Varisble

& Apply Operating System v

& Apply Windows Seftings

g '::gg g::‘:’r[)ixfs ® instal the folowing appiications D x| 2] [c8
[ Setwp Operating System Name Status  Administrator Comments

Setup Windows and Corfiguration

g et Updtes Adobe Reader X (11.0.07) Valid

& Ream Office Activation Google Chrome Vald

€ Intall Applicaion Java & Update 20 Valid

O Install applications according to dynamic varable list

¥ n application installatio fails. cortinue instaling other appiications in the list

11 Click on the Options Tab and Check the box Continue on error.
s 7 x86 DVD (install.wim)-With Apps Task {
) G5 [ Propeties | Options
["] Disable this step

[ Continue on eror

2] Add Condition ~ | >< Remove | X R

[ There are no items to
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12 Use the button at the top to rearraing the tasks to have the Install Applications above

Packages and Updates

Windows 7 x86 DVD (insta
Add - | Remove 39 (3 | Properties | Opt
|4 Install Operating System Type:
¥ Restart in Windows PE L
¥ Pattition Disk 0 - BIOS Name:
& Partition Disk 0 - UEFI Deserption:
1) Set Task Sequence Variable ’
¥ Apply Operating System
ﬂ- Apply Windows Settings
¥ Apply Network Settings _
ﬂ‘ Apply Device Drivers ®) Install a sii
2 Setup Operating System
ﬂ- Setup Windows and Configuration Select the so
&) Install Application
P Feem Grice Acivaier IR
6- Install Updates Program:
(71 Inetall anft

13 Click Apply and OK.

6.10 Import Device Drivers

1 Right Click Software Library, Operating Systems, Drivers, Select Import Driver

% Import New Driver Wizard

¥y £

Folder

/e ¥

Driver Details

gﬂ Locate Driver

Import Saved Enable Disable #dd Driver ko Packages
Driver Searches ~ T Add Driver ba Boot Images
Create Search Driver Summary
— Progress
€« v | &\ v Software Library » OV conirmation
Software Library <

- ﬂ- Cverview
"\ Application Management
| Software Updates
4 [ 7] Operating Systems

#*| Drive ~
- Import Driver
B Drive v g

El Oper. Folder 3

B Operating System Installers
& Boot Images
[ Task Sequences 4|

Specify g location to import driver

Thiz wizard allows pou to import one ar more drivers. You can let Configuration Manager find all
drivers in the given network path o specily a specific driver to import.

& Import all drivers in the following network path (LINE)

Wseem-a-1\addmageshDivers\E£400)

Browse..

" |mport a specific diver by specifying the network path [UME) to its .inf or katsetup, oem file

Browss..

Source folder:

Source

Specify the option for duplicate drivers

Import the diiver and append & new category o the existing categories j

@ = Previous | Mgt » I

SUMmary; Cancel
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2 Onthe Driver location page, Browse to your drivers folder
\\<YOUR_SCCM_SERVER>\SD$\Images\Drivers\E6400, click Next.

<+ Import New Driver Wizard

gg Driver Details

(e Manage Administrative Categories E

driver

To assign administrative categories to the selected objects. select the:
check boxes.

-

g RO L NEB4D0-win7-AD3-2THCTAE G400\ in TeBE et

- Cieate.. | PEBA00-inT A03-2TNCT\E G400 min Vw6 nety
7 Lenovo I B NEE4O0-wing-A03-2THCFAE BA00winTheBE ety
ENarme

NEBADD-win7 A03 2THCPAEGA00\winT 6 net

IC TN (N ey p——
NEBADD-in7-A03-2THCTE G400\ inT BB et
NEBADD-win-A03-2THCTAE G400\ win BB et
NEBADD-inT-A03-2THCPE G400\ win 36 net

MEEA00-win?-A03-2TNCPAEB4004win BB nety +
3

tall them
ing.
Concel
'@ < Previous I Mext = | Surmmary: I Cancel |

| | 2

3 On the Driver Detail Page, Click Categories, Click Create (if you need to add a new Category)
and enter Dell e6400. Select the Dell e6400 Category and Click OK.

<+ Import New Driver Wizard ﬁ
B Create Driver Package
Add Driver to| ] L []
[ Specity the follawing information for the new diver package.
Lacate Driver Harne |EB400
Driver Details Comment ;I

Add Driver to Boot Imag

Surnmmary.
Progress LI
Confirmation

Specity a network. path [UNC] where Configuration Manager stores drivers added to this package.

Path: |\\sccm—a—1\sd$\|mages\Dnvels\FaCkagesI Browse...

Example: Vwservermnametsharename

Cancel

Y
[V Update distribution peints when firished
@‘ < Previous | MNext = | SUMMmary. I Cancel |
< | »

4 On the Add Driver to Package Page, Click New Package (If you need to create a new
package), Enter Name E6400 and path
\\<YOUR_SCCM_SERVER>\SD$\Images\Drivers\Packages\E6400, Click OK. Make sure the
Update distribution points when finished is Checked. Click Next.
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u |Update distribution paints when finished

< Previaus | Mexk = I

Summary |

Mame Package ID Select Al

[ | Boot image [x64) RSDO0002
Clear &l

[ | Boot image [85) RSDO000

Cancel

5 On the Add Driver to
Boot Image Page, make sure
NONE of the Boot Image
Packages are selected and the
Update distribution points
when finished are
UNChecked. Click Next
through the remain screens to
finish the Wizard.

6 If these drivers are

Network Card Drivers and are needed to be added to the Boot Image, you will be able to
add them to the Boot Image Package manually. ** We only want to put NEEDED drivers in
the Boot Image Packages.

14
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7 Configuring Reporting Services

7.1 Install the Reporting Services Point Role
1 Inthe SCCM Console, click on Administration, Site Configuration, and Servers and Site
System Roles.

2 Right-click the respective server and choose Add Site System Roles.
3 On the General screen, click Next.
4 Select Reporting Services Point and click Next.

5 On the Reporting Services Point screen, verify that the appropriate server FQDN is listed
and click the Verify button.

6 Click the Set > New Account to assign the report user.
7 Use the <YOUR_DOMAIN>\MSSQLAdmin account and click OK.

8 Click OK and complete the wizard.

7.2 Configure Reporting
1 Open Internet Explorer and browse to
http://<YOUR_SCCM_SERVER>.<YOUR_DOMAIN>.local/Reports

2 Select the Properties tab, and click on New Role Assignment.

3 Enter <YOUR_DOMAIN>\Administrator (or AD Security Group) and assign desired
permissions.

4  Click OK.
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8 Backup and Restore SCCM Primary Site

This document is intended to provide the understanding of the general case backup requirements of
SCCM, a sample backup strategy, and performing a restore of the site. Backing up the SCCM site process
avoids loss of critical data ensuring that sites and hierarchies are restored with the least amount of data
loss. Before the backup process is started on SCCM server, a few things should be kept in mind:

- SMS Writer service must be running for the process to complete successfully

- Backup schedule should be configured for an appropriate time that is outside active working
hours to avoid any service disruptions.

The built-in Backup Site Server maintenance task performs backup of the following items:

- Configuration Manager Installation directory on site server
- NAL and SMS registry keys on the site server

- Master control file for the primary site

- Configuration Manager site database

- Information about the Content Library files

Some items are not saved automatically by the maintenance task and should be considered for inclusion
in manual backup tasks. Items that are NOT backed up by the Backup Site Server maintenance
automatically are:

- Package, Software, and Driver source files

- User State Migration Data (if applicable)

- Any custom reports and extensions used to create them (if applicable)

- The content library stored in the <SMS-Drive:>\SCCMContentLib folder
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Home Share View Manage hd ﬂ
®© = 1 ca > ThisPC » SCCME) » v & | | searchsccM ) o |
<7 Favorites Mame - Date modified Type Size
B Desktop . downloads 2/18/2015 1:56 PM File folder
& Downloads .. Microsoft Configuration Manager -\ 5/12/2015 846 AM File folder
=l Recent places | Remotelnstall 5/12/2015 937 AM  File folder
| SCCM_Backup 5/12/2015 &34 AM File falder
1%l This PC . SCCMContentLib 2/18/2015 212 PM  File folder
L. SMS_CCM 5/11/2015 3:48 PM File folder
“! Metwork: . SMS_5RSRP 5/11/2015 3:49 PM File folder
. SMSPKG 2/18/2015 2:16 PM File folder
| SMSPKGES 2/18/2015 213 PM  File folder
| SMSPKGSIG 2/18/2015 238 PM  File folder
. 5MSSIGS 2/18/2015 2:38 PM File folder
\__i. SoftwareDistribution j 5/12/2015 8:05 AM File folder
1 wsus 8/19/2014 4:37 PM File folder

8.1 Backup SCCM Site Server

To configure the built-in Backup Site Server maintenance task, launch the SCCM management console.
On the bottom left of the screen, select the Administration tab and expand Overview, if not already
expanded. Expand Site Configuration, select Sites and on the right plane click on the name of the
primary site**. On the top toolbar click on Site Maintenance.

**0Only backup of Central Administration Site OR Primary Site is supported. There is no backup support for Secondary Sites.
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Home |

3 3# A [T e 1]
B B B B s &
Add Site Create Site Hierarchy Saved site || Settings Set Security Properties
System Roles System Server Settings Searches = . - e Scopes
Create Sites Search Classify Properties
l(— - |% % » Administration » Overview » Site Configuration » Sites
Administration < Sites 1 items
a Em e Search
» [ Hierarchy Configuration lcon Namne Type Server Name

» [ Cloud Services
4 [ Site Configuration
25 Sites

B Servers and Site System Roles
R Client Settings
v [ Security
‘% Distribution Points
3‘5 Distribution Point Groups

» [ Migration

5] PSD - Public Schanl Nist  Primanssite  SOCM-A-1 schoollocal
E>  Add Site System Roles

‘T Create Site System Server
ﬂ'ﬁ Create Secondary Site
Retry Secondary Site
Recover Secondary Site
Upgrade
Show Install Status
G Refresh F5
Delete

Delete

Public S&gool [ E? Configure Site Components 3

# Assets and Compliance
ﬁ Software Library
_.I Menitoring

i‘ Administration

Bl Client Installation Settings 3

General £
f& Site Maintenance
Site Code: W Status Summarizers

Server Name: §
Install Directo $  Status Filter Rules

Build Mumber
State:

@ Set Security Scopes
Properties




This should open the Site Maintenance window and a list of pre-defined tasks should be seen. Right
click on the task Backup Site Server and select Edit.

Site Maintenance -

Configure the list of maintenance tasks for this site.

Name Enabled ~
[E] Backup Site Server
4 Check Application Title with Inventory Information Yes
_jg'| Clear Install Flag Mo
_jg'| Delete Aged Application Request Data Yes
_Q Delete Aged Client Operations Yes
_jg'| Delete Aged Client Presence History Yes _
(4 Delete Aged Collected Files Yes =
_jg'| Delete Aged Replication Summary Data Yes
|4 Delete Aged Replication Tracking Data Yes
_jg'| Delete Aged Software Metering Data Yes
_jg'| Delete Aged Software Metering Summary Data Yes w
<] mn []>

| oK | [ Cancel |

On the Backup Site Server Properties window, select Enable this task. After enabling the task click on
Set Paths* and browse to the location the backup files will be placed for the site server. Once the path is
set, set the Schedule for the backup. Set the Start after and Latest start time as per your needs**.
Select Enable alerts for backup task failures. Click on Apply and OK.

* If you set the path to a network share, Server Object must have Full Control to the Network Share and Folder Security.

**Recommended to schedule backups after hours. There is a minimum of 1 hour between Start and Latest Start.

El Backup Site Server Properties X | General |
ﬁ = This task backs up the ste database and impodant site server information.
General L=
E@ This task backs up the site database and importart site server information. [ Enable this task Set Paths...
j/ Backup destination E\SCCM_Backup
Bachkup destination: ]
[ Monday
Set Backup Paths =] St st / S
1200 AM = [[] Wednesday
Specify the locations to store the site data backup and site database backup. The site
server machine account must have full control of the destination folder. [ Thursday
Latest start time: [] Friday
1:00 AM =] [ Saturday
Destination Options [ Sunday

®) Local drive on site server for site data and databass
[] Enable alerts for backup task failures

For additional information about data not included in the Configuration Manager backup and
‘product documentation online.

() Network path {UNC name) for site data and database tecovery process. see the

Backup destination |E:\SCI:M_Backuu | | Browse... | b I 0K H Cancel H Apply |

This process will enable Backup Site Server maintenance task and schedule to run with the configured
settings. If you saved the SCCM Backup files to the local hard drive, make sure you back it up to another
location. In the next section we will discuss how to restore the site server.
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Home

Share

View

(© - 1 | |« SCCM(E:) » SCCM_Backup » PSDBackup »

v G| | Search PSDBackup

ﬁ Favorites

B Desktop
|1 Downloads
"5l Recent places

18 This PC

3 items
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L)

FY
Mame

| SiteDBServer

,H SiteServer

D BackupDocument.xml
@ ConfigMgrBackup.ini
D smsbkup.log

Date modified

5/12/2015 2:46 AM
5/12/2015 &:50 AM
5/12/2015 850 AM
5/12/2015 850 AM
5/12/2015 8:50 AM

Type

File folder

File folder

XML File
Configuration sett...
Text Document




8.2 Restore SCCM Site Server
In Configuration Manager recovery from backup is part of the installation wizard. Before the recovery
process is started make sure you have completed the following steps:

Rebuilt the server with the same name, patched windows updates and joined to the domain

Volume Drive letter and paths are consistent with the previous installation

MS SQL Server instance is installed and running on the server (if applicable)

Recover File system

=) Recovery Wizard -
>, .
p= Confirmation
Getting Started From backup: 5/12/2015 10:28 AM
Specify Location Type Recovery items:
Select Backup Location EA\Microsoft Configuration Manager
Select S E\Remotelnstall
elect Server EASCCMBackup
Select Backup Date EASCCMContentlib
EASMS_CCM
Select Recovery Type EASMS_SRSRP
EASMSPKG
Select ltems to Recover EASMSPKGES
Specify Recovery Options EASMSPKGSIG
— = EA\SMSSIGS
EASoftwereDistibution

e — E/\System Volume Information

Recovery destination:  E\

Recovery option: Overwrite with recovered files
Security settings: Recover

To start the recovery process, run the setup from System Center Configuration Manager installation
media on the target server. Click on Install on the initial welcome screen.
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Microsoft System Center 2012 R2
Configuration Manager

<

0 Restart may be required

Install

@ Before you begin

Tools and Standalone Components Additional Resources

Assess server readiness Release Notes

Get the latest Configuration Manager updates Read Documentation

Install Configuration Manager consaole Obtain Installation Assistance
Download System Center Updates Publisher C Manager C
Dow clients for iti ing systems Configuration Manager Home

Browse the Installation Media

& 2013 Microsoft Corporation. Allrights rasarvad. Exit

On the Getting Started screen select Recover a site to recover the primary site.

Getting Started
[ T Y N I

Available Setup Options

Setup has not detected an existing installation of site server, site system, or Configuration Manager console on this
computer.

" Install a Configuration Manager primary site
™ Use typical installation options for a stand-alone primary site
- Install a Configuration Manager primary site
- Use default installation path
- Configure local SQL Server with default settings
- Enable a local point for Cs tion Manager
- Enable a local distribution point for Configuration Manager

" Install a Configuration Manager central administration site
(" Upgrade this Configuration Manager site
* Recover a site

" Perform site maintenance or reset this site

 Uninstall this Configuration Manager site

<previous | [ News | Cancel

On the Site Server and Database Recovery screen browse to where the backup file location for both the
Site Server backup and Site Database backup.
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System Center 2012 R2 Configuration Manager Setup Wizard

Site Server and Database Recovery Options

You can recover a site server from an existing Configuration Manager backup set or reinstall the site server. If setup has
detected an existing site installation on this computer, site server recovery settings are disabled.

(% Recover this site server using an existing backup
\ Example: \\Fileserver'\Backupshare\XYZBackup or Z:\Backup\XYZBackup
Path: |E:\SCCMEackup\PSDBa{kup

" Reinstall this site server

Browse...

You can recover the site database from an existing Configuration Manager backup set or create a new database for this
site. Alternatively, you can specify that the site database was manually recovered by using a different methed, or you
can skip database recovery when the site database was unaffected by the disaster.

¥ Recover the site database using the backup set at the following location:
Example: \\Fileserver'\Backupshare\XYZBackup or Z\Backup\XYZBackup

Path: |E:\SCCMEackup\PSDBa{kup Browse...

(" Create a new database for this site

" Use a site database that has been manually recovered

" Skip database recovery (Use this option if the site database was unaffected)

<previous | Net> | Cancel |

If the backup is valid, on the Site Recovery Information page the setup wizard will detect the primary
site. Make sure that under Recover Primary Site option the Central Administration Site connection (CAS)
field is blank if the primary site was not connected to any CAS previously

System Center 2012 R2 Configuration Manager Setup Wizard

Site Recovery Information

‘When recovering a central administration site, you have the option to specify a reference primary site to use as the
authoritative source of data when you do not have an existing site backup and when conflicts occur between primary
sites in the hierarchy. This option is disabled when Setup has detected that you are recovering a primary site,

‘When recovering a primary site, you have the option to specify the central administration site to which the primary site
was previously connected. Leave this setting blank when the primary site was not previously connected to a central

administration site. This option is disabled when Setup has detected that you are recovering a central administration
site.

Select the type of site that you want to recover.
€ Recover central administration site

Reference primary site (FQDN): Example: Serverl.contoso.com

% Recover primary site

Central administration site (FQDN): Example: Serverl.contoso.com

<previous | [ Net> | Cancel

On the Product Key screen enter your SCCM Product License Key
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System Center 2012 R2 Configuration Manager Setup Wizard

Product Key

" Install the evaluation edition of this product

‘When you install the evaluation edition of this product, it is fully functional for 180 days. After installation, you can
enter the product key from the Site Maintenance option in Setup to upgrade the evaluation edition to the licensed
edition.

(% Install the licensed edition of this product

On the next few screen Check “I accept these license terms” and click on Next until the Prerequisites
Download screen.

System Center 2012 R2 Configuration Manager Setup Wizard System Center 2012 R2 Configuration Manager Setup Wizard
Microsoft Software License Terms Prerequisite Licenses
-1 1 1 I EE I N E—

During Setup, Configuration Manager will download and store the following software on the site server and then

" tomatically install the softw: the site syst lient t d. See th
MICROSOFT EVALUATION SOFTWARE LICENSE TERMS j B e el e e

Manager Privacy Statement for more

MICROSOFT SYSTEM CENTER 2012 R2 STANDARD

These license terms are an agreement between Microsoft Corporation (or based on where you Ul e
live, one of its affiliates) and you. Please read them. They apply to the evaluation software named View the Microsoft SQL Server 2012 Express License Terms
above, which includes the media on which you received it, if any. The terms alse apply to any % 1 accept these License Terms
Microsoft
* updates, Microsoft SQL Server 2012 Native Client
+ supplements, View the Microsoft SQL Server 2012 Native Client License Terms
» Internet-based services, and W | accept these License Terms

support services
Microsoft Silverlight 5
for this software, unless other terms accompany those items. If 5o, those terms apply.

nc the suftw: " fvond e d This software will automatically update after installation.
&’e”:",%‘af:“ are, you accept these terms. If you do not accept them, do not use View the Microsoft Silverlight 5 License Terms online

A Ancrviad halaus sicinn tha cnfumen alon Anarbas An UAe faneant ta sha =] ienitiellirosoiiis KerlohibBrtacyis atemeqtiona

Print License Terms I | accept these license terms.

IV | accept these License Terms and automatic updates of Silverlight

<previous | [ New> Cancel <Previous | [ Net> Canel

On the Prerequisite Downloads screen select Download Required Files and browse to an empty folder
e.g. Downloads on the SCCM volume, so that additional required files can be downloaded, and click
Next

System Center 2012 R2 Configuration Manager Setup Wizard

Prerequisite Downloads

— |

Setup requires prerequisite files. Setup can automatically download the files to a location that you specify, or you can
use files that have been downloaded previously.

% Download required files

Example: \\ServerName\ShareName or C:\Downloads

Path: etdownloads Browse...

" Use previously downloaded files
Configuration Manager Setup Downloader -
Path: rowse...
Downloading Server_CHT.cab ... 2 of 56 files

Cancel
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On the Site and Installation Settings screen notice that Site code, Site name information has already
been filled from the backup files and cannot be edited. The Installation Folder can be edited and

changed**.

**It is recommended to use the identical volume drive letter and path that was used before

System Center 2012 R2 Configuration Manager Setup Wizard

Site and Installation Settings

Specify a site code that uniquely identifies this Configuration Manager site in your hierarchy.

Site code: PSD

Specify a site name that helps to identify the site. Example: Contoso Headquarters Site

Site name: | Public School District Site

Note: The site code must be unique in the Configuration Manager hierarchy and cannot be changed after you install the
site.

Installation fD\dEr:\ |E:'[\M|crosoft Configuration Manager Browse...

Specify whether to install the Configuration Manager console to manage the Configuration Manager site from this
computer. You can remotely manage the site when you do not install the Configuration Manager console.

I Install the Configuration Manager console

< Previous Next » Cancel
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On the Database Information screen everything should be left as default and click Next. On the
Prerequisites Check screen click on Run Check to make sure all prerequisites pass and there are no
errors. Click on Begin Install if the prerequisites check passed without errors.

Database Information Database Information

— | —— |

Configuration Manager primary sites require 2 Microsoft SQL Server database to store site settings and data.

Specify the locations for the SQL Server data file and transaction log file.
Specify the site database server etails. The instance name that you use for the site database must be configured
with a static TCP port. Dynamic ports are not supported.

Path to the SOL Server data file

SQL Server name (FODN):  Example: Serverl.contoso.com

[D:\Microsoft SOL Server\MSSQL1 1.MSSOLSERVER\MSSOL\DATA) Browse..
[scem-A-1schoslfocal
Instance name (Ieave blank for default)  Example: Mylnstance Gainimiz Sl Tl
[ D:\Microsoft SL Server\ MSSQL11.MSSOLSERVER\MSSOL\DATA Browse...

Database name:  Example: CM_XVZ

[cmpso

Specify the TCP port number for SQL Server Service Broker. Configuration Manager uses Service Broker to replicate
dota between parent and child site database servers in the hierarchy. This port is different from the port used by the
SQL Server service, which is automatically detected by Configuration Manager.
Senvice Broker Port:
4022

<Previous | [ Next> Cancel < Previous Next > Cancel

Customer Experience Improvement Program Settings Summary

Setup will install Configuration Manager with the following settings.
Do you want to join the Customer Experience Improvement Pragram (CEIFJ2

The program collects information about computer harduwsre and how you use Configuration Manager, without Settings:
interrupting you. This helps Microsoft to improve Configuration Manager features, No infarmtion collected is used to -
dentit or contact you. Setup Companent Component Details =
Setup Type Primary site recovery
Read the CEIP privacy statement online Site Code psD. i
e e Site Name Public Schosl District Site
Read the privacy statement online Product Key AL
S A S Installation Directory E\Microsoft Configuration Manager
External File Folder e\downloads
| don't want to join the program a this fime saL server SCCM-A-1.schoollocal
SSE Part 022
Database Name CM_PSD
SQL Server data installation directory DiMicrosoft SQL Server\MSSQL11.MSSQLSE
SQL Server transaction log installation directory DiMicrosoft SQL Server\MSSQL11MSSQLSE |

To change these settings, click Previous. To apply the settings and start the installation prerequisite check, click
Next.

< Previous | Next> | Cancel < Previous | Net> | Cancel

Prerequisite Check
————

Setup is checking for potential installation problems. If problems are found, Setup will display details about how to

Overall progress
resolve them.

Details:

Prerequisite Status System | | Eepetin =Dy

SQL Server process memory allocaticn Warning SCCM-A-1.school local

@ Evaluating setup environment
@ Evaluating and installing Configuration Manager dependencies
% Generating public key and SQL Server certificate

Prerequisite checking has completed.

Select an item to display details and information about how to resolve the prablem. For  listing of all prerequisite = |
check results, ses ConfighgrPrereglog.

Run Check
< Previous | Begin Install | Cancel | < Previous Next > Cancel

98| Page



Once the installation is done you will get the Finished screen. There will be a list of Post-recovery
actions that will need to be addressed.

Finished
——(———

Post-recovery actions

You can find detailed information about the actions performed by the recovery process in ConfigMgrSetup.log. Te
complete the recovery of this site, you must manually complete the following actions not performed by Setup.

1. In the Configuration Manager conscle, re-enter the passwords for the following accounts.

Account Name I Account Type
SCHOOL\Administrator SMS_CLIENT_CONFIG_MANAGER

SCHOOL\sccm.admin SMS SRS Repaorting Point,
SMS AN SECTIRITY GRONIP DUSTOWERY AGENT

2. Reinstall the fellowing hotfixes,

URL ErmErs Site Role |
http:/fsuppert microsoft.com/KE/2938441 PrimarySite

3. For additional information about data not included in the Configuration Manager backup and recovery process, see
the product documentation (http://go.microsoft.com/fwlink/p/?Linkld=302304).

This information has been saved to C\ConfigMgrPostRecoveryActions.html for later reference.

< Previous | Next >
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