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Act 504

ADE



Act 504

● Technology Resources Policy (Commissioner’s 
Memo)

● Cybersecurity Policy

https://drive.google.com/file/d/13nDaYlLRpD7Hr2DHGNuQpLMSXMBgOnEd/view?usp=sharing
https://adecm.ade.arkansas.gov/ViewApprovedMemo.aspx?Id=5529
https://adecm.ade.arkansas.gov/ViewApprovedMemo.aspx?Id=5529


Act 504 Timeline



General

Specific

Policies

Standards

Procedures

High-level statements which defines roles, 

responsibilities and expectations for specific 

domain areas.

Specific low-level, mandatory controls 

that help enforce and support policies.

Step-by-step instructions to 

accomplish policies, standards, 

and guidelines.



General

Specific

Policies

Standards

Procedures



Act 846

ADE



Act 846

Arkansas Self-Funded Cyber Response Program
● Administered by the Arkansas Cyber Response Board
● All counties, municipalities, and public school districts must participate
● Maximum of $300,000 contributed by each group for each of the first 2 years

https://drive.google.com/file/d/1Uo4MdCnk-XWzW1PN8F-t1H_JL-7uPy0Z/view?usp=sharing
https://drive.google.com/file/d/1Uo4MdCnk-XWzW1PN8F-t1H_JL-7uPy0Z/view?usp=sharing


Act 846 cont.

Program Coverage
● Not to exceed $100,000 in actual losses
● Does not cover a ransom payment
● Amount of coverage can potentially be lower based on the board’s minimum 

cybersecurity standards

https://drive.google.com/file/d/1Uo4MdCnk-XWzW1PN8F-t1H_JL-7uPy0Z/view?usp=sharing


Act 846 cont.

Minimum Standard Categories
● Multi-Factor Authentication (MFA)
● Offline Data Backups
● Cybersecurity Awareness Training
● Password Standards
● Patch Management

https://drive.google.com/file/d/1Uo4MdCnk-XWzW1PN8F-t1H_JL-7uPy0Z/view?usp=sharing


Policies & 
Standards

DIS





NIST SP800-60

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf


Fun Facts

● NIST CSF ⍯ NIST SP800-53 
● 287 Moderate NIST SP800-53 Controls
● The first control in each control family is establishing a written 

policy. 
● A security breach is almost always the result of either a missing 

or ineffective control.
● NIST SP800 series alone currently has 212 publications.

https://csrc.nist.gov/publications/sp800


Samples

● Sample Policy
● Policy Summary (DRAFT)
● Sample Standard

https://drive.google.com/file/d/1wdeGb5J6CJClKRW-HDQkHB7qULB4q10y/view?usp=drive_link
https://docs.google.com/document/d/1ZMxnP9p8EiPc-aNHyUyAz9aIMsxb-4TcUzVc7RmbGpU/edit?usp=sharing
https://drive.google.com/file/d/16wHSt70SiBX9WLIgGitsF_lnPbFzfP9k/view?usp=sharing


Resources

● NIST SP800-53
● NIST SP800-53B
● Cybersecurity and Privacy Reference Tool
● NIST SP800-53 (3rd party site)
● NIST SP800-53 and SP800-53B Spreadsheets

https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/pubs/sp/800/53/b/upd1/final
https://csrc.nist.gov/projects/cprt/catalog#/cprt/home
https://www.stigviewer.com/controls/800-53
https://csrc.nist.gov/News/2021/control-catalog-and-baselines-as-spreadsheets


Understand processes, roles, commitments, and flexibilities01

Meeting Goals for Today

Prioritize NIST control families (high to low)02

Establish a timeline for standards development03

Establish a process/flow, strategy (draft>review>approve), and 
responsible persons

02



Next Steps

● (insert new meeting date) - (insert person responsible)
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