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Introduction to Exchange Architecture (Active Directory Integration)
Directory Integration and Exchange Server 2003 

Exchange Server 2003 information in Active Directory includes information about recipients and configuration information about the messaging organization. Active Directory helps provide the security subsystem for Exchange Server 2003. Active Directory security ensures that only authorized users can access mailboxes and only authorized administrators can modify the Exchange configuration in the organization.

The following three directory partitions in Active Directory contain Exchange-related data: 

· Domain directory partition   Exchange recipient and system objects are stored in the domain directory partition in Active Directory. The domain directory partition is replicated to every domain controller in a particular domain.

· Configuration directory partition   Exchange configuration objects, such as administrative groups, global settings, recipient policies, system policies, and address list or address information are stored in the configuration directory partition. The configuration directory partition is replicated to all domain controllers in the forest.

· Schema directory partition   Exchange schema modifications (for example, classes and attributes) are stored in the schema directory partition. The schema directory partition is replicated to all domain controllers in the forest.

Note: Not all configuration information is stored in Active Directory. Exchange also uses the local registry, the IIS metabase, and in special situations, configuration files.
Exchange Classes and Attributes in Active Directory

The Active Directory schema defines the object classes that can be created in the directory and the attributes that can be assigned to each instantiation of an object. During installation of the first Exchange 2003 server in an Active Directory forest, Exchange must modify this schema so that Active Directory can store Exchange-specific recipient and configuration information. The ForestPrep process in the Exchange Setup program extends the Active Directory schema. You can also run this process explicitly by using the Setup/ForestPrep command line to add Exchange-specific classes and attributes to the Active Directory schema, without actually installing a server. This extra step is required if the person installing Exchange Server 2003 does not have schema administrator rights.

The Exchange Server 2003 Setup program extends the Active Directory schema by importing a series of .ldf files into Active Directory. Except for Exschema.ldf, all .ldf files are in the \Setup\i386\Exchange directory on the product CD. Exschema.ldf is in the \Setup\i386\Exchange\Bin directory.

Directory Service Access

Exchange 2003 services access information that is stored in Active Directory and write information to Active Directory. If this communication occurred directly between each service and Active Directory, Exchange 2003 could overwhelm an Active Directory domain controller with communication requests. A central component is required to streamline communication with Active Directory. This component is the DSAccess module.
DSAccess is a shared API that is used by multiple components in Exchange 2003 to query Active Directory and obtain both configuration and recipient information. DSAccess is implemented in DSAccess.dll, which is loaded by both Exchange and non-Exchange components, including System Attendant, message transfer agent, Microsoft Exchange Information Store service, Exchange Management Service, Internet Information Services (IIS) and Windows Management Instrumentation (WMI). DSAccess discovers the Active Directory topology, detects domain controllers and global catalog servers, and maintains a list of valid directory servers that are suitable for use by Exchange components. In addition, DSAccess maintains a cache that is used to minimize the load on Active Directory by reducing the number of Lightweight Directory Access Protocol (LDAP) requests that individual components send to Active Directory servers.
DSAccess partitions the available directory service servers into the following three (possibly overlapping) categories: 

· Global catalog servers   Exchange Server 2003 must access global catalog servers to obtain complete address information for all recipient objects in the forest. Only global catalog servers contain a complete replica of all objects in the domain and a partial replica of all objects in the forest. Global catalog servers that an Exchange server currently uses are called working global catalog servers. 
Almost all Exchange Server 2003 user-context directory service transactions target global catalogs. Regardless how many global catalog servers are located in the local Active Directory site, a maximum of ten global catalog servers can be added to the working global catalog list. If there are no global catalog servers in the local site, or if none of the global catalog servers in the local site pass the suitability tests, DSAccess uses a maximum of 200 off-site global catalog servers with the lowest costs. Because the directory service server used for a global catalog is also itself a domain controller, this server may be used as both types of directories. 

· Domain controllers   Domain controllers are used for user-context requests when the requesting service has sufficient knowledge of the location of the requested user object in the issued search. These domain controllers are also called working domain controllers. Working domain controllers are domain controllers in the local domain that can accept domain naming-context queries. Regardless of how many domain controllers are located in the local Active Directory site, a maximum of ten domain controllers can be added to the working domain controller list. If there are no domain controllers in the local site, or if none of the domain controllers in the local site pass the suitability tests, then DSAccess uses off-site domain controllers with the lowest costs. 
Queries to working domain controllers are load-balanced on a round robin basis to avoid overloading a single domain controller. If the working domain controllers are not hard-coded in the registry, the list of working domain controllers is re-evaluated and re-generated every 15 minutes using the topology discovery process and suitability tests. 

· Configuration domain controllers   Exchange Server 2003 can read from multiple domain controllers. To avoid conflicts when applying configuration changes to Active Directory, Exchange Server 2003 writes its configuration information to a single domain controller, called the configuration domain controller. When selecting a configuration domain controller from the list of working domain controllers, DSAccess gives preference to a domain controller over a global catalog server. In addition, DSAccess preferences a directory server in the local site before using a directory server in a secondary site. 
If the configuration domain controller becomes unavailable to Exchange Server 2003 for any reason, DSAccess selects another working domain controller as its configuration domain controller. Every eight hours, DSAccess re-evaluates the configuration domain controller role by running a set of suitability tests. If the tests are successful, DSAccess continues to use the same configuration domain controller. If the tests fail, DSAccess chooses another domain controller from the list of working domain controllers as the configuration domain controller. 

The core components of Exchange Server 2003 rely on DSAccess to provide a current list of Active Directory servers. For example, the message transfer agent (MTA) routes LDAP queries through the DSAccess layer to Active Directory. To connect to databases, the store process uses DSAccess to obtain configuration information from Active Directory. To route messages, the transport process uses DSAccess to obtain information about the connector arrangement.

DSAccess updates the list of available global catalogs and domain controllers as changes in the state of the directory service are detected. This list can be shared with other directory consumers that do not use DSAccess as their gateway for accessing the directory service (for example, DSProxy and other components in System Attendant). The service that is requesting this list is responsible for the detection of subsequent directory service state changes.
Note: Unless domain controllers and global catalog servers are hard-coded in the registry, the list of global catalog servers and domain controllers is re-evaluated and re-generated every 15 minutes using a topology discovery
* - Referenced from http://technet.microsoft.com/en-us/library/bb124641.aspx.
	Notes:


Client Connections
Exchange Server 2003 supports many different client connection methods and applications.  Each connection method offers unique ways to access mailboxes or other types of information on an Exchange Server.  Most client applications offer solutions for remote, roaming access to mailboxes.

The following connection methods are supported in Exchange Server 2003:
MAPI/Outlook:  When Outlook is configured as a MAPI client, it provides the most functionality.  An Outlook MAPI connection uses remote procedure calls (RPCs) to connect to Exchange Server 2003.  Outlook can connect to both message and directory information directly on the Exchange Server through MAPI.

POP3/SMTP:  Outlook Express and Outlook both support POP3.  Many other client applications, such as Eudora Mail, also support POP3 connections and can connect to Exchange Server 2003.  POP3 is a retrieve only protocol, which means that you can use POP3 to retrieve messages but must use SMTP to send messages.  POP3 is disabled in a default Exchange Server 2003 installation.

IMAP4/SMTP:  Outlook Express and Outlook both support Internet Message Access Protocol, version 4 (IMAP4).  Other clients, such as Netscape Navigator, also provide IMAP4 support and can connect to Exchange Server 2003.  IMAP4 is very similar to POP3, but it provides additional support, such as reading from multiple mailbox folders and public folders.  IMAP4 clients use SMTP to send e-mail.  IMAP4 is disabled in a default Exchange Server 2003 installation.
NNTP:  Network News Transfer Protocol (NNTP) is most commonly used for Usenet groups.  NNTP is an Internet standard for sharing large collections of information.  Outlook Express and Outlook support NNTP.  NNTP clients are often referred to as Newsreaders.

HTTP:  Hypertext Transfer Protocol (HTTP) is supported for both Outlook Web Access (OWA) and RPC over HTTP client connections to Exchange.  Remote users can easily access their mailbox and public folders from public computers or by using their portable computer.  The Web interface client, Outlook Web Access, offers many advanced client features that are not available in previous Exchange Server versions.

Outlook Mobile Access/Server ActiveSync:  Remote users can connect to Outlook Mobile Access through a Wireless Application Protocol (WAP) enabled browser, available on most cellular telephones.  With Outlook Mobile Access, users can send and read e-mail messages by using the HTTP connection through the wireless connection.  Server ActiveSync allows users with Personal Digital Assistants (PDA) or Windows Mobile devices to synchronize e-mail messages, calendar items, contact lists, and tasks directly with their mailbox on the Exchange server.
Outlook 2003 Enhancements
Outlook 2003 is the recommended messaging client for Exchange Server 2003.  The Outlook 2003 client contains numerous features that are specifically designed to reduce network bandwidth consumption and improve the e-mail experience of users over remote connections in an Exchange 2003 organization.

Improvements in Outlook 2003

Exchange Server cached mode:  This feature enables Outlook 2003 to download all items from the server-based mailbox and keep them synchronized in a cache on the local client computer.  After a full copy of the mailbox is downloaded, the client performs most e-mail-related tasks by using the local computer cache.  Communication with the server is only required during offline folder synchronization, when downloading new items to the client computer, when uploading added or changed items to the server, or when sending messages.  This technology is different from offline mode, available in previous versions of Outlook, in the following ways:  Offline mode users the offline version of the mailbox only when not connected to an Exchange server.  Outlook 2003 cached mode optimizes the client connection by always using a local copy, even when the Exchange server is available.  With cached mode, the Exchange server can notify the client when a new message arrives.  With offline mode, message retrieval must be initiated by the client.

MAP compression and buffer packing:  With Outlook 2003, mailbox content is compressed on the Exchange server before it is sent to the Outlook 2003 client.  In addition, the data is packaged in large, optimized buffer packets, thereby reducing the number of requests that must be transferred over the network between the Outlook client and the server running Exchange 2003.  These features can significantly lower the network bandwidth requirements for client/server communication and enable an Exchange server to manage an increased number of users.

Automatic conflict resolution:  Outlook 2003 detects and prevents conflicts that occur when multiple clients modify the same data independently.  For example, users may modify mailbox data offline and then access similar content online by using OWA.  Some conflicts cannot be resolved and will appear in the Conflicts folder in Outlook.

PST and OST enhancements:  PST files (Personal Stores) and OST files (Offline Stores) are used to store personal information locally on the client computer.  Outlook 2003 provides support for Unicode PSTs and OSTs. The size limitation of a Unicode PST or Unicode OST file has been increased to 20GB.

Running Exchange 2003 on a Domain Controller

As a best practice, you should not run Exchange 2003 on servers that also function as Windows domain controllers. Instead, you should configure Exchange servers and Windows domain controllers separately. 
However, if your organization requires that you run Exchange 2003 on a domain controller, consider the following limitations:  
· If you run Exchange 2003 on a domain controller, it uses only that domain controller. As a result, if the domain controller fails, Exchange cannot fail over to another domain controller. 

· If your Exchange servers also perform domain controller tasks in addition to serving Exchange client computers, those servers may experience performance degradation during heavy user loads. 

· If you run Exchange 2003 on a domain controller, your Active Directory and Exchange administrators may experience an overlap of security and disaster recovery responsibilities.

· Exchange 2003 servers that are also domain controllers cannot be part of a Windows cluster. Specifically, Exchange 2003 does not support clustered Exchange 2003 servers that coexist with Active Directory servers. For example, because Exchange administrators who can log on to the local server have physical console access to the domain controller, they can potentially elevate their permissions in Active Directory.

· If your server is the only domain controller in your messaging system, it must also be a global catalog server.

· If you run Exchange 2003 on a domain controller, avoid using the /3GB switch. If you use this switch, the Exchange cache may monopolize system memory. Additionally, because the number of user connections should be low, the /3GB switch should not be required. 

· Because all services run under LocalSystem, there is a greater risk of exposure if there is a security bug. For example, if Exchange 2003 is running on a domain controller, an Active Directory bug that allows an attacker to access Active Directory would also allow access to Exchange. 

· A domain controller that is running Exchange 2003 takes a considerable amount of time to restart or shut down, approximately 10 minutes or longer. This is because services related to Active Directory (for example, Lsass.exe) shut down before Exchange services, thereby causing Exchange services to fail repeatedly while searching for Active Directory services. One solution to this problem is to change the time-out for a failed service. A second solution is to manually stop the Exchange services before you shut down the server.
Preparing for Installation of Exchange Server 2003 (Need to Knows)
Standard Edition vs. Enterprise Edition

	Feature
	Standard Edition
	Enterprise Edition

	Storage groups support
	1 storage group
	4 storage groups

	Number of databases per storage group
	2 databases
	5 databases

	Individual database size
	Pre-SP2 - 16 GB
SP2 – 75 GB
	Maximum 8 terabytes, limited only by hardware

	Exchange Clustering
	Not supported
	Supported

	X.400 connector
	Not included
	Included


Exchange Server 2003 - Minimum System Requirements

	Component
	Requirement
	Recommendation

	Processor
	233-Mhz or higher processor
	Standard Edition - 550-Mhz or higher processor(s)
Enterprise Edition – 733-Mhz or higher processor(s)

	Operating System
	· Windows 2000 Server or Windows 2000 Advanced Server with SP3 or higher

· Windows Server 2003 Standard, Enterprise and R2 Editions.


	Windows Server 2003

	
	NOTE:  Exchange Server 2003 does NOT run on 64-bit editions of Windows Server 2003.  Exchange Server 2003 management tools for remote administration can be installed on a computer running Windows XP SP1, Windows XP SP2, Windows Server 2003, or Windows Server 2000 SP3.  Also, Exchange Server 2003 is NOT supported on Windows Server 2003, Web Edition.

	Memory
	256 MB of RAM
	3 to 4 GB of physical RAM

	Available hard-disk space
	· 500 MB on the hard disk where you install Exchange Server 2003

· 200 MB on the system drive

DIS Recommendation: 30 GB minimum.

	File Format
	Disk partitions must be formatted for the NTFS file system, not the FAT file system. This requirement applies to:

· System Partition

· Partition storing Exchange Server binaries

· Partitions containing transaction log files

· Partitions containing database files

· Partitions containing other Exchange Server files



	Network Cards
DIS Recommendation
	Public Only IP – 1 Network Card
Public & Private (NAT) – 2 Network Cards


Required Windows Components

Verify that the following services are installed and enabled on the server before you install Exchange Server 2003:

· Microsoft .NET Framework

· Microsoft ASP.Net

· World Wide Web Publishing Service

· SMTP (Simple Mail Transfer Protocol) Service

· NNTP (Network News Transfer Protocol) Services

Windows Server 2003 includes the .NET Framework, which provides support for mobile access.  If you are installing Exchange Server 2003 on a server running Windows 2000, Exchange Setup automatically installs and enables the .NET Framework and ASP.Net.

If you are missing any of the above components, the Exchange Setup will prompt to cancel the installation until the specified component has been installed.

Exchange Server 2003 – Service Pack 2 Enhancements
Better Protection against Spam

SP2 delivers improved protection against spam to help ensure a secure and reliable messaging environment, including:

• Updated and integrated Exchange Intelligent Message Filter. Based on the same patented SmartScreen filtering technology developed by Microsoft Research and now incorporated in Microsoft Office Outlook 2003, MSN Internet Software and Services, and MSN Hotmail, SP2 incorporates the latest data and updates to the Exchange Intelligent Message Filter. Improvements to this filter ensure a continued focus on identifying spam and reducing false positives. These updates include new capabilities in the fight against spam including blocking phishing schemes. Phishing schemes attempt through deception to fraudulently solicit sensitive personal information by masquerading as legitimate Web sites.

• New support for Sender ID e-mail authentication protocol. This new feature further helps prevent unwanted mailbox phishing and spoofing schemes by verifying the IP address of the e-mail sender against the purported owner of the sending domain. Spoofing attacks occur when one person or program is able to masquerade successfully as another to gain access to personal e-mail messages. The result of the Sender ID check is used as input to the Exchange Intelligent Message Filter. The sender must have registered a list of the valid IP addresses in DNS for accuracy. To learn more about Sender ID, see the Sender ID page on the Microsoft Safety site.

Mailbox Advancements

Drive down operational costs and the complexity of your messaging environments with advances such as:

• Increase in mailbox storage size limits to 75 gigabyte (GB) for Exchange Server 2003 Standard Edition in response to your feedback and evolving mailbox storage needs.

• New offline address book format offers significantly improved performance particularly when Outlook clients are operating in cached mode.

• Cached mode enforcement with added flexibility. You can grant access to a user who has configured Microsoft Office Outlook to run in cached mode, but deny access otherwise. This new feature is especially beneficial to organizations seeking to further site and server consolidation by taking advantage of the performance improvements enabled by cached mode.

• Finer controls for public folders, including better replication and permissions management, safe removal of servers, and folder deletion logging to increase administrative efficiency.

Database Size Limit Configuration and Management
Prior to Microsoft Exchange Server 2003 Service Pack 2 (SP2), there was no method to configure database size limits for Exchange Server 2003. Exchange Server 2003 SP2 introduces the following new features: 

· For the Standard Edition, the default configured database size limit will now be 18 GB, a 2 GB addition to the previous limit, with a new maximum size of 75 GB.

· For the Enterprise Edition, there is no default configured database size limit, and no software set maximum size.

· Both versions of Exchange Server 2003 with SP2 have the ability to configure a limit, a warning threshold, and a warning interval set through registry keys.

· Size check done against the database now uses logical database size. Empty or white space in the database does not count against the configured database size limit; therefore, no offline defragmenting is required for recovery exceeding the configured or licensed database limits.

· Limit checks, done at regular intervals, are now controlled by the store process instead of JET. The default time interval is 24 hours and this interval is configurable through the registry.

Registry Settings

· The database size limit registry keys are read when the database mounts (not when the service starts up), and when each limit check task runs.

You must set registry parameters for each database targeted for size limit modification. The registry entries should be located under each database entry in the local server registry. Accordingly, you must reset the registry keys manually if the server has to be rebuilt using the /disasterecovery setup switch.

	Note: 

	Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data. 


All registry settings discussed in this topic are created in the following registry location:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\<SERVER NAME>\Private-013e2e46-2cd7-4a8e-bfec-0e4652b94b00 

The GUID in this key (Private-013e2e46-2cd7-4a8e-bfec-0e4652b94b00) is an example and should match the value of the objectGUID attribute on the database’s Active Directory object.

	Note:  By default, registry entries mentioned in this article are not present; when you create the entry, you override the default value set in code.

	Note:   All of registry values mentioned in this article are in decimal, not hexadecimal.


· The following new registry settings are available with SP2: 

· Database Size Limit in GB

· Database Size Buffer Warning in Percentage

· Database Size Check Start Time in Hours from Midnight

Database Size Limit in GB
The Database Size Limit in GB setting is the configurable maximum size of a database not to exceed the maximum licensed size of your database. For Standard Edition, you can set the database size limit between 1 and 75 GB. By default, the limit is 18 GB. For Enterprise Edition you can set the database size limit between 1 and 8,000 GB. By default, there is no limit.

The following registry value controls the Configurable Database Size Limit:
	Data Type
	Name
	Value (in GB)
	Default (in GB)

	REG_DWORD
	Database Size Limit in GB
	Standard: 1 – 75

Enterprise: 1-8000
	Standard: 18

Enterprise: 8000 Unl.


Database Size Buffer Warning in Percentage
The Database Size Buffering Warning in Percentage setting is a configurable error threshold that will warn you with an event log entry when your database is at or near capacity, and will shut down within 24 hours of the event being logged. By default, Exchange Server 2003 SP2 logs events when the database has grown to within 10 percent of the configured database size limit. This threshold is configurable. The smallest buffer is 1 percent of the configured size limit.

The following registry value controls the Database Size Buffer Warning:

	Data Type
	Name
	Value (in %)
	Default (in %)

	REG_DWORD
	Database Size Buffer Warning in Percentage
	1 – 100
	10


Database Size Check Start Time in Hours from Midnight
The Database Size Check Start Time in Hours from Midnight setting allows you to configure when the system will check your database to see if it is over the currently configured Database Size Limit. By default, the database size check happens at 05:00 (5:00 A.M.) every day. This time can be changed. If modified, the next task is scheduled at the new Offset hour. Checks at Database Size Check Interval are skipped until new start time.

First database size check will not take the database offline if the size limit has been exceeded. Because the database does not go offline, you are ensured at least 24 hour of availability after the limit is exceeded for default settings.

	Data Type
	Name
	Values
	Default
	Description

	REG_DWORD
	Database Size Check Start Time in Hours from Midnight
	1 – 24
	5
	Determines the hour the first database size check will occur after a database is mounted.


Behavior When the Configured Database Size Limit or Licensed Database Size Limit Are Reached

When a database mounts, the store process compares the physical database size against the Configured Database Size Limit in GB. If the physical size is within or exceeds the configured Database Size Warning Buffer in Percentage, the store performs a logical calculation of the database size. If it is below this warning buffer, there is no need to calculate the free space because the logical size will never exceed the physical size. Generally, the physical size is less than the warning threshold, so the size check should take under a millisecond to complete. If the free space calculation must be performed, the size check may require a few seconds to parse through the database to generate the logical size calculation.

If the Database Size Warning Buffer in Percentage is reached or exceeded, an error event, event ID 9688, is logged in the Application event log. 

With Exchange Server 2003 SP2 or later, the server performs the following tasks when the configurable (or default configured) database size limit is reached:

If the first check after a database mount finds the database size above the limit, the database will not be taken offline but an error event (ID 9689) will be logged in the Application event log.

If it is the second check, an error event will be logged in the Application event log and the database will be taken offline.
After the administrator remounts the database, he or she has 24 hours (or until the next database size check or 05:00 if the default is set) to take corrective actions.
ForestPrep – What is it?
ForestPrep is an Exchange Setup switch that extends the Active Directory schema to include Exchange-specific classes and attributes.  ForestPrep also creates the container object for the Exchange organization in Active Directory.  The schema extensions supplied with Exchange 2003 are a superset of those that are supplied with Exchange 2000.  By default, the schema master runs on the first Windows domain controller installed in a forest.  Setup checks whether you are running ForestPrep in the same domain as the schema master; if you are not running ForestPrep in correct domain, Setup tells you which domain contains the schema master.

This is performed ONCE per forest.

NOTE:   It is recommended that you run ForestPrep on the Active Directory schema master so that schema updates can be made locally.  Consider running ForestPrep early in your Active Directory deployment or when there is not much traffic on the network, thereby reducing the impact on your network from replication of schema updates throughout the forest.

DomainPrep – What is it?

DomainPrep is an Exchange Setup switch that creates the groups and permissions necessary for Exchange servers to read and modify user attributes.

This is performed ONCE for every domain within a forest.

Configuring Administrative Permissions
What are Administrative Groups

Introduction

An administrative group is a collection of Exchange 2000 or Exchange Server 2003 objects that are grouped together for the purpose of managing and delegating permissions.  An administrative group can contain servers, routing groups, policies, and public folder hierarchies.

Why use administrative groups?

If your school has two sets of administrators who manage two sets of servers running Exchange Server 2003, you can create two administrative groups, each containing on e of these two sets of servers, and then delegate permissions to each administrator group.  Delegating separate permissions to each administrator group means that only authorized administrators can make changes to the configuration of these servers.  Regardless of the administrative model that your IT environment users (centralized, distributed, or hybrid), you can create administrative groups to support it.
Exchange Servers and Administrative Groups

When you add a new computer running Exchange 2000 Server or Exchange 2003 Server to your Exchange Server organization, the computer is added to an administrative group.  You cannot move computers running Exchange Server between administrative groups.  Therefore, it is important to install each Exchange Server in the administrative group specified in your Exchange Server implementation plan.  

The following rules apply when Exchange servers are added to administrative groups.

· By default, Exchange Setup automatically creates the First Administrative Group container and the server is added to this administrative group during installation.

· If only one administrative group exists, the server is automatically added to this administrative group an no other option is available during installation.

· If multiple administrative groups exist, Setup prompts you to select the administrative group to which the server should be added.

What objects can be added to a new administrative group?

You can add the following object to ad administrative group:

· System policy objects

· Routing group objects

· Public folder tree objects

· Server objects

	NOTES:





What are the Exchange Server Administrative Roles?

What are Exchange Server administrative roles?

Exchange administrative roles define a group of permissions that enabled administrators to perform their administrative tasks in Exchange 2000 or Exchange Server 2003.  You grant administrative permissions in Exchange by assigning groups or users to the administrative roles.

Roles and associated permissions

Exchange Server 2003 supports the following three roles:

· Exchange Full Administrator.  With this role, administrators can fully manage Exchange system information (for example: add, delete, and rename objects) and modify permissions.  You should delegate this role to administrators who need to configure and control access to your e-mail system.  This role has no limitations in terms of permissions.

· Exchange Administrator.  With this role, administrators can fully manage Exchange system information; however, they cannot modify permissions.  You should delegate this role to groups or users who are responsible for the day-to-day administration of Exchange (for example, those groups or users who are responsible for adding, deleting, and renaming objects).
· Exchange View Only Administrator.  With this role, users can view Exchange configuration information.  You should delegate this role to administrators who do not need to modify Exchange objects.  A user who has been assigned this role will have the ability to manage recipients from Active Directory Users and Computers.

What is the Exchange Administration Delegation Wizard?

The Exchange Administration Delegation Wizard is a tool that enables you to select a group or user and grant them an administrative role to your Exchange Server organization.

Scope of permissions

You can start the Exchange Administration Delegation Wizard from the Organization object or from administrative group objects.  The object that you start the wizard from determines which object the group or user has permissions for.  For example:
· Starting the wizard from the Organization object.  The permissions assigned are propagated down the hierarchy to all the objects in the organization.

· Starting the wizard from an Administrative Group object.  The permissions propagate to all the objects in that administrative group; however, read-only permissions are also granted from the Administrative Group object up the hierarchy so that the administrator can view the hierarchy.  Although the read-only permissions does no appear in Exchange System Manager, you can view it by using the ADSIEdit.exe tool.

IMPORTANT To use the Exchange Administration Delegation Wizard, you must have Exchange Full Administrator permissions at the organization level.

Other required administrative permissions
In addition to the role that are supported by the Exchange Administration Delegation Wizard, there are other Windows 2000 Server or Windows 2003 Server group memberships that are required to manage Exchange.  For example, if you assign Write permission to an administrator for objects in an organization or administrative group, the administrator must be a local computer administrator for each computer running Exchange that he or she needs to manage.

Additionally, a user who needs to manage properties of recipient objects, such as mailbox-enabled users, will need permissions within the Active Directory structure.  Typically, these permissions would be delegated to OUs, where the user objects are located.

Default Exchange Server 2003 Folder Structure

During the Exchange Server installation, Setup creates a default folder structure under %programfiles%\Exchsrvr.

The following table describes the Exchange folder structure.

Folder


Description
Bin
Contains Exchange management tools & executables.

Mailroot
Contains a folder for each SMTP Virtual Server.

Mdbdata
Default location for EDB/STM/LOG files (Exchange Databases).

Mtadata
Contains information used by the MTA

Exchweb
Contains Outlook Web Access components.

* - Step By Step Exercises
Installing Required Windows Components

1. Open the Control Panel and launch Add or Remove Programs.

2. Select Add/Remove Windows Components.

3. Double click Application Server.

4. Check ASP.Net.

5. Double click Internet Information Services.

6. Select the items below to be installed.  If FrontPage extensions will be needed they may be selected at this time also.

World Wide Web Service

NNTP Service

SMTP Service

7. Click OK twice to return to the main selection menu.
8. Click Next to start the installation of the components.

Installing Windows Support Tools
1. Insert the Windows Server 2003 CD-Rom into the CD drive.

2. Go to My Computer or Explorer to browse the CD.

3. Double-click on the Support Tools folder.

4. Double-click on the Tools folder.
5. Double-click on the SUPTOOLS.MSI installer package.  Take the defaults for the install.

NetDiag & DcDiag
1. Open a command prompt (DOS) window.

2. Type NETDIAG and press the enter key.

3. Type DCDIAG and press the enter key.

Preparing the Active Directory Forest (Running ForestPrep)
* - This step is performed ONCE per Active Directory Forest.
1. Insert your Exchange Server 2003 into the CD-Rom drive.

2. Close the wizard that will come up.

3. Click Start, Run and type D:\Setup\i386\Setup.exe /forestprep.  It is recommended that this step be performed on the first Domain Controller that was installed.  This server by default will be the schema master and the update process will be much quicker.
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4. Click Next to proceed.
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5. Select I agree and click Next to proceed.

[image: image1.png]\
>/

Department of nformation yystems

J|S





Under the Action section, ForestPrep should already be selected.  Click Next to proceed.  
* - If ForestPrep is not automatically selected then required Windows Component is missing.  Verify the installed components against the required Windows components.
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6. Click Next to proceed.
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ForestPrep is now running and updating the schema.  This may take some time to accomplish.
Preparing the Active Directory Domain (Running DomainPrep)
* - This step is performed once within each Active Directory Domain that resides in the Active Directory Forest.
1. Click Start, Run and type D:\Setup\i386\Setup.exe /domainprep.  
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2. Click Next to proceed.
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3. Select I agree and click Next to proceed.
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Change the install path from C:\Program Files\Exchsrvr to D:\Program Files\Exchsrvr, if you wish to place the executables for Exchange on a separate partition.  Click Next to proceed.
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Performing the installation of Exchange 2003 Server
1. Click Start, Run and type D:\Setup\i386\Setup.exe.  Click Next to proceed at the first Installation Wizard screen.

[image: image11.png]icrosoft Exchange Installat

rd

‘Welcome to the Microsoft Exchange
Installation Wizard.

This wizad helps you nstall Microsaft Exchange.

Setup cannol nstall syste s or update shared fles i they are n use

Belore procesding, we recommend that you close any applcation you are:
wrring,

Clck Nest t canlinue or Cancel to et the Mictasolt Exhange Insallaion
Wieard

Bk ==





2. Click I Agree and then Next at the License Agreement screen.
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3. Change the install path from C:\Program Files\Exchsrvr to D:\Program Files\Exchsrvr then click Next to continue.
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4. Select Create a new Exchange Organization and then click Next to proceed.

5. Enter the name of your school district for the organization name.
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6. At the Exchange Server Licensing screen, select I agree… and then click Next to proceed.
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7. Change the install path from C:\Program Files\Exchsrvr to D:\Program Files\Exchsrvr then click Next to proceed.

8. As seen in the following screen, the install process will continue to run and copy files to the server.
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9. Click Finish to complete the installation wizard.

Configuration of Exchange Server 2003
Recipient Update Service (RUS) & Policies 
What is the recipient update service?

The Recipient Update Service (RUS) is a service that builds and maintains address lists.  It runs as a thread of the System Attendant service.  Recipient Update Service polls Active Directory for updated recipient information at predetermined intervals, which is every 60 seconds by default.  If there are new recipients, new address lists, or changes to the existing address lists, RUS updates the address lists.  These updates ensure that the address list memberships are current and accurate.

RUS also updates the e-mail addresses of recipients based on the settings of recipient policies.

The recipient update process
RUS retrieves the working domain controllers list from DSAccess*.  The service then contacts a domain controller in that list to verify newly created recipients.  To identify new recipients, the recipient update service maintains specific information about the last recipient updated.  RUS then formulates a detailed request to Active Directory to include only those recipients created since the last update.  This method ensures that the recipient update service does not verify all objects in the directory during its refresh interval of 60 seconds.

Update and rebuild operations

You can manually force RUS to perform an update or a rebuild.  If you force an update operation, proxy e-mail addresses are generated immediately for all new users.  This operation also forces the address list membership to be recalculated for recently altered Exchange Server recipients.  Perform an update operation if you are running the RUS on a schedule but you need recipients to get an e-mail address before the next scheduled update runs.
If you perform a rebuild operation, all proxy e-mail addresses are recalculations and all address list membership are verified.  Perform a rebuild operation if you make a change to organizational policy on SMTP addressing (for example, if you make a change from a .com to a .net address, or if you change the DNS domain name).  If you perform a rebuild operation, the RUS queries Active Directory for all objects, starting with a USNChanged attribute with a value of 1.  A rebuild operation may take several hours; it is recommended that you perform this operation only during hours when the servers are not busy.
RUS schedule and interval

By default, the RUS is set to always run.  If you do not want RUS to run all day, you can modify the schedule in Exchange System Manager, on the properties of the RUS.  If you modify the schedule, new recipients will not be updated with SMTP addresses until the next scheduled run.  As a result, new recipients will not be able to access their mailboxes or receive mail.  

By default, RUS is configured to check Active Directory for updates at an interval of 60 seconds.  You can modify the default 60 second interval by using Adsiedit.msc.  To modify the value for the interval, expand Address Lists Container, expand Recipient Update Services and then open the Recipient Update Service (domain name) object and modify the value for the msExchPollInterval object to your preferred value.
Default RUS objects

Bye default, two RUS objects are created:

· Recipient Update Service (Enterprise Configuration).  This object updates the e-mail addresses of the objects that are in the configuration partition of Active Directory, such as the Exchange Information Store object, the message transfer agent (MTA) object, and the System Attendant object.

· Recipient Update Service (installation Active Directory domain).  This object is created for each Active Directory domain that has an installation of Exchange 2003 Server or later.  This service updates e-mail addresses for recipient objects in Active Directory, and it updates address lists based on changes in recipient objects in that domain.

NOTE:  Recipient policies that modify e-mail addresses are applied to all recipients based on the filter rules set on the policy.  If there are any recipients that match the filter rules that you do not want the e-mail address changes applied to, you must clear the Automatically update e-mail addresses based on recipient policy check box on the E-mail Addresses tab of the recipient object before you apply the recipient policy.
Recipient Policies

What are recipient policies?

Recipient Policies are policies that you apply to recipient objects such as users, groups, contacts, and folders.  These policies define how e-mail addresses are configured for recipient objects and can also be used to enforce e-mail retention settings.  Exchange Server includes a default recipient policy that automatically generates e-mail addresses for mail-enabled Exchange Server objects, including the SMTP address that can be used to receive e-mail from other Exchange Server or Internet-based recipients.

Recipient policies must be configured for every SMTP domain for which Exchange Server will accept incoming SMTP messages.  Configuring recipient policies will ensure that all recipients have the necessary addresses to receive e-mail.
When to use recipient policies

There are two common uses for recipient policies:

· To apply e-mail addresses for Active Directory

· To apply mailbox management settings for Active Directory mailbox-enabled user objects.

	NOTES:




Why use multiple recipient policies?
Use multiple recipient policies to assign unique e-mail addresses or mailbox manager policies to a selection of users.

· The default policy has the lowest priority and can be modified or overwritten as necessary

· The policy with the highest priority takes precedence over other policies

· The targets of recipient policies are based on LDAP searches
Specific K12 Scenario Uses

· Restrict e-mail to internal-only for students or specific users.

· Allow separate email domains for users that are located at different campuses, such as consolidated school districts.  This will allow all users to be on the same email system but allows for different SMTP addresses.

Intelligent Message Filter v2 (IMFv2)
Introduction
You can install the Intelligent Message Filter (IMF) on an Exchange Server 2003 running on a Windows Server 2003 family server.  The IMF provides advanced server-side message filtering designated to combat spam.  When used in combination with Outlook 2003, it helps to significantly reduce the volume of spam that users receive in their mailboxes.

How IMF works

IMF is based on Microsoft SmartScreen technology from Microsoft Research.  This technology enables the Exchange server to distinguish between legitimate e-mail messages and unsolicited commercial e-mail based on over 500,000 e-mail characteristics.

When an external user sends e-mail messages to a server running the Exchange Intelligent Message Filter, the filter evaluates the content of the messages for recognizable patterns and assigns a rating based on the probability that the message is unsolicited commercial e-mail.  This rating is attached to the message as a message property called spam confidence level (SCL).  The SCL rating is a numerical value between 0 and 9.  A rating of 0 indicates that the message is highly unlikely to be spam, while a rating of 9 indicates that the message is very likely to be spam.  This rating persists with the message when the message is sent to other servers running Exchange Server.  The higher the rating, the more likely the message will be rejected by the Exchange server.
	NOTES:



Spam Confidence Level Threshold

The SCL threshold is a numerical value set by an administrator at the Exchange organization level.  The value specifies the acceptable SCL for the messaging environment.

An administrator sets two thresholds that determine how Exchange IMF handles e-mail messages with various SCL ratings:

· A Gateway-Blocking Configuration threshold defines what messages will be blocked at the gateway server.  The associated action to the gateway threshold will be performed on the message.  The possible actions are: Delete, Reject, Archive and No Action.

· The Store Junk E-mail Configuration threshold defines what messages will be moved to the Junk e-mail folder on the client computer running Outlook 2003.
The largest risk of implementing a low SCL threshold is the possibility of generating false positives.  A false positive occurs when a legitimate message is falsely identified as unsolicited commercial e-mail.  For that reason, most administrators will implement a higher threshold level at the gateway and apply a lower threshold at the mailbox level.  This configuration means that all messages except the most obvious spam will be sent to the user mailbox.  This allows users to validate the messages identified as junk e-mail.  If the message is not spam, the users can add the message sender to their Safe Senders List.  Messages blocked at the Gateway threshold can be archived in the Archive folder on the gateway Exchange server, but the messages are accessible only to an Exchange administrator.
	Note:  The default location for all archived mail is Exchsrvr\Mailroot\vsin\UCEArchive, where n is the SMTP virtual server instance number.  You can review the archived messages by opening them in Notepad or by using Microsoft Outlook Express.  You can also use a tool called the Archive Manager.  The Archive Manager is a Microsoft Visual C# tool that is available on the IMF Archive Manager page on the GoDotNet Web site.


Installation of the Intelligent Message Filter
The Exchange Intelligent Message Filter is not installed with Exchange Server 2003.  You can download Intelligent Message Filter version 1 from the Microsoft Web site and install it on your computer running Exchange Server 2003.  Additionally, you can also download and install all the updates to the IMF.

When you install Exchange 2003 SP2, IMF version 2 is automatically installed.  If you have installed IMFv1, you must remove it prior to installing SP2.

After installing IMF, you must configure the settings and then enable IMF for each SMTP virtual server that will apply the filter.

Realtime Block Lists
Realtime Block lists are compromised of the IP addresses of servers known to proliferate spam.  To use realtime block lists, you must subscribe to a server provider on the Internet.  After you subscribe and your organization is authorized to query a provider’s RBL, you can configure Exchange Server to query the RBL to verify the IP address of SMTP hosts attempting to relay mail into your organization.  Many RBL providers are available on the Internet.  
Although block lists can reduce the amount of unsolicited e-mail that you receive, they have some limitations, such as:

· Block lists cannot completely prevent unsolicited e-mail because people who send this type of e-mail use a variety of tactics, such as spoofing (or forging) subject headers or using third-party servers to send the mail to evade block lists.

· Block lists can also block legitimate e-mail because some domains may be incorrectly listed in the block list.  If a legitimate organization is listed on a RBL by mistake, they must issue a request to the RBL provider to be removed from that list.  Depending on the list provider, this request could take up to 72 hours.  In this case, an exception filter rule shold be created to temporarily allow that e-mail to enter your organization.  In most cases, legitimate organizations are added to RBLs because they allow open relaying.  Open relaying or mail relaying is when an unauthorized user sends e-mail messages from another system’s e-mail server to make it appear that the messages originated from the other system.

	Important:  Even though RBLs can significantly reduce the number of unsolicited commercial e-mail from entering your organization, it can also negatively impact the performance of your SMTP servers because the servers must query the RBL provider for each SMTP connection.


Recipient & Sender Filtering
Recipient Filtering is a method that can be used for reducing unsolicted commercial e-mail by filtering inbound e-mail based on the recipient.  You can filter e-mail that is addressed to all SMTP addresses that are not found in the Active Directory, or to specified users.  Then any incoming e-mail that matches this criterion is rejected at the protocol level by Exchange returning a 550 error during the SMTP session.

Sender Filtering reduces unsolicited commercial e-mail by filtering inbound e-mail based on the sender of the e-mail.  Sender filtering enables you to create filters that specify how e-mail messages are managed based on the sender of the message.  For example, you can filter messages that are sent by specific users or messages that are sent without sender addresses.
* - Step By Step Exercises
Configuring Exchange Server to allow Internet e-mail.
Customizing the SMTP address
Exchange 2003 gives every mailbox-enabled user a default SMTP email address in the format: logon @ yourschool.k12.ar.us.  The point of a Recipient Policy is to tell Exchange 2003 how to further define the email addresses for users or groups.  Take as an example, a school with a main email address of alpha.k12.ar.us.  Suppose that you do not want the default of logon@yourschool.k12.ar.us, rather you want firstname.lastname@yourschool.k12.ar.us
As I mentioned earlier, Exchange set the left part of the email address = logonName.  So you may wish to change this format with one or more of these clever variables.  For example, to build the displayName from the first 3 letters of the first name added to the first 4 letters of the last name.  The secret of custom SMTP addresses is to control this family of % variables:

%g  = givenName. 
%s  = sn (Last name).  
%4s = means first four letters of the sn (Last name).
%d  = displayname. 
%m  = Exchange alias.  

Example: %3g.%4s@yourschool.k12.ar.us  translates to = fir.last@ourdom.com

Where can you see these actual email addresses?  Open Active Directory Users and Computers, select the user, properties tab and the Exchange e-mail tab.
	NOTES:




Modifying the Recipient Policy to allow for K12 e-mail address
1. Click on Start, All Programs, Microsoft Exchange and then click System Manager.

2.  Expand Recipients.  Click Recipient Policies.  Right-click Default Policy then click Properties.
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3. Click on the E-Mail Addressess (Policy) tab.  

4. Click on SMTP and click Edit.

5. Edit the SMTP address to fit your districts needs.

6. After updating, click OK to close the window.

7. Right-click on Default Policy, click Apply this policy now.

8. Close the Exchange System Manager.

Configuring the SMTP Virtual Server for Public IP only
1. Click on Start, All Programs, Microsoft Exchange and then click System Manager.

2. Expand Servers.  

3. Expand the server that holds the SMTP virtual server that you are going to configure.

4. Expand Protocols
5. Expand SMTP
6. Right click on the Default SMTP Virtual Server and click Properties.

7. Set the IP address to the IP address that is associated with your K12.AR.US domain name.  All Unassigned should not be selected when IP addresses from multiple subnets are assigned to the NIC(s) of the Exchange server.  This will keep Exchange from generating MARS tickets for your school district.
Creating the SMTP Connector
For most K12 environments, the SMTP Connector is only needed if you plan on restricting inbound and outbound e-mail for a specific set of users or if you have multiple servers that will be accepting and sending e-mails for your domain.
1. Click on Start, All Programs, Microsoft Exchange and then click System Manager.

2. Expand Connectors.  

3. Right click on Connectors, New, and then click SMTP Connector.

4. In the Name box enter the FQDN for your domain (ie school.k12.ar.us).

5. Use DNS to route to each address space on this connector will be selected by default.  Exchange, unlike Mercury, does not need to use a smart host to relay mail.  Therefore, a smart host is not required.
6. Under the Local Bridgeheads, click the Add button.  Add all servers that will be responsible for sending/receiving e-mail to/from outside of your organization.  If multiple IP addresses are assigned to your DNS (MX) records for redundancy, you would want to make sure that all of those servers are listed as a bridghead.
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7. Click on the Address Space tab.
8. Click on the Add button in the middle of the window.
9. Select SMTP and then click OK.
10. Accept the defaults and click OK.
11. Click Apply and then OK.
Display Name Generation in Address Lists
You can customize display names to meet the specific needs of your organization.  For example, if you have a large Exchange Server organization you may want the names in the address list sorted by last name (surname).  Exchange Server displays address lists based on the Full Name filed in Active Directory.  By default, the Full Name field contains recipient names in this order: First Initial Last (First I. Last).  Although you can change the Full Name field on a recipient object, you can also change the default way in which the Full Name attribute is populated on the Exchange 2000 Server or later servers.

You can change the way the Full Name field is generated by modifying the display specifier for a user or contact.  The high-level steps for customizing display names by using the Active Directory Service Interface (ADSI) Edit Microsoft Management Console (MMC) snap-in are as follows:

1. Click on Start, Run, type ADSIEDIT.MSC and click OK.  The ADSI Edit MMC should appear.

2. Browse to the following location in the ADSI Edit snap-in:

Configuration Container, CN=Configuration…, CN=DisplaySpecifiers, CN=409

3. Modify the createDialog property of the user-Display or contact-Display object to specify how the Full Name field is generated.  For example, if you want the Full Name to be Last, First, type the following entry for the value of the createDialog property:

%<sn>, %<givenName>

Note:  The text added in the createDialog property is case sensitive.

Changes to the way display names are generated only apply to new recipient objects.  Existing recipients are not modified and would require scripting to automate updating existing recipient objects.  If you plan to change how display names are generated, you should perform the change early in your Active Directory Deployment.

For the script to automate the change in an existing Active Directory Deployment see Microsoft Knowledge Base Article #277717.

http://support.microsoft.com/kb/277717
Configuring the Intelligent Message Filter (IMF)
Initial Configuration
1. Click on Start, All Programs, Microsoft Exchange and then click System Manager.

2. Expand Global Settings.

3. Right click on Message Delivery and then click Properties.

4. Click on the Intelligent Message Filter tab.

5. Set the Gateway Blocking Configuration (SCL Rating) threshold to 6.

6. Set the When blocking messages action to Archive.

7. Set the Store Junk E-mail Configuration threshold to 4.

8. Click Apply and OK.
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· At the moment the IMF is configured, however it has not yet been activated.  It will need to be enabled on all SMTP Virtual servers that will be accepting incoming e-mail.

· It is NOT recommended to set the blocking action to delete!  Once the IMF has deleted the e-mails they are permanently GONE!
9. Expand Servers, the server you wish to enable IMF on, Protocols and then SMTP.

10. Right click on Default SMTP Virtual Server and then click Properties.
11. Click the Advanced button to the right of the IP address.

12. Click on the IP address listed in the box and then click Edit.
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13. Check the box next to Apply Intelligent Message Filter.
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14. Click OK three times.

NOTE:  Any time that a property change is made to the SMTP Virtual Server it must be stopped and restarted for the change to take affect.

15. Right click on the Default SMTP Virtual Server and click Stop.  When it has completely stopped you will see a red “X Dot” show on the icon.

16. Right click on the Default SMTP Virtual Server and click Start.  The IMF will now start filtering e-mail messages according to the settings stated above.

Note:  The default location for all archived mail is Exchsrvr\Mailroot\vsin\UCEArchive
Changing Default Archive Folder

1. Create a folder called SPAM-Archive on the volume of your choice.

2. Open the registry editor.
3. Create a new key (folder) called ContentFilter under HKEY_LOCAL_MACHINE\Software\Microsoft\Exchange.
4. Create a new string value called ArchiveDir.
5. Double-click the new value to modify the value.

6. Enter the path to the new folder. (i.e. C:\SPAM-Archive).
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7. Stop and Start the Default Virtual SMTP Server for the new settings to take affect.

All messages blocked by the Gateway Blocking of IMF should now start going to C:\Spam-Archive.  This folder can get rather large over a period of time.  It is advised to clean out this folder periodically.

You can download the IMF Archive Manager to view Archived Mail from ftp://disftp.state.ar.us/pub/NT/Exchange/IMF/IMFAM-2.0.5.zip.
Customizing IMF to Archive all e-mails tagged by the DIS SPAM Cluster

(Automatically archive anything with [SPAM] in the subject)

1. Download the IMF Custom Weighting XML file from ftp://disftp.state.ar.us/pub/NT/Exchange/IMF/ MSExchange.UceContentFilter.xml.
2. Place this file in X:\Program Files\Exhcsrvr\bin\MSCFV2 folder.  Where X being the drive that Exchange was installed on.
3. Click on Start, Run and type regsvr32 “X:\Program Files\Exchsrvr\bin\MSCFV2\MSExchange.UceContentFilter.dll” and click OK.  You should see the following message.  
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4. This constitutes as a change to the SMTP Virtual Server, therefore it must be stopped and started again.

All mail that has been tagged by the DIS SPAM Cluster with “[SPAM]” in the subject will now be archived to the designated folder.
Managing Data Storage 

Stores & Storage Groups
What are stores?

A store is an Exchange Server database that stores data such as e-mail messages and documents.  Two types of stores can be created on Exchange server, Mailbox Stores and Public Folder Stores.  For each store, two files are created on the local file system; a rich text database file (EDB), which contains messages submitted to the store by MAPI clients and a streaming database file (STM), which contains messages submitted to the store by Internet clients.  During a server backup, both files need to be backed up.

What are storage groups?

Stores are contained in storage groups, which are collections of mailbox stores and public folder stores.  Exchange Server manages each storage group with a separate Extensible Storage Engine (ESE) server process.  Exchange Server 2003 Enterprise Edition supports five storage groups – one of which is the recovery storage group - and five stores per storage group.  Each storage group has a set of transaction logs that provide detailed logging of every message sent to and received from a store in a storage group.  An administrator can use the transaction log files to restore mailboxes or public folders in a disaster recovery situation.

Guidelines for working with multiple stores
· Create multiple smaller stores to maximize backup and restore efficiency.  Smaller stores allow for faster restore than large stores, which minimizes the impact of store failures and restores on users.

· Create a designated mailbox store for users who require priority service and fast restore.  You may want to create a dedicated mailbox store for a small group of users.  Some organizations may want to offer fast backup and restore, different mailbox size restrictions, and a dedicated assigned public folder store to a small group of important users.

· Place information that requires content indexing in a separate mailbox store or public folder store and enable content indexing for that store.  This practice can minimize indexing overhead by minimizing the amount of information that is indexed.

· Place similar users, such as users in the same department, in the same mailbox store.  Users in the same department or other groups of similar users tent to use Reply All or send large attachments to each other.  If you place these similar users together, you maximize single-instance message storage, which minimizes disk space requirements.

Guidelines for working with multiple storage groups

· Ensure that each storage group has its own dedicated drive for the transaction log files.  This allows for faster server performance and the best possible level of recoverability.

· In a hosting scenario, when possible, host multiple companies on the same server, which each company having its own partition or drive, storage groups, transaction log files, public folders, and so on.
· Place stores requiring the same backup schedule in the same storage group and use the storage group as a unit for backup.  This configuration means that the transaction logs for each storage group are backed up only once.

· Place stores with varying Service Level Agreements (SLA) in separate storage groups.

Implementing Outlook Web Access (OWA)
Installing Certificate Services

1. Open the Control Panel and launch Add or Remove Programs.

2. Select Add/Remove Windows Components.

3. Double click Application Server.

4. Check ASP.Net.

5. Click Certificate Services.  A warning box will come up stating that you need to make sure that the servers name and domain membership must be correct prior to installing Certificate Services, as you cannot change them after proceeding with the installation.  Doing so will invalidated any certificates issues by the server.  Click OK to the warning to proceed.

6. At the CA Type screen, click Next.  

7. Type CertAuthority in the name box then click Next.

8. At the Certificate Database Settings screen, click Next.

9. At this point the files will copy and install.  You will receive a pop-up window stating that ASP Pages must be enabled for the Certificate Services enrollment.  ASP is required for Exchange’s Outlook Web Access.  Click Yes to enable ASP pages.

10. Click Finish to complete the wizard.

11. Close the Add or Remove Programs window.


Securing OWA (Forcing SSL)
By default Outlook Web Access (OWA) for Exchange does not require an encrypted connection.  Due to things such as HIPAA, it is highly recommended that you require a Secure Sockets Layer (SSL) connection for your Outlook Web Access.  The following directions will implement and require your users to connect to OWA via SSL.

1. On your Exchange server, go to My Computer, open up the C drive.

2. You should have a folder called Inetpub, double click it, and then go into the folder called Wwwroot.

3. Create a folder called OWAasp.

4. Using a text editor such as Notepad, create an Active Server Pages (ASP) Web page that contains the following code and name the Web page Owahttps.asp, save this file in the OWAasp folder that we just created.  Important: Do not replace SERVER_PORT and SERVER_NAME in this code with your server port or server name. These terms are variables. Paste this code excerpt into your ASP Web page without modification.  It can also be downloaded from ftp://disftp.state.ar.us/pub/NT/Exchange/OWA/Owahttps.asp.
<%


If Request.ServerVariables("SERVER_PORT")=80 Then

       
 
Dim strSecureURL



strSecureURL = "https://"



strSecureURL = strSecureURL & Request.ServerVariables("SERVER_NAME")



strSecureURL = strSecureURL & "/exchange"



Response.Redirect strSecureURL



End If



%>
5. Click Start, Administrative Tools, and then click Internet Information Services (IIS) Manager. 
6. Expand Computer Name, and then expand Web Sites. 
7. Expand the Web site that your Outlook Web Access users use to access their Exchange server. By default, this will be the Default Web Site.
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8. Right-click the web site, click New, and then click Virtual Directory.

9. Type OWA_Redirect in the Alias box, and then click Next.
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10. For the path enter C:\Inetpub\wwwroot\OWAasp, then click Next.

11. At the Virtual Directory Access Permissions prompt, click Next to take the defaults, and then click Finish.

12. In the right-hand pane, right-click on Exchange then click Properties.
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13. Click the Custom Errors tab, and then double-click 403.4.
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14. In the Message Type list, click URL.  
15. In the URL box, type /owa_redirect/owahttps.asp, and then click OK.
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16. Click the Directory Security tab.

17. Under Secure Communications, click Edit.

18. Check Require secure channel (SSL) and Require 128-bit encryption.

19. Click OK two times to return to the IIS Manager.

20. Right-click the OWA_Redirect virtual directory, and then click Properties.

21. Click the Virtual Directory tab.

22. Click the Create button to the middle right of the box.

23. Change Execute Permissions to Scripts only.

24. Change Application Pool to ExchangeApplicationPool then click OK.
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25. Right-click on Default Web Site in the left window pane.

26. Click on the Directory Security tab.

27. Under Secure Communications click Server Certificate.

28. Select Create a new certificate, and click Next.

29. Select Send the request immediately to an online certification authority and click Next.
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30. For the name box enter “OWA – school.k12.ar.us” and then click Next.

31. Enter the name of your school district in both lines for the Organization Information screen.  Click Next.
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32. Enter your e-mail domain name for the common name.  Click Next.
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33. Enter your location in the Geographical Information box. Click Next.
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34. Take the default port of 443 and click Next.

35. Select the proper Certificate Authority from the drop-down list, click Next two times and then Finish.

36. Click OK.

You should now be able to go to Internet Explorer and browse to http://youremaildomain.k12.ar.us/exchange.  You should automatically be redirected to https://youremaildomain.k12.ar.us/exchange.
Enabling Form Based Authentication

By default the login box for Exchange OWA is a basic Windows authentication dialog.  To enable the Form Based Authentication perform the following steps:

1.  Click on Start, All Programs, Microsoft Exchange and then click System Manager.

2. Expand Servers, the server you wish to enable IMF on, Protocols and then HTTP.

3. Right click on Exchange Virtual Server and click Properties.

4. Click on the Settings tab.

5. Check the box to enable forms based authentication.  SSL must already be setup before Form Based Authentication will work.

6. Click Apply and then OK.

OWA 2003 Forms-based Authentication Domain\UserName Dilemma
If you are running a single domain environment you can download a modified OWA Login page from ftp://disftp.state.ar.us/pub/NT/Exchange/OWA/Logon.asp.  By default when you are logging into the form, you must enter Domain\Login for your user name.  This modified file will allow your users to only enter their user name for authentication.

1. Browse to X:\Program Files\Exchsrvr\exchweb\bin\auth\usa.

2. Rename the existing Logon.asp to Login-Orig.asp.

3. Download the file from the address above to the folder.

4. Open the Logon.asp file with Notepad.

5. Click Edit, Replace.  Replace all instances of APSCNLAN with the NetBios name of your Domain.

6. Save and Exit.

OWA Admin Tool

The Outlook Web Access (OWA) administration tool provides web-based UI for all administrator tunable OWA settings. It provides a list of all servers in the domain and allows administration of OWA settings on all Front-end and Back-end servers. The tool ensures that settings are correctly written to the server’s registry and provides inline documentation for all configurable features.

You can download the installer for OWAAdmin from ftp://disftp.state.ar.us/pub/NT/Exchange/OWA/OWAAdmin.MSI.

Once the utility is installed it can be accessed by https://school.k12.ar.us/owaadmin.

· - Below text taken from MSExchange.Org Article: http://www.msexchange.org/tutorials/Outlook-Web-Access-Web-based-Administration.html
When you first access the utility you see the main screen shown below (in figure 1). It is clear from the appearance of the interface that a lot of thought has been given to its aesthetic qualities (unlike the usual ‘purely functional’ approach to such things).
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Fig. 1: The OWA 2003 Web-based administration interface

Clicking on any of the main menu hyperlinks will reveal a further page containing more configurable items.  Here is a list of the parameters that are available to the administrator:

Administration
            Address book
                        Maximum Find Names Result List

            Attachment handling
                        Disable Attachments
                        Accepted Attachment Front-end Servers
                        Level 1 File Types
                        Level 1 MIME Types
                        Level 2 File Types
                        Level 2 MIME Types
                        Enable Freedocs

            Automatic signatures
                        Maximum Signature Length

            Character handling
                        Use Regional Character Set
                        Disable NCR Conversion
                        Use GB18030
                        Use ISO-8859-15

            Client notifications
                        New Mail Notification Interval
                        Reminder Polling Interval

            Forms-based authentication
                        (Settings effective after server restart)
                        Public Client Timeout
                        Private Client Timeout
                        Allow SSL Offloading

            Junk E-mail
                        Maximum Jun E-mail Contact Addresses
                        Maximum Blocked Junk E-mail Senders
                        Maximum Junk E-mail Safe Recipients
                        Maximum Junk E-mail Safe Senders
                        Advanced Junk E-mail Support

            Public folders
                        Resolve Foreign Users
                        Maximum Public Folder Attachment Size
                        Maximum Public Folder Reply or Forward Size

            Security
                        User Context Timeout
                        Enable Change Password
                        Enable Basic Authentication to Back-End Server
                        Enable Logoff Warning

            Spell check
                        (Settings effective after server restart)
                        Maximum Spell Check Document Size
                        Maximum Spell Check Errors Per Item
                        Maximum Simultaneous Spell Check Requests
                        Maximum Unique Errors
                        Disable Spell Check on Send
                        Update Spell Check Language List

            S/MIME
                        Check CRL on Send
                        Distribution List Expansion Timeout
                        Use Secondary Proxies when Finding Certificates
                        CRL Connection Timeout
                        CRL Retrieval Timeout
                        Disable CRL Check
                        Always Sign
                        Always Encrypt
                        Clear Sign
                        Include Certificate Chain Without Root Cert
                        Include Certificate Chain and Root
                        Encrypt Temporary Buffers
                        Signed E-mail Certificate Inclusion
                        BCC Encrypted E-mail Forking
                        Include S/MIME Capabilities In Message
                        Copy Recipient Headers
                        Only use Smart Card
                        Triple Wrap Encrypted Mail
                        S/MIME Encryption Algorithms
                        S/MIME Signing Algorithm
                        Use Key Identifier

            Tasks
                        Minutes In A Day
                        Minutes In A Week

            User Privacy
                        Content Filtering Options
                        Filtering Mode

            View Settings
                        Maximum View Rows

Customization
            Apply a default theme to this server
                        Force a Default Theme For Your Users 

            Server-wide feature support
                        Calendar
                        Contacts
                        Tasks
                        Journal
                        Notes
                        Public Folders
                        Reminders
                        New mail pop-up
                        Premium Client
                        Spell Check
                        S/MIME
                        Search Folders
                        Auto Signature
                        Rules
                        Themes
                        Junk E-mail filtering

Here, in figure 2, is an example of one of the other screens that can be reached via these hyperlinks.  In this case it is the ‘Server-wide feature support’ menu item.
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Fig. 2: The ‘Server-wide feature support’ options

Most of the settings under the main page heading ‘Administration’ are likely to be used only for troubleshooting email issues, and I would suggest that it is better to leave most of them alone until you really need to change something. The ones under the heading ‘Customization’, however, are more interesting, since they provide an easy way of setting the default OWA Theme, and selectively hiding certain folders and messaging features from the end user.

Here (figure 3) is a screen capture if the ‘Apply a default theme’ page. You can choose from the list of available themes, and your selection is even previewed so that you can see what it will look like in use.
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Fig. 3: The ‘Apply a default theme’ option

Both the ‘Features’ page settings (an OWA feature known as Segmentation), and the Default Theme settings have previously required manual manipulation of the registry.

So, in conclusion, if you need to make changes to your OWA interface, then this new utility is the way to go. The list of configurable options covered by the utility may not yet seem comprehensive, but it covers all of the currently known OWA 2003 registry ‘tweaks’.

Managing Users & Distribution Lists
Exchange Recipient Types
The term Exchange recipient is used to define any mail or mailbox-enabled object in Active Directory that is used for the purpose of sending or receiving e-mail within an Exchange organization.  Exchange recipients, which include users, contacts, and groups, are at the core of the Exchange messaging system.  You use the Exchange Task Wizard to perform most of the recipient administration tasks.  You can also use other tools to automate the management of Exchange-related Active Directory objects.

Exchange Recipient Types

	User Recipients
	Mailbox-Enabled
	· E-mail address created

· Displayed in address lists

· Can send and receive e-mail

· Can store e-mail on the Exchange server

	
	Mail-Enabled
	· E-mail address created
· Displayed in address lists

· Can receive e-mail at an external e-mail account

	Contact Recipients
	Mail-Enabled
	

	Group Recipients
	Mail-Enabled
	· E-mail address created
· Displayed in address lists

· E-mail forwarded to all members who have valid e-mail addresses defined in Active Directory


User recipients
Mailbox-enabled User:  A mailbox-enabled user has an account in Active Directory, an Exchange mailbox, and an e-mail address.  This user can send and receive e-mail messages by using the Exchange infrastructure in the organization.  For example, a normal teacher account is likely to be a mailbox-enabled user.


Mail-enabled User:  A mail-enabled user has an authentication account in Active Directory and an external e-mail address associated with it but no Exchange mailbox.  A mail-enabled user is listed in the global address list (GAL), which is the list that contains all mail-enabled and mailbox-enabled objects in Active Directory.  This enables other users to easily locate and send e-mail to a mail-enabled user even though he or she does not have a mailbox in the Exchange organization and cannot send or receive e-mail by using the Exchange infrastructure in the organization.  For example, you may create a mail-enabled user for an onsite contract employee (i.e. Shared LEA Supervisor) who require access to the network (and resources) but who want to continue receiving their e-mail through their Internet service provider (ISP).

Contact Recipients
Contacts that are configured with e-mail addresses are called mail-enabled contacts.  A mail-enabled contact is a user who has neither an authentication account in Active Directory nor an Exchange mailbox in the associated Exchange organization.  Mail-enabled contacts are visible in the global address list but receive their e-mail from an external system.  An internal user can address an e-mail message to a contact simply by selecting the contact from the appropriate address list.  For example, you might create a mail-enabled contact for a school board member who does not need access to your network but whose e-mail address you would like to include in the Exchange address list.  Performing this also provides you with a way to include the person in distribution groups that are used for mass mailings.
Group Recipients
Groups and query-based distribution groups are collections of users, groups, and contacts.  Groups that are configured with e-mail addresses are called mail-enabled groups.  You can mail-enable any type of Active Directory group, although it is recommended that you only mail-enable universal groups in multiple-domain organizations.  After a group is mail-enabled, it has an e-mail address and it appears in the address lists.  All members of the group that have e-mail addresses correctly defined in Active Directory are able to receive messages that are sent to the group’s e-mail address.  These are often thought of as Distribution Lists.

NOTE:  Query-based distribution groups are mail-enabled distribution groups that have their membership determined by a LDAP query.
System-Wide Mailbox Management

With Exchange Server 2003, the options are available to help keep your users under control.  Mailbox quota limits and automatic mailbox cleanup are a few of these options.

Implementing Mailbox Quota Limits at the Mailbox Store

1. Click on Start, All Programs, Microsoft Exchange, and then click System Manager.

2. Expand Servers, the server that the mailbox store is on, First Storage Group.

3. Right-click on Mailbox Store, and click Properties.

4. Click on the Limits tab.  When entering the amount always calculate MB’s to KB’s.  
Issue Warning
Sends notification at midnight to user that either they are about to reach their quota limit or have exceeded their limit.

Prohibit Send
Sends notification; also users are not allowed to send, however, they can still receive e-mail messages.

Prohibit S/R
Sends notification; user cannot send or receive any e-mails until their mailbox is within the quota limits.

5. Enter your quota limits accordingly.  At a later time, you can assign user level quota for those who will need larger mailboxes.
6. Click Apply, and then OK to return to the Exchange System Manger.

Mailbox Cleanup System Policy

Many users often delete e-mails and forget to cleanup their Delete Items or Sent folders.  These of course do count towards a users mailbox quota limit.  Follow the steps below to create a policy that will clean up these folders automatically.
1. Click on Start, All Programs, Microsoft Exchange, and then click System Manager.

2. Expand Recipients.

3. Right-click on Recipient Policies, and click New Recipient Policy.

4. Select Mailbox Manager Settings.

5. Enter Mailbox Cleanup for the policy name.  A name must be given before you can start editing the new policy.

6. Click the Modify button to the lower left of the window.
7. Accept the defaults on the pop-up box, and click OK.

8. Click OK to the next pop-up.  This is in regards to mailboxes that might already exist.  

9. Click on the Mailbox Manager Settings (Policy) tab.

10. From the drop-down list at the top select Delete Immediately.

11. Uncheck all of the items except Deleted Items and Sent Items.

12. Click once on Sent Items and then click the Edit button.

The default is to automatically delete anything older than 30 days AND that is 1MB or larger.  Items that are smaller than 1MB and are older than 30 days will not be deleted.  To delete ANYTHING that is 30 days or older, simply uncheck the Message Size option.

13. Set your cleanup settings according to your district needs.

14. Perform steps 12 & 13 for the Deleted Items option.

15. If you wish to have a report of the mailbox cleanup be sent to the user, check the box next to Send notification mail to user after processing.

16. Click Apply, and then OK.
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Managing Mail-Enabled Groups (Distribution Lists)
Group Types

There are two types of groups available in Active Directory – security groups and distribution groups.  Security groups are used to grant access to resources.  Distribution groups are used only for e-mail.  Both types of groups can be mail-enabled.

· Security Groups – Security groups in Windows are used for security-related purposes, such as granting permissions to network resources, such as shared folders or public folders.  You can mail-enable security groups and use them to send e-mail messages to multiple users.  Sending an e-mail message to a group sends the messages to all mail-enabled and mailbox-enabled members of the group.

· Distribution Groups – Distribution groups are used only for sending e-mail messages to groups of users.  You cannot grant permissions to distribution groups.  Therefore, you can not use the same distribution group for your e-mail needs and assign access to network resources.
One thing that a Mail-Enabled Group can be used for, security wise, is to restrict access to a SMTP connector.  See the table of contents for the

Group scopes and their effect on messaging capability

Before you mail-enable Active Directory groups, you must have a clear understanding of the effects of group scope on the messaging capability of these groups.  Altogether, there are three scopes for groups – domain local, global, and universal:

· Domain local group – The membership of this group is not published to the global catalog server.  This means that Exchange users cannot view the full membership of a mial-0enabled domain local group when their user accounts are located in domains other than the domain on which the group exists.

· Global group – The membership of this group is not published to the global catalog server.  This means that Exchange users cannot view the full membership of a mail-enabled global-group when their user accounts are located in domains other than the domain in which the group exists.
· Universal group – The membership of this group is published to all global catalog servers in a forest.  This means that Exchange users in any domain can view full membership of mail-enabled universal groups.  If you have multiple domains in your environment, it is recommended that you only mail-enable universal groups and not domain local or global groups.
Security Mail-Enabled Groups (Distribution Lists)
In certain situations, you might want to limit access to your mail-enabled groups to only members of the group.  For example, if you have a mail-enabled group that is intended for a particular purpose, such as receiving customer feedback from external customers, you might want to limit the number of unwanted internal messages sent to this group.  Similarly, you might want to prevent users from sending messages to certain mail-enabled groups, such as mail-enabled group that is reserved for management or a mail-enabled group that includes all recipients in the organization.

There are two ways to limit access to a mail-enabled group:

· Hiding a mail-enabled group – When you hide a mail-enabled group, it will not appear in Exchange address lists.  Users will not be able to look up the mail-enabled group and select it to send e-mail.  However, users can still use the SMTP address of the mail-enabled group to send messages to it.

· Restricting access to a mail-enabled group – You can limit who can send mail to a mail-enabled group by specifically identifying the users who can send messages to the group or by explicitly prohibiting certain users from sending messages to the group.
Creating Distribution Lists

It is best to do this step after the Basic AD Structuring for K12 has been completed.

1. Click Start, Administrative Tools, then Active Directory Users and Computers.
2. Go to the Organizational Unit (OU) that you would like your distribution list to reside in.
3. Right-click on the OU and click New, then Group.
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4. Enter in the name that you would like to give the distribution list.

5. If your environment will have multiple domains in a forest, change the Group Scope type to Universal.

6. Under Group type, select Distribution, click Next. 
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7. Check the Create an Exchange e-mail address box.  Notice that the space that was in “All Faculty” was removed, making the alias AllFaculty.

8. Click Next then Finish.

9. To add users to the distribution list, you can either double-click on the Distribution Group, click on the Members tab, then click Add or you can go to that users account and click on the Members Of tab and add them to the group.  Users must have a valid account in Exchange in order to receive mail sent to the distribution group.

Restricting Distribution Lists to Authorized Users

Submissions can be restricted to a limited number of users through the standard Windows Discretionary Access Control List (DACL). This feature prevents non-trusted senders, such as unauthorized Internet users, from sending mail to an internal only distribution list. An example of this would be an All Faculty distribution list which should not be available to anyone outside the school (by spoofing or otherwise). Also, by restricting a group like this to users such as Superintendents, Principals, and Secretaries, you can keep teachers from sending chain letters to the rest of the faculty.   Everything needing to be sent to the list would have to be sent to an allowed user to be submitted to the list.

Note: Restricted distribution lists will only work on the bridgehead servers or SMTP gateway servers running Exchange 2003. 

To set restrictions on a distribution list 

1. Click Start, Administrative Tools, and then click Active Directory Users and Computers. 
2. Expand the organizational unit that the distribution group resides in.

3. Right-click the distribution list for which you want to restrict submissions, and then click Properties. 
4. Click the Exchange General tab. 
5. Under Message Restrictions, under Accept messages, select one of the following options:

· Click From everyone to allow anyone to send to this distribution list. This includes anonymous users from the Internet. 

· Click From authenticated users only to allow only authenticated users to send mail to this distribution list. 

· Click Only from to specify a select set of users or groups that can send to this group and then click Add to specify the users or groups that you want to permit to send mail to this distribution list. 

· Click From everyone except to allow everyone but a select set of users or groups to send to this distribution group and then click Add to specify the list of users or groups that you want to restrict from sending to this distribution list.
Setting Up Internal-Only E-Mail
By using a Mail-Enabled Group we can restrict access to the SMTP connector to block outbound e-mail messages for a specific set of users.  
In turn we also need to stop users from getting live @*.k12.ar.us e-mail addresses.  This will keep the restricted users from getting inbound e-mail messages. This can be accomplished by using a recipient policy.
1. Click Start, Administrative Tools, and then click Active Directory Users and Computers.
2. Create a mail-enabled group called Internal Only E-Mail.  Wait a few moments for the Recipient Update Service to assign the e-mail address to the new mail-enabled group.

3. Double-click on the Internal Only E-Mail group to bring up its properties.

4. Click on the E-mail Addresses tab.

5. Uncheck the Automatically update e-mail addresses based on recipient policy option.

6. If there is a SMTP e-mail address with a live Internet domain name edit it so that it is InternalOnlyE-Mail@YourDomain.Local.

7. Click on the Exchange Advanced tab.

8. Check the Hide group from Exchange address lists option.

9. Click on Start, All Programs, Microsoft Exchange, and then click System Manager.

10. Expand Recipients.

11. Right-click on Recipient Policies, and click New Recipient Policy.

12. Select E-Mail Address as the policy type.

13. Name the policy Internal Only E-Mail.

14. Click on the E-Mail Addresses (Policy) tab.  Verify that the SMTP address is @yourdomain.local.  If the SMTP address is a live K12.AR.US address, edit the address accordingly.

15. Click on the General tab, and then click the Modify button.

16. In the Find Exchange Recipients dialog box, in the General tab, uncheck all options except for Users with Exchange mailbox.

17. Click on the Advanced tab.

18. Click on the Field drop-down box, select User > Member of.

19. The condition should be Is (exactly).
20. In the value field you must enter the full LDAP syntax for the new group. 

Ex:  CN=Internal Only E-Mail,OU=Distribution Lists,DC=YourDomain,DC=Local

21. Click the Add button to place the criterion in the Condition list, and then click OK.

22. Click OK to the pop-up notification.

23. Click Apply, and then OK.

24. In the Exchange System manager, expand Administrative Groups, First Administrative Group, Routing Groups, and then Connectors.

25. Right click on the SMTP Connector that is responsible for your e-mail domain name, and then click Properties.

26. Click on the Delivery Restrictions tab.

27. Under Reject messages from, click the Add button.

28. Enter the Internal Only E-Mail group, and then click Apply and OK.

29. Make all users and user templates members of the Internal Only E-Mail group.
To give a user access to external e-mail, simply remove the user from the Internet Only E-Mail group.

If a user already has a K12.AR.US e-mail address, the address will have to manually be removed from the account or edited.  This includes users who are removed from the Internet Only E-Mail group and then added back.

Managing Users
Creating a mailbox-enabled User (Network Login w/ Exchange Mailbox)
1. On an Exchange 2003 Server, sign in to Active Directory Users & Computers.

2. Right-click the OU that you wish to create the new account under, point to New, and then click User.

3. Enter the user name information accordingly, and then click Next.

4. Enter the password information accordingly, and then click Next.

5. Verify that the Create an Exchange mailbox check box is enabled.  From the Server list, select the server that you wish to create the mailbox on.  From the Mailbox Store list, select the Mailbox Store that you wish to create the mailbox in, and then click Next.

6. Click Finish to create the user account.
A mailbox will not show up for the user until either a mail item has been received or the user has signed into his/her mailbox.

Creating a mail-enabled User (Network Login w/ External E-Mail Address)

1. In Active Directory Users & Computers, right-click the user that you would like to mail-enable, and click Exchange Tasks.

2. Click Next at the Welcome Wizard.

3. Select Establish E-Mail Address, and then click Next.

4. On the Establish E-mail Address dialog, click the Modify button.

5. Select SMTP Address, and then click OK.

6. Enter the users’ external SMTP e-mail address, and then click OK.

7. Click Next, and at the completion screen click Finish.

Creating a Contact

1. On an Exchange 2003 Server, sign in to Active Directory Users & Computers.

2. Right-click the OU that you wish to create the new account under, point to New, and then click Contact.

3. Enter the user information accordingly, and then click Next.

4. On the New Object - Contact dialog, click the Modify button.

5. Select SMTP Address, and then click OK.

6. Enter the users’ external SMTP e-mail address, and then click OK.

7. Click Next, and at the completion screen click Finish.

Configuring Mailbox Quota limits on individual users
1. In Active Directory Users and Computers, right-click the user that you want increase/decrease the limits on, and then click Properties.

2. Click the Exchange General tab.

3. Click Storage Limits.

4. Clear the Use mailbox store defaults check box.

5. Adjust limits accordingly.

6. Click OK twice.

Hiding a user from the Address Lists

1. In Active Directory Users and Computers, right-click the user that you want increase/decrease the limits on, and then click Properties.

2. Click the Exchange Advanced tab.

3. Check the Hide from Exchange address lists check box.

4. Click OK.

Rename a user (i.e. Teacher changes last name)

1. In Active Directory Users and Computers, right-click the user and click Rename.

2. Type the new name for the user.

3. In the Rename User dialog box, in the Last name box, enter the correct last name.  In the User logon name box, enter the new login, and the click OK.

4. In the Details pane, right-click the user and then click Properties.

5. On the Exchange General tab, in the Alias box, type the new login name for the user.

6. On the E-mail Addresses tab, click New.

7. In the New E-mail Address dialog box, click SMTP Address, and then click OK.

8. In the E-mail address box, enter the new e-mail address for the user, and then click OK.

9. Right click on the new e-mail address, and then click Set As Primary.

Configuring Send on Behalf permissions by using AD Users & Computers

1. In Active Directory Users and Computers, right-click the user that you want increase/decrease the limits on, and then click Properties.

2. Click the Exchange General tab.

3. Click the Delivery Options button.

4. Click the Add button.

5. Enter the name of the designated user, and click the Check Names button. Once the name is properly underlined, click OK.

6. Click OK.

Removing a users mailbox

1. In Active Directory Users & Computers, right-click the user that you would like to mail-enable, and click Exchange Tasks.

2. Click Next at the Welcome Wizard.

3. Select Delete Mailbox, and then click Next.

4. At the completion window, click Finish.

* - By default, deleted mailboxes are retained for 30 days.  This allows a mailbox to be reconnected to another user account.  With Mail-Enabled users and Contacts, there is not a mailbox to retain.  Therefore, once a Contact or E-Mail address (Mail-Enabled) has been deleted, you must go through the same steps to recreate them as specified on page 66.
Reconnect a mailbox to a new or existing Active Directory account

1. In the Exchange System Manager, browse to the Mailbox Store, and then click Mailboxes. 

2. Right-click on the mailbox that you would like to reconnect, and then click Reconnect.

3. In the Select a new user for this mailbox dialog box, type the name of the new Active Directory user that will use the existing mailbox, and click the Check Names button.  Once the name is properly underlined, click OK.

Click OK when you are notified that the operation completed successfully.
Public Folders
Public Folder Overview

Introduction
A public folder is a repository for different types of information, such as email messages, text documents, and multimedia files, all of which can be shared with users who are in the Exchange Server 203 organization.  You can also share data in public folders, using Network News Transfer Protocol (NNTP) and Hypertext Transfer Protocol (HTTP), to users who are outside of the Exchange Server organization.

Storage and Structure

Public folders are contained in pubic folder stores.  Each mail-enabled public folder has a directory entry in Active Directory.

The public folder listing that is viewed by the client is arranged in a tree structure that is called a public folder tree.  Any public folder that contains subfolders is referred to as a parent folder; the public folders that are contained within a parent folder are referred to as child folders.  Public folders that are created at the root of a public folder tree are referred to as top-level folders.

Management Tools

You create and manage public folders by using either Exchange System Manager (ESM) or Outlook 2003.  You would use the ESM to manage all public folder attributes;  you can use Outlook 2003 or the HTTP client, OWA, to create and perform some basic configuration of public folders.

What are System Folders?
Standard public folders are visible and accessible to users of your Exchange organization.  Some public folders are created during the Exchange Server 2003 installation and used for internal processes of your Exchange servers.  These folders are the Exchange system folders.

Exchange system folders are hidden by default.  To view the Exchange system folders you must open the Exchange System Manager, browse to Administrative Groups\your_administrative_group\your_server\Folders\Public Folders and right-click to select View System Folders.

The following are examples of system folders created on a computer running Exchange Server 2003:

· EForms Registry stores Outlook forms to ensure availability from any Exchange client.

· Events Root is used by the Exchange Event service and is provided on Exchange Server 2003 for backwards compatibility.

· Offline Address Book ensures the availability of an offline version of an Exchange address list to mobile users.

· Schedule+ Free Busy allows users to easily access Free/Busy schedule information for other users of the organization to ensure that users do not create conflicting appointment items with co-workers.

Public Folder Objects in Active Directory
Mail-enabled public folders
To allow users to send e-mail messages to public folders, the folder must be mail-enabled.  A mail-enabled public folder has a corresponding object created in Active Directory and can appear in the global address list (GAL).

After you mail-enable a public folder:

· The System Attendant connects to Active Directory and creates an object for the public folder in the Microsoft Exchange System Objects container.

· A directory entry exists with a name of Folder Name.  users with access to Active Directory can use the mail address properties of the object to send e-mail to the public folder.

· Additional property pages are available for the public folder in Exchange System Manager.  They are E-Mail Addresses, Exchange General, and Exchange Advanced.

· The folder appears in the global address list for clients, such as Outlook.

You can configure public folders to appear as a mail recipient in Active Directory.  To accomplish this, mail-enable a public folder by right-clicking the public folder in Exchange System Manager, selecting All Tasks, and clicking Mail Enable.

Public Folder Administration Tools

Most messaging administrators use the Exchange System Manager (ESM) to manage public folders and the public folder content.  Along with ESM, other tools are available to manage public folders.  In some cases, an organization may be better served to use other public folder management tools to perform advanced or batch configurations.

Exchange System Manager (ESM) is the primary administrative tool for managing public folders.  The public folder management tasks that you can perform by using ESM include:
· Viewing all available public folder trees, as well as the folders that are contained in each tree.

· Creating and configuring public folders.



NOTE:  When you create a public folder in ESM, the public folder can only contain mail and post items.  If you use Outlook or Outlook Web Access to create public folders, you have a choice about what type of items will be placed in the public folder.



· Mail-enabling a public folder, which creates an e-mail address and an Active Directory public folder object.

· Configuring the security settings for a public folder.

· Searching for a public folder.

· Viewing the status of a public folder, including information about servers that have a replica of the folder and the number of items that are in that folder.

· Viewing replication information about a public folder.

· Viewing and modifying public folder contents.

Top-Level Public Folder Creation
Introduction

A top-level folder is a folder created directly under Public Folders, the highest level object in the default public folder tree.

Reasons for controlling top-level folder creation

Controlling the creation of top-level folders in any public folder tree enables you to organize the folder structure so that it is easy to browse and manage.  If you allow all users to create top-level folders, your public folder tree can quickly become a large list of folders that is difficult to browse or manage.  Also, replicating a large list of public folders may cause excessive network traffic, thereby resulting in a network overload.



NOTE:  In Exchange Server 2003, only Exchange Server administrators have the right to create top-level public folders by default.



Public Folder Client Permissions

Limiting access to public folders

By default, in the default public folder tree, all users have Author permissions to public folders.  This permission allows any users with an Exchange Server mailbox to add or modify content in the public folder.

However, you can modify user permissions or client permissions, by assigning roles to users, thereby controlling users’ access to public folders and the contents of the public folders.  You can modify user permissions by using either ESM or Outlook.  Because Outlook cannot access folders in general-purpose public folder trees, all client permissions for folders that are defined in general-purpose public folder trees must be configured by using ESM.

Roles and Permissions

For users to access public folders in the default public folder tree, you must grant them client permissions.  Client permissions to access folders that are in the default tree are managed by using roles.
A role is essentially a permissions template that grants to clients the permissions that they need to access folders and folder items.  Selecting a role in the Client Permissions dialog box displays the specific permissions that are associated with that role.  Permissions to access folders in a general-purpose public folder trees are granted in Exchange System Manager and are not role-based.  These permissions follow the same guidelines as standard Microsoft Windows permissions.

Rules for applying client permissions

Client permissions are applied to a user based on the following rules:

· If the user is explicitly granted permissions to the public folder, only those granted permissions are applied to the user.

· If the user is a member of a security group that has permission to the public folder, the user’s permissions are the least restrictive of either the group permissions or the default permissions for the public folder.

· If the user is a member of multiple security groups, the user’s permissions are the least restrictive of either the default permissions or the highest level of permissions that are allowed among all security groups of which the user is a member.

Public folder permission roles

The following table describes the permissions granted to each role.

	Roles
	Permission

	Owner
	All rights in the folder.  Create, Read, Modify, Delete all items and files, Create Subfolders.  The owner can also change permission levels that other users are assigned for the folder.  The owner is also the public folder contact.  The public folder contact receives administrative notifications for the public folder.

	Publishing Editor
	Create, Read, Modify, Delete all items and files, Create Subfolders.

	Editor
	Create, Read, Modify, Delete all items and files.

	Publishing Author
	Create and Read items and files, Modify and Delete items and files the user creates, and Create subfolders.

	Author
	Create and Read items and files, Modify and Delete items and files you create.

	Nonediting Author
	Create and Read items and files, and Delete items and files you create.

	Reviewer
	Read items and files only.

	Contributor
	Create items and files only.  The contents of the folder do not appear.  The Contributor role is necessary to allow a user to send e-mail messages to a mail-enabled public folder.

	None
	Grants no permissions in the folder.  Use this as the default permission when you want to limit the folder audience to only users you specifically add to the Name/Role box.


* Step-By-Step Exercises

Enabling the Security Tab (Page) for all Objects

1. Click Start, Point to Run, type Regedit, and then click OK.

2. Expand My Computer, HKEY_CURRENT_USER, Software, Microsoft, Exchange, Exadmin.
3. Right-click Exadmin, point to New, and click DWord value.

4. Type ShowSecurityPage and press Enter.  Double-click ShowSecurityPage, and then enter 1 as the Value data. 
5. Click OK and close the Registry Editor.
Assigning permission to create top-level folders

The high-level steps to grant permission to create top-level folders are as follows:
1. Use ESM to locate the Organization object or the administrative group that contains your public folder tree.

2. On the Security tab, add appropriate accounts as needed, and then clear or select the Allow check box for Create top-level public folder permission for the accounts for which you want to configure permissions.

Planning for and Recovering from Disasters
Backing Up Exchange Server 2003
Preparing for disaster recovery

To prepare for disaster recovery, follow these guidelines:

· Maintain a copy of backup procedures.  Maintain a copy of your backup procedures, of your configuration information, and of all the appropriate repair disks in the same room with each server that you will need to back up.
· Verify that you have enough capacity on your hard disk or disks to restore both the database and the log files.  Remember that a full weekly backup plus one week of transaction log files might be more than your server can store.  The requirement for free hard disk space depends partly on how many log files are generated during each week.
· Avoid using circular logging.  Remember that circular logging automatically overwrites transaction log files after the data that those files contain has been fully committed to the database.  Although circular logging reduces disk storage space requirements, when circular logging is enabled, you cannot perform either differential or incremental backups, and you cannot recover to the point of failure.  You should not enable circular logging on servers that contain data that must be recovered to the point of failure.
· Plan to back up mailbox stores as often as possible.  Ideally, you should perform a full online backup of entire storage groups that contain mailbox stores once each business day.
· Plan to replicate or back up critical public folders.  Ideally, you should replicate these folders at least once each business day if you have multiple public folder servers, or back up the public folder store once each business day if you only have one server or a dedicated public folder server.
· Plan to keep a copy of your data backup sets at an offsite location.  In the event of a disaster that destroys your building, you need to be able to access the backup information from an offsite location.
· Monitor the Exchange Server environment.  Some disasters, such as hardware failure, are preventable by proactively monitoring the Exchange Server environment.  Check the event logs regularly, and monitor the performance of the Exchange servers.
· Test the disaster recovery plan.  As part of the normal Exchange Server operations, test the disaster recovery plan.  Although you might not be able to test a complete disaster recovery, you should test as many parts of the plan as possible.
Software Considerations

If you select products that limit your ability to provide the adequate recovery of your Exchange servers, your disaster recovery service levels will not be achieved.  Verify that the software support for Exchange Server’s API-based online backups is available.  Most products that support Exchange Server implement these APIs – some better than others.

Windows Backup (NTBACKUP.EXE) can be used to perform online backups of Exchange Server data.  During an Exchange Server 2003 installation, Windows Backup is updated to support the Exchange Backup API.  

Some third-party applications may provide the ability to back up individual Exchange Server mailboxes.  This type of backup is called Mailbox-level or Brick-level backup.  Windows Backup is NOT capable of performing mailbox-level backups.  Although it provides the easiest method for restoring individual mail messages or mailboxes to an Exchange Server, a mailbox-level backup requires a large amount of server resources when establishing individual MAPI calls to backup individual mailboxes.  However, many organizations choose to purchase mailbox-level capable backup software for the added flexibility and speed of restore capabilities.

Types of Backup Strategies

You can use Windows Backup to implement different backup strategies, or you can use a third-party backup tool that is supported for Exchange Server 2003.  The backup strategies that you can choose from include: full, full plus incremental, full plus differential, and copy backups.  Each backup strategy has advantages and disadvantages in terms of data storage, performance, and time requirements.  The backup strategy that you choose will have a direct impact on the restore process.

Full Backups

Full backups perform online backups of both the database files and the transaction log files.  At the completion of a full backup of a storage group, transaction log files that have been committed to the Exchange Server database are deleted from the server.



NOTE:  Committed transaction log files are only deleted upon a successful completion of an Online backup.  If the backup begins, but does not complete successfully, the transaction log files will not be deleted.



Full plus incremental
You can also choose to perform a full backup periodically and to supplement the periodic full backup by performing an incremental backup each day between full backups.  The incremental backup captures ONLY the data that has changed since the last full or incremental backup.  This backup strategy copies only the transaction log files (not the database files themselves) and it is not useful if you have enabled circular logging.  As with the full backup, transaction log files are purged from the server at the completion of an incremental backup of a storage group.

This backup strategy is used for large databases that have a large amount of daily activity.  However, recovery using this strategy requires the tape sets from the last full backup and ALL subsequent incremental backups.  Because these log files are still needed to be written to the database after the recovery is complete, a database recovery can take much longer with this strategy than a full backup.

Full plus differential

You can also choose to perform a full backup periodically and to supplement the periodic full backup with a daily differential backup.  With this strategy, all log files are backed up each day.  This backup strategy copies only the log files  that have changed since the last full backup (and not the database files) and ti is not useful if you have enabled circular logging.  Transaction log files are not deleted from the server at the completion of a differential backup.

The main advantage of this strategy is that there is only one tape set for the log files.  This means that after the last full backup is recovered, on the single tape set needs to be recovered.  But as with the full plus incremental backup, all of the log files will need to be recovered before the databases can be mounted.

Copy backups

A copy backup is the same as a full backup, except that no file marking is performed to provide a context for incremental or differential backups.  Therefore, performing an incremental backup after performing a copy backup is equivalent to performing the same incremental backup before the copy backup.  You can use a copy backup to create a full backup of Active Directory or of the Exchange Server store without disturbing the stat of any scheduled incremental or differential backups.  Transaction log files are not deleted from the server at the completion of a copy backup.

Normally, a copy backup is not used for database recovery purposes.  Because the log files are not saved with the backup, the copy backup only allows recovery to the time of the backup.  This is not a recommended backup strategy unless your server has circular logging turned on.  Microsoft does not recommend that circular logging be turned on in a production environment.

Performing an online backup
The high-level steps for performing an online backup of a storage group are as follows:

1. Start the Windows Server 2003 Backup tool (ntbackup.exe).

2. On the Backup tab, browse to the storage group you want to back up on your server by expanding:

· Microsoft Exchange Server

· Your Server Name

· Microsoft Information Store

3. Select the check box for the storage group you want to back up.

To ensure that previous transaction log files are purged from the local hard disk, ensure that all stores in the storage group are backed up in the same backup job.  If a single store from the same storage group is omitted during the backup job, transaction log files will remain on the Exchange Server hard disk.

Restoring Exchange Server Data Using a Recovery Storage Group
For greater flexibility in restoring mailboxes and mailbox databases, Exchange Server 2003 has a Recovery Storage Group feature.  By using this tool, you can recover an entire store and, indirectly, just a single mailbox or message.

You must create a Recover Storage Group on your Exchange server before recovering data.  If you restore databases without creating a Recovery Storage Group, the data will be restored directly to the original databases.

To restore mailbox data (High-level step process)

1. Create the Recovery Storage Group.

2. Add the mailbox store to the Recovery Storage Group.

3. Restore the mailbox database to the Recovery Storage Group.  Mailboxes in the Recovery Storage Group are disconnected and are not accessible to users by using mail clients.

4. Mount the mailbox store in the Recovery Storage Group.

5. Merge the mailbox data from the restored database to the original database.

Guidelines for Restoring Exchange Server Stores

In some cases you may need to recover a single mailbox store or several mailbox stores on an Exchange server. You can use the Windows Server 2003 Backup tool, or your third-party backup software, to restore the stores that you want to recover.

Apply the following guidelines when restoring Exchange Server stores:

· Verify that the Microsoft Exchange Information Store service is running to recover one or more stores.

· Verify that the Exchange Server store or stores that you want to restore are dismounted.

· Understand how signature files are used to prevent accidental replaying of log files.

· Minimize the need for performing restore operations by implementing methods of data retention and fault tolerance.
Process for Restoring an Online Backup
Before performing a restore from an online backup, you should make a copy of all existing database files, even if these files are damaged.  Until your backup set is fully restored and verified, do not assume that your store has been successfully restored.

When you are restoring from a backup set, your current database files are overwritten as soon as the process begins.

The Microsoft Exchange Information Store service manages the restore operation.  After you dismount the store or stores and start the restore operation:
· Replaces the existing database files with the restored database files.

· Copies the log files that are on the tape into a temporary log directory.

· Checks the log file signature of all temporary log files.

· Replays and applies the restored log files to the database.

· Replays and applies the active storage groups log files to the database.

· Deletes the log files from the temporary log directory.      
Options for Restoring an Offline Backup

There are two methods for restoring an offline backup of Exchange Server databases; a point-in-time restoration or a roll-forward restoration.  To perform either of these restorations, make sure that the databases in the storage group that will be restored are dismounted and consistent.
Point-in-time restoration method

A point-in-time restoration method is when the database is restored but no log files are replayed into the database.  All of the data that was created after the backup is lost.               

You use a point-in-time restoration method to restore from an offline backup when circular logging is enabled on your Exchange Server.  Because circular logging reuses log files, all the log files that are required to update your database are not available and you are only able to restore to the point in time at which the backup was made.

Roll-forward restoration method
A roll-forward restoration is when the database is restored and the log files that were created after the backup are replayed into the database.  If all of the log files are available, all of the data that was created after the backup can be preserved.  For roll-forward restorations, all of the log files that were created after the time that the backup was taken must exist (including the current E0n.log).  The checkpoint file must be deleted.  You must shut down all the other databases in the storage group.

You use a roll-forward restoration if you do not have circular logging enabled on your Exchange server.  This restoration allows you to replay your log files into the restore database and make it current.
* - Step-By-Step Exercises
Restore a mailbox store

1. In Exchange System Manager, expand Servers, expand your server, expand First Storage Group (or the group you are going to be restoring), and then click Mailbox Store (Your Server).

2. In the console tree, right-click Mailbox Store (Your Server) and then click Properties.

3. In the Mailbox Store (Your Server) Properties dialog box, on the Database tab, click This database can be overwritten by a restore and then click OK.

4. Right-click Mailbox Store (Your Server), click Dismount Store, and then click Yes to continue.

5. Click Start, point to All Programs, point to Accessories, point to System Tools, and then click Backup.

6. In the Backup or Restore Wizard, on the Welcome to the Backup or Restore Wizard page, click Next.

7. On the What to Restore page, click the Browse button to find and select your backup file, in the Items to restore box, expand File, expand ServerName\Microsoft Information Store\Storage Group Name.

8. In the right pane, click Mailbox Store (Your Server), and then click Next.

9. On the Restore Database Server page, in the Temporary location for log and patch files box, type the location of your temp folder and select the Last Restore Set (Log file replay will start after this restore completes.) check box, select Mount Database After restore check box, and then click Next.

10. On the Completing the Backup or Restore Wizard page, click Finish.
Verify a successful restore

11. When the restore is complete, in the Restore Progress dialog box, click Report.

12. In the log, verify that no errors are listed, and then close the log.

13. In the Restore Process dialog box, click Close.

14. Log into Outlook/OWA to verify messages/mailbox content is available.

Recover a deleted message from Outlook Web Access

1. In Internet Explorer, Log into Outlook Web Access.

2. Click Options, scroll down and click Recover Deleted Items, and then click View Items.

3. Select the message that you want to recover, and then click Recover.
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