BACKUP AND RESTORE SCCM 2012 (R2) PRIMARY SITE

This document is intended to provide the understanding of the general case backup requirements of
SCCM 2012 (R2), a sample backup strategy, and performing a restore of the site. Backing up the SCCM
site process avoids loss of critical data ensuring that sites and hierarchies are restored with the least
amount of data loss. Before the backup process is started on SCCM server, a few things should be kept
in mind:

- SMS Writer service must be running for the process to complete successfully
- Backup schedule should be configured for an appropriate time that is outside active working
hours to avoid any service disruptions.

The built-in Backup Site Server maintenance task performs backup of the following items:

- Configuration Manager Installation directory on site server
- NAL and SMS registry keys on the site server

- Master control file for the primary site

- Configuration Manager site database

- Information about the Content Library files

Some items are not saved automatically by the maintenance task and should be considered for inclusion
in manual backup tasks. Items that are NOT backed up by the Backup Site Server maintenance
automatically are:

- Package, Software, and Driver source files

- User State Migration Data (if applicable)

- Any custom reports and extensions used to create them (if applicable)

- The content library stored in the <SMS-Drive:>\SCCMContentLib folder

Home Share View Manage v 0

© _— |uJ v ThisPC » SCCM(E) » v c,| [ Search sccM () 2 |
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- Favorites -

B Desktep downloads 2/18/2015 1:56 PM File folder
& Downloads . Microsoft Configuration Manager \ 5/12/2015 8:46 AM  File folder
15l Recent places . Remotelnstall 312/ File folder

. SCCM_Backup 5/12; File folder

18 This PC . SCCMContentLib 2/18/2015 212 PM File folder
. SM5_CCM 1/2015 3:48 PM  File folder

?! Metwork . SMS_SRSRP 2015 349 PM  File folder
. SMSPKG 8/2013 2216 PM  File folder

. SMSPKGES 18/2015 213 PM File folder

. SMSPKGSIG 18/2015 2:38 PM File folder

. SMSSIGS /18/2015 238 PM  File folder

\_ /" SoftwareDistribution _/ 2/20158:05 AM  File folder

. wsus (2014 4:37 PM File folder
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BAackupP SCCM 2012 (R2) SITE SERVER

To configure the built-in Backup Site Server maintenance task, launch the SCCM 2012 (R2) management
console. On the bottom left of the screen, select the Administration tab and expand Overview, if not
already expanded. Expand Site Configuration, select Sites and on the right plane click on the name of
the primary site**. On the top toolbar click on Site Maintenance.

**0Only backup of Central Administration Site OR Primary Site is supported. There is no backup support for Secondary Sites.
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Add Site Create Site Hierarchy Saved site | Settings Set Security Properties
System Roles System Server Settings Searches = . - 9 Scopes
Create Sites Search Classify Properties

[ (— =4 |% % » Administration » Overview » Site Configuration » Sites
Administration < Sites 1 items
4 W‘i Owerview Search

» [ Hierarchy Configuration lcan Name Type Server Name

5] PSD - Pukblic Schanl Nist  Brimars cits SCCM-A-1 srhosl local

» [ Cloud Services
4 || Site Configuration
B3 Sites

EL Servers and Site System Roles
K Client Settings
¥ [ Security
53 Distribution Points
3& Distribution Point Groups
» [ Migration

# Assets and Compliance
ﬁ Software Library

_.J Monitoring

Tl Administration

Public S&ool [

General

Site Code:
Server Name:
Install Directon
Build Number:
State:

p_L Add Site System Roles

W Create Site System Server

ﬂ'ﬁ Create Secondary Site
Retry Secondary Site

Recover Secondary Site

Upgrade
Show Install Status
i Refresh Fs
Delete Delete
Eﬁ Configure Site Components 3

‘& Client Installation Settings 3

@ Status Filter Rules

@ Set Security Scopes

m Properties

This should open the Site Maintenance window and a list of pre-defined tasks should be seen. Right
click on the task Backup Site Server and select Edit.

Site Maintenance

Caorfigure the list of maintenance tasks for this site.

Name

5| Backup Site Server
|4 Check Application Tile with Inventory Information
4 Clear Install Flag

[l Delete Aged Application Request Data

[ Delete Aged Client Operations

|4 Delete Aged Client Presence History

[ Delete Aged Collected Files

:jg'| Delete Aged Replication Summary Data

[ Delete Aged Replication Tracking Data

[ Delete Aged Software Metering Data

:jg'| Delete Aged Software Metering Summary Data

<l
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On the Backup Site Server Properties window, select Enable this task. After enabling the task click on
Set Paths* and browse to the location the backup files will be placed for the site server. Once the path is
set, set the Schedule for the backup. Set the Start after and Latest start time as per your needs**.
Select Enable alerts for backup task failures. Click on Apply and OK.

* If you set the path to a network share, Server Object must have Full Control to the Network Share and Folder Security.

**Recommended to schedule backups after hours. There is a minimum of 1 hour between Start and Latest Start.

Backup Site Server Properties X [ General
This task backs up the site database and important site server information.
General
i-. This task backs up the site database and importart site server information V] Enable this task St Pathe,
‘( Backup destination: E\SCCM_Backup |
8 coe st '
Backup destination:
APt | ] Schedule
[ Monday
Start after: [ Tuesday
12:00 AM [ [] Wednesday
Specify the locations to store the site data backup and site database backup. The site
server machine account must have full control of the destination folder. — [¥] Thursday
Latest start time: e [ Friday
1:00 AM = [+] Saturday
Destination Options [] Sunday

®) Local drive on site server for site data and database
[[] Enable alerts for backup task failures

® For additional information about data not included in the Configuration Manager backup and

() Network path (UNC name) for site data and database e e lees e e e e Tareventondre

O Local drives on site server and SGL Server

Backup destination [ESCCM_Backup | Browse: L [ok |[ Concd |[ oy |

This process will enable Backup Site Server maintenance task and schedule to run with the configured
settings. If you saved the SCCM Backup files to the local hard drive, make sure you back it up to another
location. In the next section we will discuss how to restore the site server.
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RESTORE SCCM 2012 (R2) SITE SERVER

In Configuration Manager 2012 (R2) recovery from backup is part of the installation wizard. Before the
recovery process is started make sure you have completed the following steps:

- Rebuilt the server with the same name, patched windows updates and joined to the domain

- Volume Drive letter and paths are consistent with the previous installation

- MSSQL Server instance is installed and running on the server (if applicable)

Recover File system

]

Getting Started

Specify Lacation Type
Select Backup Location
Select Server

Select Backup Date
Select Recovery Type
Select ltems to Recover
Specify Recovery Opticns

Recovery Progress

Recovery Wizard

c$ Confirmation

From backup: 5/12/201510:38 AM

Recovery items:

E:\Microsoft Configuration Manager
E:\Remotelnstall
EASCCMBackup
EASCCMContentlib
EASMS_CCM

EA\SMS_SRSRP

EASMSPKG

EA\SMSPKGES

EASMSPKGSIG

EASMSSIGS
E\SoftwareDistribution
EM\System Velume Information

Recovery destination:  E:\

Recovery option: Overwrite with recovered files

Security settings: Recover

Recover Cancel

To start the recovery process, run the setup from System Center Configuration Manager 2012 (R2)

installation media on the target server. Click on Install on the initial welcome screen.

d

System Center 2012 R2 Configuration Manager Setup

Microsoft:System Center 2012 R2

Configuration Manager

P

«

Install

(@ Restart may be required
@ Before you begin

Tools and Standalone Components

Assess server readiness

Get the latest Configuration Manager updates

Install Configuration Manager console

Download System Center Updates Publisher

Download clients for additional operating systems

Additional Resources

Release Notes

Read Documentation

Obtain Installation Assistance
Configuration Manager Community
Configuration Manager Home

Browse the Installation Media

BE |

& 2013 Microsoft Corporation. All rights reserved.
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On the Getting Started screen select Recover a site to recover the primary site.

System Center 2012 R2 Configuration Manager Setup Wizard

Getting Started

| I SN SN S E—

Available Setup Options

Setup has not detected an existing installation of site server, site system, or Configuration Manager console on this
computer.

" Install a Configuration Manager primary site
I™ Use typical installation options for a stand-alone primary site

- Install a Configuration Manager primary site
- Use default installation path
- Configure local SQL Server with default settings
- Enable a local management point for Configuration Manager
- Enable a local distribution point for Configuration Manager

" Install a Configuration Manager central administration site

" Upgrade this Configuration Manager site

% Recover a site

" Perform site maintenance or reset this site

" Uninstall this Configuration Manager site

<previous | [ Next> Cancel |

On the Site Server and Database Recovery screen browse to where the backup file location for both the
Site Server backup and Site Database backup.

System Center 2012 R2 Configuration Manager Setup Wizard

Site Server and Database Recovery Options

- ¢ | i

You can recover a site server from an existing Configuration Manager backup set or reinstall the site server. If setup has
detected an existing site installation on this computer, site server recovery settings are disabled.

(* Recover this site server using an existing backup

\ Example: \\Fileserver\Backupshare\XYZBackup or Z\Backup\X¥ZBackup
Path: " |EASCCMBackup\PSDBackup Browse..

" Reinstall this site server

You can recover the site database from an existing Configuration Manager backup set or create a new database for this
site. Alternatively, you can specify that the site database was manually recovered by using a different method, or you
can skip database recovery when the site database was unaffected by the disaster.

¢ Recover the site database using the backup set at the following location:
Example: \\Fileserver\Backupshare\XYZBackup or Z\Backup\XYZBackup

Path: |E:\SCCMEackup\PSDBa(kup Browse...

" Create a new database for this site

" Use a site database that has been manually recovered

" Skip database recovery (Use this option if the site database was unaffected)

<previous | Next> Cancel |

If the backup is valid, on the Site Recovery Information page the setup wizard will detect the primary
site. Make sure that under Recover Primary Site option the Central Administration Site connection (CAS)
field is blank if the primary site was not connected to any CAS previously
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System Center 2012 R2 Configuration Manager Setup Wizard

Site Recovery Information

- 0 |

‘When recovering a central administration site, you have the option to specify a reference primary site to use as the
authoritative source of data when you do not have an existing site backup and when conflicts occur between primary
sites in the hierarchy. This opticn is disabled when Setup has detected that you are recovering a primary site.

When recovering a primary site, you have the option to specify the central administration site to which the primary site
was previously connected. Leave this setting blank when the primary site was not previously connected to a central
administration site. This option is disabled when Setup has detected that you are recovering a central administration
site.

Select the type of site that you want to recover.
" Recover central administration site

Reference primary site (FQDN): Example: Serverl.contoso.com

¥ Recover primary site

Central administration site (FQDN): Example: Serverl.contoso.com

< Previous | Next > | Cancel

On the Product Key screen enter your SCCM Product License Key

System Center 2012 R2 Configuration Manager Setup Wizard

Product Key

" Install the evaluation edition of this product
‘When you install the evaluation edition of this product, it is fully functional for 180 days. After installaticn, you can

enter the product key from the Site Maintenance option in Setup to upgrade the evaluation editicn to the licensed
edition.

{ Install the licensed edition of this product

<Previous | [ Net> | Cancel

On the next few screen Check “l accept these license terms” and click on Next until the Prerequisites

Download screen.
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System Center 2012 B2 Configuration Manager Setup Wizard -

Microsoft Software License Terms
—

MICROSOFT EVALUATION SOFTWARE LICENSE TERMS

MICROSOFT SYSTEM CENTER 2012 H2 STANDARD —

These license torms are an agreement between Microsaft Corporation (or based on where you
live, one of its alfiliates) and you. Please read them. They apply to the evaluation software named
sbave, which includes the media on which you received i, if any. The terms aleo apply to any
Microsaft

* updates,
+ supplements,
» Intemet-based services, and
* support serices
for this saftware, unless other terms accompany those items. If so, those teems apply.

Hy using the software, you sccept these terms, If you do not accept them, do not use
the software.

B el Yorlemms sselos Blhrs svsllies

Prent License Terms

P e se P D P o

[ 1 accept these bcense teems,

<Previos || Weas Cancel

Systemn Center 2012 R2 Configuration Manager Setup Wizard

Prerequisite Licenses

Dhtirg Setup, Conbeuratan Mansger sl davnlead and stoee the follonng soltnare on the ste serves and then
mutomatically irstall the software an the site systems or client computers as required. See the
Configuration Minbger Privecy STement for mare information.

Microsoft SOL Server 2012 Express.

View the Microsoft SOL Server 2012 Express Licensa Terms

¥ | accept these License Terms.

Micresaft SOL Server 2012 Native Client
View the Microsoft SOL Server 2012 Native Client License Terms

7 1 aceept these Lenge Terms

Microsaft Sitverlight 5
This safrware will automatically update afier installation.

View the Mic iiveright 5 Licerne Terms arline

Vs the Microtaft Sbverlght § Privacy Statemant cnline

I+ | sccapt thesa Licansa Tarms snd sutomatic updates of Silverdight

sheios [ Wenr | caen |

On the Prerequisite Downloads screen select Download Required Files and browse to an empty folder
e.g. Downloads on the SCCM volume, so that additional required files can be downloaded, and click

Next

Prerequisite Downloads

use files that have been downloaded previously.

f* Download required files

System Center 2012 R2 Configuration Manager Setup Wizard

Setup requires prerequisite files. Setup can automatically download the files to a location that you specify, or you can

Example: \\ServerName\ShareName or C:\Downloads

Path: |e:\down|oad5

" Use previously downloaded files

Browse...

Path:

Downloading Server_CHT.cab ...

Configuration Manager Setup Downloader

rowse...

2 of 56 files

Cancel

- Cancel |

On the Site and Installation Settings screen notice that Site code, Site name information has already
been filled from the backup files and cannot be edited. The Installation Folder can be edited and

changed**.

**It is recommended to use the identical volume drive letter and path that was used before
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System Center 2012 R2 Configuration Manager Setup Wizard

Site and Installation Settings

Specify a site code that uniquely identifies this Configuration Manager site in your hierarchy.
Site code: PSD

Specify a site name that helps to identify the site. Example: Contoso Headquarters Site

Site name: | Public School District Site

MNote: The site code must be unigue in the Configuration Manager hierarchy and cannot be changed after you install the
site.

Installation fD\den\ |E:i\Mi(rnsnft Configuration Manager Browse...

Specify whether to install the Configuration Manager console to manage the Configuration Manager site from this
computer. You can remotely manage the site when you do not install the Configuration Manager console

I Install the Configuration Manager console

<Previous | Ned> | Canced |

On the Database Information screen everything should be left as default and click Next. On the
Prerequisites Check screen click on Run Check to make sure all prerequisites pass and there are no
errors. Click on Begin Install if the prerequisites check passed without errors.
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Wah 8 st TCP port Dynamic ports et upparted

[5CM-1 school loal

Database name:  Example: CM_XYE

Path o the S Server log fle.

[BriMicresat SGL Server\ M5SOL1I MSSOLSERVERIMSSQL\DATA

The program collects inke 5 fevsh dh & 3 whbeds
& “This imerive Conbigurati = . sy
identify o contact you.

Read the CHIP provacy statement crilne.
Read the prvacy stateswent ankne.

" Join the Customar Expenence Impravement Program
% 1 dan't want 1o jsin the prograen ot this time

Seftings:
Setup Comporent Companent Details =
Setup Type Frumary e recovery
Site Code =5
Ste Naene Pubhe Schesd Ditrict Site:
Product Key Eval
tngtallation Directary EAMicrtalt Conbiguration Marage:
External File Folder ehdownloads
SOL Server SCCM-=Ae Lachoctiocal
558 Pont 4022
Database Name Ch_PSD
S04 Server data installation ditectory DiMicrosalt SOL ServerMSS0LY1MSSCLSE
S Server transaction log installation direciary DA\Microso SOL ServeAMSSQLTT MESCREE =

T change thete wattings, chek Previcut. To apply the settings snd tart the installslon prerequasite check, chek
Hen.

cprencen | [ Motz | e |

-(Pmm| Caneel |

Presegantn [ suta System | | Bapsed time: 00:00:43
S0L Server process memary allocation Waming SCEM-A-Tschoaliocal @ Svakatiog eoip

o g and i g Contig o

£ G ke by ceitify
Prenequisite checking has completed.
N
Select an item to dispiay 10 resaive the peoblem. For a listng of o prerequiste = |
checi results. see Confighgrireneg kg,

=]
== =)
_cproious | [Begamni | cucat | <o || o> | oot |
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Once the installation is done you will get the Finished screen. There will be a list of Post-recovery
actions that will need to be addressed.

Finished
—————

Post-recovery actions

You can find detailed information about the actions performed by the recovery praocess in ConfigMgrSetup.log. To
complete the recovery of this site, you must manually complete the following actions not performed by Setup.

1. In the Configuration Manager conscle, re-enter the passwords for the following accounts.

Account Name | Account Type
SCHOOL\Administrator SME_CLIENT_COMFIG_MAMAGER

SCHOOL\sccm.admin SMS SRS Reparting Point,
SMES AN SECHIRITY GROLIP DISCOVWERY ASENT

2. Reinstall the following hotfixes.

URL Language Site Role
http://support.microsoft.com/KB/2938441 PrimarySite

3. For additional information about data not included in the Configuration Manager backup and recovery process, see
the product documentation (http://go.microsoft.com/fwlink/p,/? Linkld=302304),

This information has been saved to C\ConfigMgrPostRecoveryActions.html for later reference.

< Previous
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