ACTIVE DIRECTORY — DELEGATING ADMINISTRATIVE RIGHTS

Delegating rights in Active Directory (AD) is critical for many IT organizations'. By delegating
administration rights, domain users or groups can be granted permissions they need without adding
these domain users to privileged groups (e.g., Domain Admins, Enterprise Admins). The simplest way to
accomplish delegation is by using the Delegation of Control wizard in Active Directory Users and
Computers MMC snap-in. This document will discuss a few common delegation permissions commonly
used in IT organizations’.

GRANT RIGHTS TO RESET USER PASSWORDS

Suppose we want to delegate rights to members of a security group Password Managers to be able to
reset passwords for users in Students OU in your AD domain. To accomplish this, perform these steps**

**It is assumed that the security group “Password Managers” already exists

- Open the Active Directory Users and Computers management console
- Right-click on the Organizational Unit (OU) rights to be delegated on e.g. Students and select
Delegate Control. Click Next to advance from the Welcome screen.

= ‘Aciive Directory Users and Computers [=T= |

.........

- On the Users or Groups screen, click the Add button

Delegation of Control Wizard -
Users or Groups
Select ons or more Lssrs or groups to whom you want to delegate control u' .

Selected users and groups

B
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In the Select Users, Computer or Groups dialog box enter the name of the User or Group** that
rights need to be delegated to. Click on Check Names to make sure the group name was typed
correctly and click on OK. Once back on the Users or Groups screen, click Next

**It is recommended to use Security Groups for delegation rather than Domain Users

Select Users, Computers, or Groups .
Select this object type:
‘Use(s. Groups, or Built-in security principals | | Object Types |
From this location:
‘schoo\ local | | Locations. |
Enter the object names to select (zamples’
[Passwnrd Managers I Check Mames I

On the Tasks to Delegate screen, select Reset users and passwords and force password change
at next logon and click Next.

Delegation of Control Wizard .

Tasks to Delegate r
You can select common tasks or customize your own. ‘u,

(®) Delegate the following common tasks:

Create, delete, and manage user accourts ~
r Reset user passwords and force password change at next logon

/ || Read all user information

1 [7] Create, delete and manage groups

] Modfy the membership of a group

[[] Manage Group Policy links

[[] Generste Resulttant Set of Palicy (Planning) ~

< m >

O Create a custom task to delegate

N

| e |
[ <Back | Net> [|[ Cancel | [ Hep

Verify that all the information is correct on the Completing the Delegation of control Wizard
screen page and click Finish to complete the task

When the Delegation of Control Wizard is completed this will add the requested rights/permissions to
the Student OU for security group Password Managers. Adding a specific domain user to this security
group will give them the permissions to reset passwords for domain users under the Student OU.
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GRANT RIGHTS TO JOIN MACHINES TO WINDOWS DOMAIN

Suppose we want to delegate rights to members of a security group Domain Membership Managers to
be able to join machines to Active Directory domain. To accomplish this, perform these steps**

**It is assumed that the security group “Domain Membership Managers” already exists

- Open the Active Directory Users and Computers management console
- Right-click on the Container or Organizational Unit (OU) rights need to be delegated on e.g.
Computers and select Delegate Control. Click Next to advance from the Welcome screen.

e Active Directory Users and Compurers [=1= =
File Action View Help

es2[E B XBa=Bm tuETER

] Active Directory Users and Computers [WIl|| Name Type Description
b 1 Saved Queries
There are no items to show in this view.
4 54 schootlocal
» ] Builtin
1 Computer
ctom Se|| | Delegate Contral...|
b (5] Domain C Find...
27 Domain M s =
51 Domain Wi iy .
=) Faculty ==
b (] ForeignSec View »
"] Managed 5 .
4 (3] Students
b 5 2006 Export List...
b 5] 2017 Properties
p [E] 2018
» [ 2019 e
b [ 2020
p [ Users
<] m | >

Delegates control of objects in this folder

- Onthe Users or Groups screen, click the Add button

- In the Select Users, Computer or Groups dialog box enter the name of the User or Group** that
rights need to be delegated to. Click on Check Names to make sure the group name was typed
correctly and click on OK. Once back on the Users or Groups screen, click Next

**It is recommended to use Security Groups for delegation rather than Domain Users

Select Users, Computers, or Groups .

Select this object type:
|Users, Groups, or Builtin security principals | | Object Types... |

From this location:

|sd-|ool.local || Locations... |

Enter the object names to select (examples):

"Domain Membership Managers I I Check Names |
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On the Tasks to Delegate screen, select Create Custom task to delegate and click Next.

Delegation of Control Wizard .

Tasks to Delegate i3
You can select common tasks or customize your owr.

) Delegate the following common tasks

[] Create. delete. and manage user accourts ~
["] Reset user passwords and force password change at next logon
[ Read all user information

[] Create, delete and manage groups

[ Modiy the membership of a aroup

[] Create. delete. and manage inetOrgPerson accounts

[_] Reset inetOrgPerson passwords and force password change at nest I ¥
< n >

® Crants & custom task to, delsgate: /

<Back || Net> | [ Cancel | [ Hep |

On the Active Directory Object type screen, select Only the following objects in folder and

check the box for Computer Objects. Also, check the box for Create selected objects in this
folder and click Next

Delegation of Control Wizard -
Active Directory Object Type I
Indicate the scope of the task you wart to delegate ‘lLu)' \

N Delegate control of

N

is folder. existing obiects in this folder. and creation of new objects in this folder

Il,!,‘ Only the following objects \nthelnlder'l

["1 applicationVersion ohjscts ~
[] boctableDevice objscts
[ ] ceificationAuthorty objects

| Computer cbjects

[T Connedion cbjedls
] Contact objects / o
| [ Create selscted obisdts in this foldsn |

] Delete selected objects in this folder

<Back | MNet> | [ Cancel | [ Hep

- On the Permissions screen, check the boxes for the following options:

* Reset Password

* Read and write account restrictions

e Validate write to DNS hostname

* Validate write to service principal name

Delegation of Control Wizard -
Permissions I
Select the pemissions you want to delegate. ‘MEJ‘ N

Show these permjssj

General

[ Property-specific
[ Greation/deletion of specific chid objects

Permissions:

Reset password
[ Sendas
[] Receive as

Read and wite accourt restictions
Ead and wiite personal ifommaton

<Back || MNet> | [ Cancel | [ Hel
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- Once the options have been selected, click Next

- Verify that all the information is correct on the Completing the Delegation of control Wizard
screen page and click Finish to complete the task

ation of Control Wizard =

Completing the Delegation of
Control Wizard

L 3
Q‘F) You have successfully completed the Delegation of Control
] m'_ \5'\5 wizard.
“fou chose to delegate control of objects rs

in the following Active Directory folder:

school local /Computers

The groups, users, or computers to which you
have given control are;

Demain Membership Managers (SCHOOL \Domain Mer|

They have the following pemissions:

To close this wizard, click Finish

<Baok [ Fmeh ] | Cancel Help

When the Delegation of Control Wizard is completed this will add the requested rights/permissions to
the Computer container for security group Domain Membership Managers. Adding a specific domain
user to this security group will give them the permissions to join unlimited machines to the domain.
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