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Tips for Group Policy

You can manage Group Policy from the server or any workstation with RSAT (Remote
Server Administration Tools). It’s better to manage from the newest OS you have. 2012
or Win8.

Local Group Policy only affects the local machine you have applied the local policy to.
AD group policy applies to the Domain, Site, or OU you apply it to.

Policies are applied in order of precedence, Local (least amount of precedence), Site,
Domain, OU.

Group Policy Results under Group Policy management will help determine what policies

are applied and to what or whom.

5. Gpupdate and gpupdate /force are both asynchronous ways to apply GPOs

6. Use Security Filtering to provide or deny access to a GPO based on groups or a user.

Major Categories of Group Policy

Group Policy Category Where in Group 0S
Administrative Templates User or Computer > Policies > Windows 2000+
Administrative Templates
Security Settings User or Computer > Policies > Windows 2000+

Windows Settings > Security
Settings

Wired Network

Computer > Policies > Windows
Settings > Security Settings >
Wired Network

Windows Vista+

Wireless Network

Computer > Policies > Windows
Settings > Security Settings >
Wireless Network

Windows XP and Vista+

Scripts

Computer > Policies > Windows
Settings > Scripts
(Startup/Shutdown) > Windows
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Settings > Script (Logon/Logoff)

Group Policy Software Computer or User > Policies > Windows 2000+

Installation Software Settings

Folder Redirection User > Policies > Windows Windows 2000+
Settings > Folder Redirection

Disk Quotas Computer > Policies> Windows 2000+
Administrative Templates >
System > Disk Quotas

Encrypted Data Recovery Agents | Computer > Policies > Windows | Windows 2000+
Settings > Security Settings >
Public Key > Policies >
Encrypting File System

Internet Explorer Maintenance User > Policies > Windows Windows 2000+
Settings > Internet Explorer
Maintenance

Software Restriction Policies Computer > Policies > Windows | Windows XP+

Settings > Security Settings >
Software Restriction Policies

Windows Search

Computer > Policies >
Administrative Templates >
Windows Components > Search

Windows Vista+

Group Policy Preference
Extensions

Computer > Preferences (Only
domain policies)

Windows Server 2008, Windows
7, and Windows 8. Additional
download for Windows XP and
Vista.

Group Policy for Server 2008

Enforcing K12 State Security Policies for ACT723 through Group

Policies

Setting Non-Student (Faculty) Password Requirements

vihwne

> Account Policies > Password Policy.

o
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Set the respective settings as shown below:

Click Start, Administrative Tools, and then Group Policy Management.
Expand Forest: yourdomain.local.

Expand Domains and then expand yourdomain.local.
Right-click the Default Domain Policy and click Edit.
Expand Computer Configuration > Policies > Windows Settings > Security Settings




Enforce password history & passwords remembered

Maimum password age 20 days
Minimum password age 1days
[Minimumn password length 8 characters

Password must meet complexity requirements  Enabled
Store passwords using reversible encryption Dizabled

7.  Close the Group Policy Editor.

Setting Student Password Requirements using Fine-grained password
policies.

This requires all domain controllers to be Windows Server 2008 and a Domain Functional Level of
Windows 2008.

*** PERFORM 'SYSTEM STATE’ BACKUPS OF DOMAIN CONTROLLERS BEFORE PROCEEDING
— THE EDITOR USED FOR THIS IS VERY POWERFUL AND CAN CAUSE SEVERE DAMAGE TO
ACTIVE DIRECTORY IF CAUTION IS NOT USED ***

From the Administrative Tools menu open ADSI Edit.

Click on Action > Connect To and click OK to take the defualt settings.
Double-click on the Default Naming Context that was added to the left-hand pane.
Double-click the Domain container (DC=school,DC=local).

Navigate to CN=System, CN=Password Settings Container.

Right-click on the CN=Password Settings Container, and choose New, Object.
Select msDS-PasswordSettings, and click Next to continue.

Nounhrwihe=

Set the attributes to be set in the table on the next page.
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Attribute Name

Description

Value To Be Entered

CN Common-Name Student Password
Policy

msDS-PasswordSettingsPrecedence Password Settings 20

Precedence
msDS-PasswordReversible Password reversible FALSE

encryption....
msDS-PasswordHistory Number of passwords | 6

“remembered”.
msDS-PasswordComplexityEnabled Force Complex TRUE

Passwords
msDS-MinimumPasswordLength Minimum characters 8
msDS-MinimumPasswordAge Days before password | 1:00:00:00

can be changed
msDS-MaximumPasswordAge Force password 180:00:00:00

change every 180

days.
msDS-LockoutThreshold Invalid logon attempts | 3

before locking user

account.
msDS-LockoutObservationWindow Length of time before | 0:00:10:00

invalid password

attempt counter is

reset. 10 Minutes
msDS-LockoutDuration Time user account will | 0:00:15:00

be locked for once the
account login attempt
threshold has been
met. 15 Minutes

Click Finish
Edit Policy again

msDS-PSOAppliesTo

This is the
distinquished name of
the Global Security
Group that your
students are a
member of

See next line for
example. THIS IS CASE
SENSITIVE TO YOUR
ENVIRONMENT

Then add Group

CN=Students,OU=Students,DC=school,DC=local
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Retain Security Event Log for 90 Days

vhwne

o

Click Start, Administrative Tools, and then Group Policy Management.

Expand Forest: yourdomain.local.

Expand Domains and then expand yourdomain.local.

Right-click the Default Domain Policy and click Edit.

Expand Computer Configuration > Policies > Windows Settings > Security Settings
> Event Log.

Set the policy setting Retain Security Event Log to 90 days. You will automatically
prompted to change the retention method to days.

Set the Maximum Security Log Size to 131072 kilobytes (128MB).

Auto-backup and clear event log when log file size limit is reached:
(Vista & 2008 Only — All other computers with log files at maximum size must be
cleared manually and saved.)

Expand Computer Configuration > Policies > Administrative Templates > Windows
Components > Event Log Service > Security.

Enable the Backup log automatically when full setting.

Enable the Retain old events setting.

Close the Group Policy Editor

Security Event Auditing — Security Event Log Contents

vihwn=

o

Click Start, Administrative Tools, and then Group Policy Management.
Expand Forest: yourdomain.local.
Expand Domains and then expand yourdomain.local.
Right-click the Default Domain Policy and click Edit.
Expand Computer Configuration > Policies > Windows Settings > Security Settings
> Local Policies > Audit Policy.
Enable Success AND Failure auditing for the following Policy Settings:
a. Audit Account Logon Events
b. Audit Account Management
¢. Audit logon event
d. Audit policy change

Logon Banner

vihwn =

o
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Click Start, Administrative Tools, and then Group Policy Management.
Expand Forest: yourdomain.local.
Expand Domains and then expand yourdomain.local.
Right-click the Default Domain Policy and click Edit.
Expand Computer Configuration > Policies > Windows Settings > Security Settings
> Local Policies > Security Options.
Enable the following:
a. Interactive logon: Message text for users attempting to log on.
b. Interactive logon: Message title for users attempting to log on.



Locking Screen Saver

1
2.
3.
4
5

© N

Click Start, Administrative Tools, and then Group Policy Management.

Expand Forest: yourdomain.local.

Expand Domains and then expand yourdomain.local.

Right-click the Default Domain Policy and click Edit.

Expand User Configuration > Policies > Administrative Templates > Control Panel
> Personalization.

Set the Enable Screen Saver policy to Enabled.

Set the Password Protect the Screen Saver policy to Enabled.

Set the Screen Saver timeout to Enabled and a time of 300 seconds (5 Minutes).

Create the WSUS Group Policy

Ao

LoNoG

10.
11.
12.
13.
14.
15.

16.
17.

18.
19.
20.

21.
22,
23.
24.
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Click Start, Administrative Tools, and then Group Policy Management.

Create a new policy named WSUS Policy.

Right click on the policy to open the Group Policy Editor.

Expand Computer Configuration, Policies, Administrative Templates, Windows
Components. Click on Windows Update.

In the right hand pane double click on Configure Automatic Updates.

Select the radio button next to Enabled.

In the Configure automatic updating drop-down menu, select option 4.

Set the desired scheduled install day and time.

Click the Next Setting button.

You should now be at the Specify Intranet Microsoft Update Services Location
window.

Select the radio button next to Enabled.

In both entry boxes enter http://yourservername and then click OK.

Double-click on Reschedule Automatic Updates Scheduled Installations.
Select the radio button next to Enabled.

Change the minutes from 1 to 5.

Click OK.

Double-click on No auto-restart for scheduled Automatic Updates installations
window.

Select the radio button next to your desired option.

Click OK.

Double-click on Automatic Updates detection frequency window.

Select the radio button next to Enabled.

Set the desired interval.

Click OK.

Double-click Allow Automatic Updates immediate installation window.

Select the radio button next to Enabled and then click the Next Setting button.
Click OK to return to the Group Policy Editor.

Click File and then Exit to return to Active Directory Users & Computers.

Click Close at the properties window and then close the Active Directory Users & Computers




Common K12 Group Policies

Redirect ‘My Documents’ to User’s Home-Directory

This policy can be either built as a separate policy or it can be added to the Default Domain
Policy. This example adjusts the Default Domain Policy.

7.  Click Start, Administrative Tools, and then Group Policy Management.
8. Expand Forest: yourdomain.local.
9. Expand Domains and then expand yourdomain.local.
10. Right-click the Default Domain Policy and click Edit.
11.  Expand User Configuration > Policies > Windows Settings > Folder Redirection.
12. Right click on Documents and click Properties.
13.  Change the setting to Basic — Redirect everyone’s folder to the same location.
14.  Set the Target folder location to Redirect to the user’s home directory.
15.  Click on the Settings tab.
16. Select the box “Also apply redirection policy to Windows 2000......
17.  Click Apply and then OK. If prompted to also redirect Pictures, Music, etc.. to the Home
Directory, click Yes.

21|

Target Settings I
C’ Select the redirection settings for Documents.

[ Grart the user exclusive nghts to Documents.
[¥ Move the contents of Documents to the new location.

[+ Also apply redirection policy to Windows 2000, Windows 2000
Server, Windows XP, and Windows Server 2003 operating
systems.

Policy Removal

{* Leave the folder in the new location when policy is removed.

" Redirect the folder back to the local usemprofile location when
policy is removed.

(o] I Cancel Apphy

18.  Close the Group Policy Object Editor.
19.  Click OK to close the domain properties window.
20.  Close Active Directory Users & Computers.

The My Documents folder will now automatically point to the user’s home directory on Windows 2000 &

XP machines. Files stored within the profile on the local machine will automatically be moved to the
user’s home directory on the server when the user logs on.

Restrict Computers to Faculty Use Only
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Through the creation of this policy, you will be able to restrict computers of your choice to only allow
members of the faculty to log on. This would make it so that students would not be allowed to log on to
a teacher’s desk computer, office computer, etc. This policy will be based off of the Faculty User group.
You can adjust this policy to meet the group of users that meets your needs.

Process: Create Security Group, Create Policy, Add Computer Accounts to Security Group.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21,
22,
23.

24.
25.

Open Active Directory Users and Computers (ADUC)

Create a security group called “Faculty Use Only Computers” in the OU of your choice. It
is recommended that this policy be placed on the parent OU that your workstation computer
accounts reside in.

Click Start, Administrative Tools, and then open Group Policy Management.

Expand Forest: yourdomain.local.

Expand Domains and then expand yourdomain.local.

Right-click yourdomain.local and select Create a GPO in this domain, and link it here.
Name the policy Faculty Use Only Computers and click OK.

In the left-hand pane, click on the new policy and click on the Scope tab in the right-hand
pane.

From the Security Filtering list, select Authenticated Users and then click the Remove
button.

. Click the Add button.
. In the box enter the group name “Faculty Use Only Computers” and then click the OK

button.

Click on the Details tab and set GPO Status to User Configuration Settings Disabled.
In the left-hand pane, right-click the policy to open the Group Policy Object Editor.
Expand Computer Configuration.

Expand Policies.

Expand Windows Settings.

Expand Security Settings.

Expand Local Policies.

Click on User Rights Assignment.

In the right-hand window, double-click on “Allow log on locally”.

In the properties window, place a check in the “"Define these policy settings” box.

Click the Add User or Group button.

Add Domain Admins, Administrators, and Faculty to the list. When finished click Apply
and OK.

Click OK to close the properties window for the Domain.

Add computers to the Faculty Use Only Computers security group to apply the policy. A
reboot is required after the computer is added to and removed from the group to
enforce/remove the policy.

Disable Internet Access by Group Policy/Security Group

This process will step you through creating a group called “No Internet Access”. When users loose the
privileges to the Internet, they can simply be added to this group. They will only be able to get to the
sites that you allow them to get to. When the user gets their privileges back, simply remove them from
the group and they will have Internet access.
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This process will have you create a webpage so that the user will know that their privileges have been
revoked, rather than just an Internet Explorer error screen. This section will only work if the
browser is Internet Explorer.

If Internet Information Services (IIS) are not installed, please see the IIS & Certificate Services
installation section. IIS needs to be installed before proceeding.

1. Open Active Directory Users and Computers.
2. Create a Security group called “"No Internet Access” in the OU of your choice.

-.‘:J Active Directory Users and Computers

@ File Action Yew ‘Window Help
crEBFRB R BB TSE
@ Active Direckory Users and Computer | Students 9 objects
[:I Saved Queries Marme | Type | Diescripkion |
E‘@ APSCH. local 2007 COrganizakional ...
[:I Buikin 2008 Organizational ...
[:I Cl:ump!_lters 2009 Organizakional ...
% Eumiln Controllers 2010 Organizational ...
ety 2011 Qrganizakional ...

I:I ForeignecurityPrincipals

WA A tmtg o o MR g b Ll L

[#-{25] Locked Down Warkstations 201z Qrganizational ..

EI@ Students ﬁl‘\lo Internek Access  Security Group .
{2 2007 €7 Students Uity Group ...
-] Z00& €57 vearbook Staff Secur
-] Z009
G- 2010
- 2011
(23] 2012

[EI---I:I Users

e AR pmnataon ol B e B L '.._...--"'h‘-"'-\“- L TR L P

3. Right click on your domain (School.Local) and then click Properties. Select the Group
Policy tab.
4. Click on the New button to create a new policy. Name the policy “No Internet Access”.
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2.  From the Security Filtering list, select Authenticated Users and then click the Remove
button.

vk w

udhwN =

Click the Add button.
In the box enter the group name “No Internet Access” and then click the OK button.
Select the No Internet Access policy from the list and then click Edit.

Expand User Configuration.

Expand Policies.

Expand Windows Settings.
Expand Internet Explorer Maintenance.
Select the Connection section and double click on “Proxy Settings” in the right

window pane.

File

Action  Wiew  Help

& = | E

o [EEE
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_E—j Mo Internet Access [apscn-de-1,AF
El@ Computer Configuration

I:l Software Settings
(-] Windows Settings
-[Z2] Administrative Templates

El@ ser Configuration

I:l Software Setkings
=1 Windows Settings

----- 2Pl Remote Installation Sel

[E]| Seripts {LogonfLogofF)

S8 Security Settings

[#-[_] Folder Redirection

El‘@ Internet Explorer Mainl
----- Browser User Inkter

----- Conneckian

g ] URLs

= Security

ﬁl Programs . .
) x__q.x_A‘\A ey V‘" Al

6. Check the Enable Proxy Settings option. Enter the IP address of your server for the

Marme

| Descripkion

@Cmnectiun Settings
@.ﬁ.utumatic Browser Configurat...
P ettings

@User Agent Skring

,_____4,4!‘.-.__‘.. _’ ST, _...-\_“..:.r__ "‘-\.-ﬂﬁ_‘_ A‘ﬁ‘[.-..t--\\..-.‘- r‘ ~

Settings For connection setkings

Settings For automatic browser c...
Settings For proxy
Settings For user agent skring

Address of Proxy. Change the port from 80 to 8080. If there are websites that you
wish users to still be able to access, such as your school website; enter those sites
(separated by a semicolon) into the Exceptions box.
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Proxy Settings

Proxy Setkings I

You can specify what proxy servers, iF any, you want your users to connect to, Use semicolons () ) to

separate entries,

[V Enable proxy settings

—Proxy Servers

Address of proxy Port
1. HTTR: |192.1se.u.1 : | 8080
2, Seclre: I IBU
3,18 | [e0
4, Gopher; I IBD
5, Socks: I : I
Iv Use the same proxy server For all addresses

2%

—Exceptions

Do not use proxy server For
addresses beginning with:

e k12 ar s -]
v, edline. net;

vy, arkedu. state. arus

[

v Do nok use proxy server Far
local {intranet) addresses,

o |

Cancel Apply |

Help % |

7. Click the OK button once you have entered in your settings.

8. Under User Configuration, expand Administrative Templates.
9. Expand Windows Components, Internet Explorer.

10. Double-click on the Disable Changing Proxy Settings option in the right-hand

window pane.

: @ Computer Configuration
: [:I Software Settings
(2 Windows Settings
-2 Administrative Templates
E@ User Configuration

[:I Software Settings

D Windows Settings

ED Adrriniskrative Templates

EID Windows Components

i [:I MekMeeking
= 423 Inkernet Explorer
(] Internet Control P
[ OFfline Pages
D Erowser menus

(11 Persistence Behav
(2 Administratar Appi
D Security Features
[ Application Compatibili
-] Aktachment Manager

-2 Windows Explorer

s, B Microsoft Managemen
" N

11.
12.
13.

=} Mo Internet Access [apscn-dc-1.APSC = |

Setting

| State

1%} Search: Disable Search Customization

E% Search: Disable Find Files via F3 within the browser
= Disable external branding of Internet Explorer

E% Disable importing and exporting of Favorites
= Disable changing Advanced page settings
= Disable changing home page settings

E% se Automatic Detection For dial-up connections

153'[ Disable caching of Auto-Proxy scripts
= Display error message on proxy script down

153'[ Disable changing Temporary Internet files settings

1%} Disable changing history settings

E% Disable changing color settings

153'[ Disable changing link colar settings

1%} Disable changing font settings

E% Disable changing language settings

1&3'[ Disable changing accessibilicy settings

E% Lisable Internet Connection wizard

% Disable changing conmection settmgs
Dis

able changing pri

Ey Disable changing Automatic Conﬁguratlon settings
Turpeaff { b be- s bttt s, ggeiibe gt vad e, o g
&__u e EEoap-URE Sagsmenta s ’ ¥ gy

RS S P

Mot configured
Mot configured
Mot configured
Mot configured
Mat configured
Mot configured
Mot configured
Mat configured
Mot configured
Mat configured
Mot configured
Mot configured
Mat configured
Mot configured
Mot configured
Mot configured
Mot configured
Mat configured
Mot configured
Mot configured

load failure

Select the Enabled option and then click the OK button.
Close the Group Policy Editor.
Click the Close button to close the Domain.Local Properties Window.

7o disable the Internet for any user, simply add them to the "No Internet Access” group.
Remove the user to give access back to the Internet.
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Group Policy for Server 2012

Enforcing K12 State Security Policies for ACT723 through Group
Policies

Setting Non-Student (Faculty) Password Requirements

8. From Start Menu go to, Administrative Tools, and then Group Policy Management or
from Server Manager go to, Tools, Group Policy Management
9. Expand Forest: yourdomain.local.
10. Expand Domains and then expand yourdomain.local.
11.  Right-click the Default Domain Policy and click Edit.
12. Expand Computer Configuration > Policies > Windows Settings > Security Settings
> Account Policies > Password Policy.
13.  Set the respective settings as shown below:

Enforce password history & passwords remembered
Maximum password age 20 days

Minimum password age 1 days

Minimum password length & characters

Password must meet complexity requirements  Enabled
Store passwords using reversible encryption Dizabled

14.  Close the Group Policy Editor.

Setting Student Password Requirements using Fine-grained password
policies.

In Server 2012 you are able to create a Fine Grained Password Policy easier than before in 2008. Instead
of setting it up in Group Policy Management or creating it through ASDI, you can now easily set it up
through the GUI.

1. Open Server Manager.
2. Go to tools and open Active Directory Administrative Center.
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4. Navigate to System container then Password Settings Container.

[ Active Directory Administrative Center 1= 1o )

¥
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5. Right click Password Settings Container, then New-Password Policy
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6. Specify the password policy settings for each of the required policies

DQrecty Agphes To

A More Whormataon

. Create Password Settings: Poli-Group!1

Bassmoed Setings  Password Settings

Nare * Pob-Group?
Precedence *
¥ Eonce s pesmord engrh
Mamm passaced engm (haracten)
R
Number of parswcrdh remembered

¥ Parsmcnd munt meet complanty requrements
] Shore parsacnd varg reventie encrypton

 Pratect bom accudental Geleton
Oescrgtmon

Directly Applies o

Nave : M

* M

[fass v] scnons v
RO =
Pacsmced pye optons
¥ [bre e porvaird bye
Uter Canmot hange e passacrd wohe (do) * 1
¥ Undonce manmum goconced 830
User =t (Fanpe e parsacrd e |Sen) *x Q
[0 Endorce account lockaut pokcy:
Nurmter of taled logon sttempts siowed -
Bavet (nied npom aThemgty (ourt pher mes) * »
Account wil be locked out
® for s durnt ’ * »
" L]
x A
b e

7. Click add to link the created policy to users security group Students
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B create Password Settings: Poli-Group1

Bassmced Semings  Password Settings ®>
Dhecly AplasTo || (e * PotGroupt Dasimcnd age cgrore
Preetence * ¥ Erbirce e g 0t
2 Enlorce minimum passwerd lengh Uner cannct change the pantmond witn (Soy) *0
Mamm pasiacnd length (aracteny * 2 W rhorce manmom pasiaced age B
2 Enonce password Nstory Uner mat (Range e pesraced aVer (o) x Q
Number o parimor s remembeed *x N ) Erorce account lockout polcy:
@2 Number of taied kxon smempns slowed -
h o Roret toind koo orremgts (urt e (mr) * 0
() Srcre passmond vang ™ Account wil te octed ot
® For 8 duration of (mrsd * »
W Protect om accdental Seletion Urtd an admmatyator marualy uniocks e account -
Owscrgmon
Directly Applies © x @
Nome N Mat
& More s [oc ] [Cemee]
_

10

¥ (rborce manamm pasimcnd sge
st (Bt (harvge he Sarsmnd wethn (Se) *
*2 ¥ Erorce mammm pastword sge
Uner st Range e assaced aber (Ao *
* u ) Etonce accownt lockout potey
Numter of taied logon smemom slowed -
Reset taied logon attempts Count ster (man) * »
Account will be locked ot
® For 2 Granon of (mes) * 0
¥ Brcrect b accdentsl Seletion Untd 0 aomanstrator mamuady uniocks e acouwnt -
Owscrpmon
Directly Apples o A
Nowe Mot
. .
A More bhormanon o< ] [Ceme ]

Pastmord age cpmore
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Retain Security Event Log for 90 Days

11.
12.
13.
14.
15.
16.

17.

18.

19.
20.
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From Start Menu go to, Administrative Tools, and then Group Policy Management or
from Server Manager go to, Tools, Group Policy Management

Expand Forest: yourdomain.local.

Expand Domains and then expand yourdomain.local.

Right-click the Default Domain Policy and click Edit.

Expand Computer Configuration > Policies > Windows Settings > Security Settings
> Event Log.

Set the policy setting Retain Security Event Log to 90 days. You will automatically
prompted to change the retention method to days.

Set the Maximum Security Log Size to 131072 kilobytes (128MB).

Auto-backup and clear event log when log file size limit is reached:
(Vista & 2008 Only — All other computers with log files at maximum size must be
cleared manually and saved.)

Expand Computer Configuration > Policies > Administrative Templates > Windows
Components > Event Log Service > Security.

Enable the Backup log automatically when full setting.

Enable the Retain old events setting.

Close the Group Policy Editor



Security Event Auditing — Security Event Log Contents

7. From Start Menu go to, Administrative Tools, and then Group Policy Management or
from Server Manager go to, Tools, Group Policy Management
8. Expand Forest: yourdomain.local.
9. Expand Domains and then expand yourdomain.local.
10. Right-click the Default Domain Policy and click Edit.
11.  Expand Computer Configuration > Policies > Windows Settings > Security Settings
> Local Policies > Audit Policy.
12. Enable Success AND Failure auditing for the following Policy Settings:
a. Audit Account Logon Events
b. Audit Account Management
¢. Audit logon event
d. Audit policy change

Logon Banner

21. From Start Menu go to, Administrative Tools, and then Group Policy Management or
from Server Manager go to, Tools, Group Policy Management
22. Expand Forest: yourdomain.local.
23.  Expand Domains and then expand yourdomain.local.
24. Right-click the Default Domain Policy and click Edit.
25. Expand Computer Configuration > Policies > Windows Settings > Security Settings
> Local Policies > Security Options.
26.  Enable the following:
a. Interactive logon: Message text for users attempting to log on.
b. Interactive logon: Message title for users attempting to log on.

Locking Screen Saver

9. From Start Menu go to, Administrative Tools, and then Group Policy Management or

from Server Manager go to, Tools, Group Policy Management

10. Expand Forest: yourdomain.local.

11. Expand Domains and then expand yourdomain.local.

12. Right-click the Default Domain Policy and click Edit.

13.  Expand User Configuration > Policies > Administrative Templates > Control Panel
> Personalization.

14. Set the Enable Screen Saver policy to Enabled.

15. Set the Password Protect the Screen Saver policy to Enabled.

16. Set the Screen Saver timeout to Enabled and a time of 300 seconds (5 Minutes).

Create the WSUS Group Policy

25. From Start Menu go to, Administrative Tools, and then Group Policy Management or
from Server Manager go to, Tools, Group Policy Management

26. Create a new policy named WSUS Policy.

27. Right click on the policy to open the Group Policy Editor.
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28.

29.
30.
31.
32.
33.

34.
35.
36.
37.
38.
39.

40.
41.

42.
43,
44,

45.
46.
47.
48.

Expand Computer Configuration, Policies, Administrative Templates, Windows
Components. Click on Windows Update.

In the right hand pane double click on Configure Automatic Updates.

Select the radio button next to Enabled.

In the Configure automatic updating drop-down menu, select option 4.

Set the desired scheduled install day and time.

Click the Next Setting button.

You should now be at the Specify Intranet Microsoft Update Services Location
window.

Select the radio button next to Enabled.

In both entry boxes enter http://yourservername and then click OK.

Double-click on Reschedule Automatic Updates Scheduled Installations.
Select the radio button next to Enabled.

Change the minutes from 1 to 5.

Click OK.

Double-click on No auto-restart for scheduled Automatic Updates installations
window.

Select the radio button next to your desired option.

Click OK.

Double-click on Automatic Updates detection frequency window.

Select the radio button next to Enabled.

Set the desired interval.

Click OK.

Double-click Allow Automatic Updates immediate installation window.

Select the radio button next to Enabled and then click the Next Setting button.
Click OK to return to the Group Policy Editor.

Click File and then Exit to return to Active Directory Users & Computers.

Click Close at the properties window and then close the Active Directory Users & Computers

Common K12 Group Policies

Redirect ‘My Documents’ to User's Home-Directory

27.

28.
29.
30.
31.
32.
33.
34.
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This policy can be either built as a separate policy or it can be added to the Default Domain
Policy. This example adjusts the Default Domain Policy.

From Start Menu go to, Administrative Tools, and then Group Policy Management or
from Server Manager go to, Tools, Group Policy Management

Expand Forest: yourdomain.local.

Expand Domains and then expand yourdomain.local.

Right-click the Default Domain Policy and click Edit.

Expand User Configuration > Policies > Windows Settings > Folder Redirection.
Right click on Documents and click Properties.

Change the setting to Basic — Redirect everyone’s folder to the same location.

Set the Target folder location to Redirect to the user’s home directory.



35.  Click on the Settings tab.
36. Select the box “Also apply redirection policy to Windows 2000...... "
37.  Click Apply and then OK. If prompted to also redirect Pictures, Music, etc.. to the Home

Directory, click Yes.
Documents Properties _

| Target _Settings |

AL

C’ Select the redirection settings for Documents.

[+ Grant the user exclusive ights to Documents.
[+ Move the contents of Documents to the new location.

[v Also apply redirection policy to Windows 2000, Windows 2000
Server, Windows XP, and Windows Server 2003 operating
systems.

Policy Remaoval

{* | eave the folder in the new location when policy is removed.

" Redirect the folder back to the local userprofile location when
palicy is remaoved.

OK || Cancel || Apply

38.  Close the Group Policy Object Editor.
39.  Click OK to close the domain properties window.
40. Close Active Directory Users & Computers.

The My Documents folder will now automatically point to the user’s home directory on Windows 2000 &

XP machines. Files stored within the profile on the local machine will automatically be moved to the
user’s home directory on the server when the user logs on.

Restrict Computers to Faculty Use Only

Through the creation of this policy, you will be able to restrict computers of your choice to only allow
members of the faculty to log on. This would make it so that students would not be allowed to log on to
a teacher’s desk computer, office computer, etc. This policy will be based off of the Faculty User group.
You can adjust this policy to meet the group of users that meets your needs.

Process: Create Security Group, Create Policy, Add Computer Accounts to Security Group.

26. Open Active Directory Users and Computers (ADUC)
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27.

28.
29.
30.
31.
32.
33.

34.

35.
36.

37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.

49.
50.

Create a security group called “Faculty Use Only Computers” in the OU of your choice. It
is recommended that this policy be placed on the parent OU that your workstation computer
accounts reside in.

Click Start, Administrative Tools, and then open Group Policy Management.

Expand Forest: yourdomain.local.

Expand Domains and then expand yourdomain.local.

Right-click yourdomain.local and select Create a GPO in this domain, and link it here.
Name the policy Faculty Use Only Computers and click OK.

In the left-hand pane, click on the new policy and click on the Scope tab in the right-hand
pane.

From the Security Filtering list, select Authenticated Users and then click the Remove
button.

Click the Add button.

In the box enter the group name “Faculty Use Only Computers” and then click the OK
button.

Click on the Details tab and set GPO Status to User Configuration Settings Disabled.
In the left-hand pane, right-click the policy to open the Group Policy Object Editor.
Expand Computer Configuration.

Expand Policies.

Expand Windows Settings.

Expand Security Settings.

Expand Local Policies.

Click on User Rights Assignment.

In the right-hand window, double-click on “Allow log on locally”.

In the properties window, place a check in the "Define these policy settings” box.

Click the Add User or Group button.

Add Domain Admins, Administrators, and Faculty to the list. When finished click Apply
and OK.

Click OK to close the properties window for the Domain.

Add computers to the Faculty Use Only Computers security group to apply the policy. A
reboot is required after the computer is added to and removed from the group to
enforce/remove the policy.

Disable Internet Access by Group Policy/Security Group

Introduced i

n 2008, Group Policy Preferences is an extension of Group Policy. This makes making a GPO

easier to create and also manage. In 2012 The proxy settings for Internet Explorer has removed from the
original location and can be configured through Group Policy Prefernces.
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14. Open Active Directory Users and Computers.
15. Create a Security group called "No Internet Access” in the OU of your choice.



File Action View Help
e« 2@ 8Bz BHR 3aaTE%

[ Active Directory Users and Ci ~ || Name Type Description
p [0 Saved Queries [ 2013 Organizational...
4 F4 schoollocal [E12014 Organizational...

b [] Builtin =1 2015 Organizational...

b [ Computers =1 2018 Organizational...
(@ District Workstations & 2017

p 2] Domain Controllers
b & Faculy

I (| ForeignSecurityPrinci
p [ LostAndFound

r Managed Service Acc i
I- _-| Program Data
4 [3] Students

=] 2013

= 2014

=] 2015

=] 2016

E 2017

= 2018

=] 2019

&1 2020

Organizational...
= 2018 Organizational...
=1 2019 Organizational...
[21 2020 Organizational...
% Mo Internet ...

52, Students

ﬂ][ﬂ;vvvvvvvv

16. Open Group Policy Management
17. Click on the New button to create a new policy. Name the policy “No Internet Access”.
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6.  From the Security Filtering list, select Authenticated Users and then click the Remove
button.

Click the Add button.

In the box enter the group name “No Internet Access” and then click the OK button.
Select the No Internet Access policy from the list and then click Edit.

oo N

Expand User Configuration.

Expand Preferences.

Expand Control Panel Settings.

Expand Internet Settings.

Right click and highlight New, then select your Internet Explorer Browser.

napLNoE

File Action View Help
e 2EEolmdz B B+
:EJ Faculty Only [DC1.5CHOOLLOCAL] Policy o
| C ter Confi ti Ao B
4 g o ¢r Internet Settings
I || Policies
p [ Preferences
4 %, User Configuration B {
B [ Policies ' There are no items to show in this view.
4 || Preferences
b [ Windows Settings
4 (=] Control Panel Settings
=d Data Sources

% Devices

ﬁ' Folder Options

ﬁ Internet §ot

# Local Us MNew Internet Explorer 5 and 6
Metwork All Tasks Internet Explorer 7

Q Power O :
i View

@ Printers ;

O Regicnal Copy

Schedule Print

Start Me

MName Crder

Internet Explorer 8 and 9
Internet Explorer 10

Refresh
Export List...

Help

\ Preferences

Creates a new item in this container.

6. Click on the Connections tab then check Proxy Server. Enter the IP address of your
server for the Address of Proxy. Change the port from 80 to 8080. If there are
websites that you wish users to still be able to access, such as your school website; click
advanced and enter those sites (separated by a semicolon) into the Exceptions box.
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Proxy Settings -

Servers
o Type Prowy address to use Port
0
HTTP: 127.0.0.1 | . | 8080
Serure: 127.0.0.1 . | 8030
FTP: 127.0.0.1 : | 8080
Socks:
IUse the same proxy server for all protocols
Exceptions
Do not use proxy servers for addresses beginning with:
e
[ | -
S
Ise semicolons ;) to separate entries,
| Ok | | Cancel

7. Click the OK button once you have entered in your settings.

8. Under User Configuration, Policies, expand Administrative Templates.

9. Expand Windows Components, Internet Explorer.

10. Double-click on the Prevent changing proxy settings option in the right-hand window
pane.
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[

Group Policy Management Editor

File Action View Help
| B 7
»E Software Setlings “||' I Internet Explorer
I [ Windows Settings
4 [ Af:lmlmstratlveTempIates: Palic e oo S Setting - State d~
% P EZ:;ZI anc] i-| Disable external branding of Internet Explorer Mot configured
E = Netwu::;( Edit policy setting Disable Import/Export Settings wizard Mot configured
: it e Requirements: |iz| Disable Internet Connection wizard Mot configured
b [ Start Menu and Taskbar At least Internet Explarer 5.0 Disable the Reset Web Settings feature Mot configured
b [ System i Display error message on proxy sfnpt download failure Mot conf!gured
4 [ Windows Components e pgli(y Isetting specifies if a user Do not allow users to enable or disable add-ons Not(onf!gured
“| Add features to Window canchange prony Sethngs: Enfor.cefullfs(reen maode . N Net (onf!gured
| App runtime Identity Manager: Prevent users from using |dentities Mot configured
°| Application Compatibilit = ||| If you enable this policy setting, the Motify users if Internet Explorer is not the default web browser  Not configured
7 Attachment Manager user will n.ot be able to configure Pop-up allow list Mot configured
| AutoPlay Policies RICIY, SEEUNGES; Position the menu bar above the navigation bar Mot configured
- [2 Backup If you disable or do not configure this Prevent "Fix settings” functicnality Not configured
| Credential User Interface policy setting, the user can configure Prevent access to Internet Explorer Help Not configured
| Desktop Gadgets proxy settings. Prevent bypassing SmartScreen Filter warnings Not configured =
I _ Desktop Window Manag Prevent bypassing SmartScreen Filter warnings about files th...  Net configured
= Digital Locker i=| Prevent changing pop-up filter level Mot configured
b - Fiie biplarer Prevent changing the default search provider Mot configured
e IME Prevent configuration of how windows open Mot configured
b :::::;S:;T:rer Prevent configuration of new tab creation Mot configured
= Lcatioh s Sees Prevent Internet Explorer Search box from appearing Net configured
b : Microsoft Management Prevent managing pop-up exception list Mot configured
p 5] NetMeeting Prevent managing SmartScreen Filter Mot configured
| Network Projector liZ| Prevent managing the phishing filter Mot configured
1 Network Sharing Prevent participation in the Customer Experience Improvemn...  Net configured
*| Presentation Settings |i=| Prevent per-user installation of ActiveX controls Mot configured v
I» (| Remote Desktop Service! v < m >
< m »| | Extended / Standard /
43 setting(s)

11. Select the Enabled

option and then click the OK button.

12. Close the Group Policy Editor.
13. Click the Close button to close the Domain.Local Properties Window.

To disable the Internet for any user, simply add them to the "No Internet Access” group.
Remove the user to give access back to the Internet.

Mapping Drives

[uy

CONOUTDWN
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From Start Menu go to, Administrative Tools, and then Group Policy Management or
from Server Manager go to, Tools, Group Policy Management
Create a policy named Mapped Data Drive

Edit the policy

Under User, Preferences, expand Windows Settings.

Right click Drive Maps,

highlight new and click on Mapped Drive

On the action tab leave it as Create.

On location, type in the UNC path to the drive or folder you are trying to create

Select which drive letter you want to use under Drive Letter

Click Ok



New Drive Properties -

General | Common

:%: Action: | Create W |

Location: |'|,'|,|:I|:1'|,|:Iata || |

Reconmect: [ | Label as: | |

Drive Letter

() Use first available, starting at:  (®) Use: =2 w

Connect as {optional)

User name: | |

Password: I:I Confirm password: I:I
HidefShaw this drive Hide Shaw all drives

(®) Mo change (®) Mo change

() Hide this drive () Hide &ll drives

() Show this drive () Show all drives

QK | | Cancel | | Apply | | Help

Loopback Processing

Loopback processing allows a computer to act like a user when applying a policy. This policy directs the
system to aplly the set of GPSs for the computer to any user who logs on to a computer. Examples of
user policies are printers and internet settings

1.

2.
3.
4
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From Start Menu go to, Administrative Tools, and then Group Policy Management or
from Server Manager go to, Tools, Group Policy Management

Create a policy named Enable Loopback Processing

Edit the policy

Under Computer, Policies, Administrative Tools, System, Group Policy



5. Enable Configure user Group Policy loopback processing mode

B Computer Configuration 2] Configure Metwork Shares preference extension policy proc... Mot configured
a [ Policies 1] Cenfigure Power Options preference extension pelicy proce..  Met cenfigured
F 9 Software Settings liz] Configure Printers preference extension policy processing Mot configured

b (] Windows Settings iz, Configure Regional Options preference extension policy pro.. Mot configured

4 | Administrative Templates:
b [ Control Panel

i) Configure registry policy processing Mot configured
1] Configure Registry preference extension policy processing Mot configured

b :ﬂ'_"““‘* 2] Configure Scheduled Tasks preference extension policy proc... Mot confiqured
5 -y Systani 2] Configure scripts policy processing Met configured
e B AccesDenied A iz) Configure security policy processing Met configured

Credentials Delegat _ Configure Services preference ﬂt:-nsin.n pcic.y pmcmin_g Mot cnn‘f:rgured
Device Inztallation i, Configure Shortouts preference extension policy processing Met configured
Disk NV Cache iz] Configure software Installation policy processing Mot configured
Disk Cuotas i) Configure Start Menu preference extension policy processing Mot configured
Distributed COM Configure user Group Policy loopback processing mode Enabled

Driver Installation i) Configure wired policy processing Met configured
Early Launch Antine jiz] Configure wireless policy processing Mot configured
File Classification Ir (=] Determine if interactive users can generate Resultant Set of .. Mot configured
File Share Shadow ¢ iiz] Enable AD/DFS domain controller synchronization during p... Mot configured
Filesystem [z Rernove users’ ability to invoke machine pelicy refresh Mot configured
Folder Redirection E2] Set Group Policy refresh interval for computers Mot configured
Group Policy Iz] Set Group Policy refresh interval for domain controllers Mot configured
Intemet Communic ;| ([ w

-

-

ELREEREEEEERERI

-

- =

271 Page



The Central Store

To take advantage of the benefits of .admx files, you must create a Central Store in the
SYSVOL folder on a Windows domain controller. The Central Store is a file location that is
checked by the Group Policy tools. The Group Policy tools use any .admx files that are in the
Central Store. The files that are in the Central Store are later replicated to all domain
controllers in the domain.

To create a Central Store for .admx and .adml files, create a folder that is named
PolicyDefinitions in the following location (for example) on the domain controller:

\\contoso.com\SYSVOL\contoso.com\policies
Copy all files from the PolicyDefinitions folder on a source computer to the PolicyDefinitions
folder on the domain controller. The source location can be either of the following:

The C:\Windows folder on a Windows 8.1-based or Windows 10-based client computer

The C:\Program Files (x86)\Microsoft Group Policy\client folder if you have downloaded any
of the Administrative Templates separately

The PolicyDefinitions folder on the Windows domain controller stores all .admx files and
.adml files for all languages that are enabled on the client computer.

The .adml files are stored in a language-specific folder. For example, English (United States)
.adml files are stored in a folder that is named "en-US"; Korean .adml files are stored in a
folder that is named "ko_KR"; and so on.

If .adml files for additional languages are required, you must copy the folder that contains
the .adml files for that language to the Central Store. When you have copied all .admx and
.adml files, the PolicyDefinitions folder on the domain controller should contain the .admx
files and one or more folders that contain language-specific .adml files.

Note When you copy the .admx and .adml files from a Windows 8.1-based or Windows 10-
based computer, verify that the most recent updates to these files are installed. Also, make
sure that the most recent Administrative Templates files are replicated. This advice also
applies to service packs, as applicable.
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Group Policy administration

Windows 8.1 and Windows 10 do not include Administrative Templates that have an .adm
extension. We recommend that you use computers that are running Windows 8.1 or later
versions of Windows to perform Group Policy administration.

Updating the Administrative Templates files

In Group Policy for versions of Windows that are earlier than Windows Vista, if you change
Administrative Templates policy settings on local computers, the Sysvol share on a domain
controller within your domain is automatically updated to include the new .ADM files. Those
changes are then replicated to all other domain controllers in the domain. This might
increase the network load and storage requirements.

In Group Policy for Windows Server 2012 R2 and Windows 8.1, if you change Administrative
Templates policy settings on local computers, Sysvol is not automatically updated to include
the new .admx or .adml files. This change in behavior is implemented to reduce network
load and disk storage requirements and to prevent conflicts between .admx and .adml files
when changes are made to Administrative Templates policy settings across different
locations.

To make sure that any local updates are reflected in Sysvol, you must manually copy the
updated .admx or .adml files from the PolicyDefinitions file on the local computer to the
Sysvol\PolicyDefinitions folder on the appropriate domain controller.

Most Common Central Store ERROR

SYSVOL and Group Policy out of Sync on Server 2012 R2 DCs
using DFSR

Recently while making changes to group policy, I noticed a slew of issues between clients not accepting the
policy. This eventually led me to the discovery that two of the DCs in this particular environment were not
replicating properly and were resulting in inconsistent SYSVOL shares.

Symptoms

On the clients we were seeing the following errors when executing the gpupdate command:
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G Administrator: Command Prompt

icrosoft Windows [Uersion 6.2.96881]
(c» 2013 Microsoft Corporation. All rights reserved.

swindowsssystemd2 >gpupdate
pdating policy...
omputer policy could not be wpdated successfully. The following errors were enc

ountered:

he processing of Group Policy failed. Windows could not apply the registry—hase
policy settings for the Group Policy ohject LDAFP:~<CH=Machine.cn={CF25ED3H—-387
—4147-8EBY-38789553F6AB> . cn=policies . .cn=system,

roup Policy settings will not he resolved until thiz event iz resolved. Uiew th
event details for more information on the file name and path that caused the f

ilure.
ser Policy update has completed successfully.

o diagnose the failure, review the event log or run GPRESULT ~H GPReport.html f
om the command line to access information about Group Policy results.

swindowsssystemd2 >

Solution

Manually preform an authoritive synchronization between the two DCs. As you may know, DFSR no longer
uses the same steps as FSR to do an authoritive sync. Below are my notes and expereinces on completing an
authoritive DFSR sync. You can find the ofificial notes from Microsoft

here:

1. Logon to your primary DC
2. Stop the DFS Replication service
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1. Click on the Start menu, select Administrative Tools, and then click Services
Remote Deskiop Services k
15l Certification Authority

o [

« Component Services
Compuker Managemenkt

Data Sources (ODEC)

Event Yiewer

) [ 5 ) D) B

=l | |
i R Certification Authority N 1 ) : L Internet Infarmation Services (1151 Manager
o EE iSCSI Iritiator
Local Security Palicy
Jack Stromberg - Admin (%) Performance Manitar
St J Hatenad ' 5!_:_.I Security Configuration Wizard
@ Internet Explorer ReENCt Wiy orretlenagsr
L 'ﬁi :
'ﬁl_ Internet Information Services (1157 S 2 Share and Storage Management . :
f_; Manager R ¥ Storage Exmm]Starts, skaps, and configures \Wir
Systern ConFiguration
Control Pariel (5) Task Scheduler
g Windows Firewall with Advanced Security
Devices and Printers i}] Windows Memory Diagnostic
E Windows PowerShell Modules
ﬁ'@ Windows Server Backup
Help and Support:
R,
» all Programs Windows Security

ISearch programs and files @ Log off bl
wilE N>
e | D (2 | =

2. In the Name column, right-click DF'S Replication or Netlogon, and then click Stop
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3. Open up ADSI Edit

B Local Server

ii All Servers

{E DHCP
&2 DNS

¥§ File and Storage Services P
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Server Manager

Manage
Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers

Tools

ADSI Edit

QUICK START

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GRO|

Roles: 4 | Server groups: 1 |

il ADDs

@ Manageability
Events
Services
Performance

BPA results

Component Services
Computer Management
Defragment and Optimize Drives
DHCP

DNS

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy

‘ODBC Data Scurces (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup

Hide




4. Open up the Default naming context

Mame: | efault naming context |

Fath: | LOAR: /s S s fDefault naming context |

Connection Point
() select or type a Distinguished Mame or Naming Context:

(®) select a well known Maming Context:

|De1'ault naming context

Computer
() Select or type a domain or server: (Server | Domain [:port])

(®) Default (Domain or server that you logged in to)
[ Juse s5L-bazed Encryption

5. Navigate to the following

CN=SYSVOL Subscription,CN=Domain System Volume,CN=DFSR-LocalSettings,CN=<the server
name to replicate from>,0U=Domain Controllers,DC=<domain>

File Action View Help

e #nE XE 2

Z ADSIEdit Name Class Distinguished Name
4 ﬂ Default naming context [ |=| CN=S5YSVOL Subscription msDFSR-Sub... CMN=5YSVOL Subscription, CN=Domain System Volume, CN=DFSR-LocalSettings,...
4B pc=
] CM=Buiktin -
] CN=Computers Delete
(] OU=Domain Admins Rename
4[] OU=Domain Controllers | et
4[] CN=DCO1
4 [ CN=DFSR-LocalSettings |HE|P
] CN=Domain System Volume
[ CN=DC02
[3 CN=DCO1
| OU=Fargo

] CN=ForeignSecurityPrincipals

] CM=LostAndFound

(] CM=Managed Service Accounts

(] OU=Microsoft Exchange Security Groups
] CN=Microsoft Exchange System Objects
] CN=NTDS Quotas

] CN=Program Data

(] OU=Service Accounts

(] CN=System

(] CN=TPM Devices

] CN=Users

6. Change the following attributes to the following values
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msDFSR-Enabled=FALSE
msDFSR-options=1

CMN=5YSVOL Subscription Properties ? LS

Attribute Editor | Security

Attributes:

Adtribute Yalue ”~
msDFSR-ConflictPath  <not et

meDFSR-ConflictSizel .. <not set>

msDFSR-ContertSet...  “8DMOBN/B\22N24BC\BFA6N\BAYI2N06N TS
msDF5SR-DeletedPath  <not et

meDF5SR-DeletedSize... <not set>

msDFSR-Cfslink Target  «<not set>

mzDF5R-Enabled TRUE

meDFSE

msDFS i E msDFSR-Enabled

CN=SYSVOL Subscription Properties ? x5

Attribute Editor | Security

Attributes:

Attribute Walue ~
meDFSR-MaxAgelnC... =not set>
meDFSR-MinDuration... <not set>
msDFSR-OnDemand...  <not set>
msDFSR-OnDemand...  <not set>

msDFSR-Options <not set>

meDFSR-Options:

ok J[ Concel | ooy [[ ke |




Both values applied

Agtrbute Editor | Security

Attributes:

Attribute
msDFSR-DeletedPath
msDFSR-DeletedSize ...
msDFSR-DfsLink Tanget
msDFSR-Enabled
msDFSR-Edension
msDFSR-Hags
meDFSR-MaxfgeinC...

Value
<not set
<not set>
<not set>
FALSE
<not set>
<not set>
<not set
<not set>
<not set>
<not set

msDFSR-MinDuration...
msDFSR-OnDemand...
meDFSR-OnDemand...
msDFSR-Options 1

msDFSR-Dptions2
msDFSR-ReadOnly
msDFSR-Replication...

[<] m

<not set
FALSE
##MobeHeeTGgeee

Note: If you cannot see msDFSR-options, uncheck Show only attributes that have values

Attribute Editor | Security

AMtributes:

Attribute

cn

msDFSR-Content Set...
msDF5R-Enabled
mzDFSR-ReadOnty
meDFSR-Replication. ..
msDF5R-RootPath

msDFSR-StagingPath
objectCategory
objectClass
showlnAdvancedVie...

Value

SYSVOL Subscription

“BDNCE\TEN22\24BC\BF\ 46\ B4 52406475 15
TRUE

FALSE

#j&MabeHe8TGoeeé
CWindows'\SYSVOL \domain
CaWindows'\SYSVOL staging areas intelligenti
CN=ms-DFSR-Subscription, CN=5chema CN=Co
top; msDFSR-Subscription

TRUE

Show only attributes that have values
Show only writable attributes

Show attributes:
Mandatory
Opticnal

[<[<]

Show read-only attributes:
Constructed
Backlinks

v System-only
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7. On the ALL other DCs, change the msDFSR-Enabled attribute to False
CN=5YSVOL Subscription Properties ? S

Attribute Editor | Security

Atributes:

Aftribute Value ”
msDFSR-ConflictPath <ot set

meDFSR-ConflictSizel... <not set>

msDOFSR-ContertSet...  \BDNWOBWTEZ2\24BC\BPAGNBAS2D6NTS
msOFSR-DeletedPath  «<not set>

meDFSR-DeletedSize... <not et

msDFSR-Cfslink Target <not set:

mzDFSR-Enabled TRUE

msDFSE

msDFS msDFSR-Enabled

8. Force Active Directory replication throughout the domain (ensure all sync resposnes terminate with no

errors).

repadmin /syncall primary_dc_name /Aped
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Administrator: Windows PowerShell

yft Corporation. rights reserved.

repadmin

NOTE: Here is a list of what the switches mean

/A: Perform /SyncAll for all NC’s held by <Dest DSA> (ignores <Naming Context>)
/P: Push changes outward from home server (default: pull changes)

/e: Enterprise, cross sites (default: only home site)

/d: ID servers by DN in messages (instead of GUID DNS)

Sl o e
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9. Click on the Start menu, select Administrative Tools, and then click Services

e J Motepad v

@ Internet Explarer

C

% Internst Information Services (1151
Fy

MlLH

@ certification Autherity

Command Prompt

Manager

3

All Programs

Jack Stromberg - Admin

Docurnents

Computer

Mebwork

Control Panel

Devices and Printers

Help and Support

Run...

windows Security

FREMESEDI b

ForkOOH

| search programs and files

@ Log off I

Bla

| Computer Management

Remote Deskkop Services >
Certification Authority

Component Services

Data Sources (ODEC)

Event Yiewer

Internst Information Services (115) Manager
ISCST Initiator

Local Security Policy

PetFormance Manitar

Security Configuration YWizard

Server Manager

Share and Storage Management

Starage Explor{2tarts, stops, and conFigures Win

System Configuration

Task Scheduler

windows Firewall with Advanced Security
windows Memory Diagnostic

windows PowsrShell Modules

windows Server Backup

In the Name column, right-click DFS Replication or Netlogon, and then click Start

10. Open up event viewer and navigate to Applications and Services Logs -> DFS Replication. Verify

you see Event ID 4114.

@ Event Viewer (Local)

b [ Custom Views

[k Windows Logs
Application
Security

Setup

System
Forwarded Events

(I (0 (0 () B

S
i
=

pplications and Services Lo|
Active Directory Web Ser|

DFS Replication  Number of events: 16

< [0

Level Date and Time

(] Information 7/25/2014

(@) Information 712542014

(i) Information 7/25/2014 1:44:58 PM
(i) Information 7/25/2014 1:38:58 PM
@\nfmmatlnn 7/25/2014 1:39:58 PM
(@) Information 7/25/2014 1:07:29 PM

e Event Viewer = -
File Action View Help
e

Actions

Source

DFS Replication

= Open Saved Log...

¥ Create Custom View.
Import Custom View...
Clear Log.

Filter Current Log..

DFS Replication

Event 4114, DFSR.

Properties

Directory Service
DNS Server
Hardware Events

Internet Explorer
Key Management Service
1 ] Microsoft
[=] Windows PowerShell
4 Subscriptions

) () Y Y D (R

General | Details

¥
E]
8 Find
8

Save All Events As...

Additional Information:

Replicated Folder Name: SYSVOL Share

Replicated Folder ID: 2276C68D-BC24-46BF-B492-067919163EDA
Replication Group Name: Domain System Volume

Replication Group |D: 4DCEGASE-6271-4886-A0D0-5447718B8F AR
Member |D: F8723875-848F-4CAB-99EF-D3493E7DF178

Log Name: DFS Replication

Source: DFSR Logged:
Event ID: 114 Task Category:
Level Information Keywords:
User: N/A Computer:
OpCode:

More Information: Event Log Online Help

7/25/2014 2:05:00 PM
None

Classic

The replicated folder at local path C:\Windows\SYSVOL\demain has been disabled. The replicated folder will not participate in
replication until it is enabled. All data in the replicated folder will be treated as pre-existing data when this replicated folder is enabled.

Attach a Task To this Log,
View

Refresh

=B

Help
Event 4114, DFSR

[E] EventProperties

] Attach Task To This Event
52 Cepy

Jd Save Selected Events...
|6 Refresh

Help
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11. Navigate back to the following in ADSI

i. CN=SYSVOL Subscription,CN=Domain System Volume,CN=DFSR-LocalSettings,CN=<the
server name to replicate from>,0U=Domain Controllers,DC=<domain>

File Action View Help
|z =Y
Z ADSIEdit Name Class Distinguished Name
4 7 Default naming context [ = CN=SYSVOL Subscription  msDFSR-Sub... CN=SYSVOL Subscription,CN=Domain System Volume, CN=DFSR-LocalSettings,
a [ DC=
[ CN=Builtin
(] CN=Computers
(] OU=Domain Admins Rename
4[] OU=Domain Controllers I
4 [ CN=DCO1
4[] CN=DFSR-LocalSettings Help
(] CN=Domain System Volume
[7] CN=DCO2
71 CN=DCO1
(] OU=Farge
(] CN=ForeignSecurityPrincipals
(] CN=LostAndFound
(] CN=Managed Service Accounts
(] OU=Microsoft Exchange Security Groups
(] CN=Microsoft Exchange System Objects
[ CN=NTDS Quotas
(] CN=Program Data
[ QU=Service Accounts
(] CN=System
(] CN=TPM Devices
[ CN=Users

Delete

Properties

12. Set the value of msDFSR-Enabled to TRUE

msCFSR-Enabled

13. Execute the following via an elevated command prompt
a. DFSRDIAG POLLAD

NOTE: This is a utility apart of DFS Managment Tools. I completed the guide successfully without
running this command, but Microsoft recommends you do run this command.
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14

Force Replic

ation in AD  repadmin /syncall /APed

Administrator: Windows PowerShell

reserved.

Finishe

15. Wait a few minutes and you should see Event ID 2002 and 4602

i
Eile Action View Help

e

b (5 Custom Views

4 [ Windows Logs
] Application
2 Security
] Setup
=] System
] Forwarded Events

4 [} Applications and Services Lo
f&] Active Directory Web Ser,
£ DFS Replication
§=] Directory Service
£ DNS Server
& Hardware Events

2] Event Viewer (Local)

Event Viewer

Actions

Level Date and Time Source Event D Task Category ~
(€ informat 7/25/2014 2:45: DFSR. 4602 None _
(@ Information 7/25/2014 2:45:11 PM DFSR 2002 None =
(@ Information 7/25/2014 2:05:00 PM DFSR 4114 None
(@ Information 7425/2014 1:49:59 PM DFSR 4114 None
(@ Information 7/25/2014 1:44:59 PM DFSR. 4114 None
(@ Information 7/25/2014 1:39:58 PM DFSR 2010 None
(@ Information 742572014 1:39:58 PM DFSR 4114 None =
Event 4602, DFSR x

General | Details

& Key Management Service
b [ Microsoft

& Windows PowerShell
=4 Subscriptions

[folder. No user action is required. To check for the presence of the SYSVOL share, open a command prompt window and then type "net share".

|Additienal Information:

Replicated Folder Name: SYSVOL Share

Replicated Folder ID: 2276C68D-BC24-46BF-B492-067919163EDA
Replication Group Name: Domain System Volume

Replication Group ID: ADCEGABE-6271-48B6-A0D0-5447718B8FAB
Member ID: F8723875-848F-ACAB-99EF-D3493E7DF 178

Read-Only: 0

Log Name: DFS Replication

Source: DFSR Logged: 7/25/2014 2:45:11 PM
Event ID: 2602 Tesk Category: Nene

Level Information Keywords  Classic

User: N/A Computer:

OpCode:

More Information:  Event Log Online Help

|The DFS Replication service successfully initialized the SYSVOL replicated felder at local path C:\Windows\SYSVOL\demain. This member is the designated primary member for this replicated

DFS Replication
Open Saved Log..

|

Create Custom View..
Import Custom View...
Clear Log..

F Fitter Current Log...
[E] Properties

88 Find...
=]

Save All Events A:

Attach a Task To this Log.
View

|6 Refresh

Help

Event 4602, DFSR.

[E] Event Properties.

@ Attach Task To This Event...

5 Copy

Save Selected Events.

G Refresh

B O

Help
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16. Navigate back to each of your secondary DCs and change the value of msDFSR-Enabledto TRUE

msDF5R-Enabled

17. Execute the following via an elevated command prompt

a. DFSRDIAG POLLAD
i. NOTE: This is a utility apart of DFS Managment Tools. I completed the guide successfully without

running this command, but Microsoft recommends you do run this command. Force Active Directory

replication throughout the domain

18. Verifi iou see Event ID 2002 and 4602 on each of the secondari DCs

Fle Adion View Help

e 7

@ Event Viewer (Local)

b [ Custom Views

- [ Windows Logs
Application
Security
] setup
] System
] Forwarded Events

a [ Applications and Services Lo|
Active Directory Web Ser|

DFS Replication  Numb

Level Source Event D Task Category
(€7, Information

) Information PM DFSR. 2002 Nene

) Infermation T/25/2014 2:05:00 PM DFSR. 4114 Nene

J Infermation 7/25/2014 1:49:59 PM DFSR 4114 None

) Infermation T7/25/2014 1:44:59 PM DFSR 4114 None

) Information 7/25/2014 1:39:58 PM DFSR 2010 None

) Information 7/25/2014 1:38:58 PM DFSR. £114 None

] DFS Replication

Directory Service

Event 4602, DFSR

DNS Server

Hardware Events

] Internet Explorer

Key Management Service
b [ Microsoft

Windows Powershell

General | Details

[The DFS Replication service successfully initialized the SYSVOL replicated folder at local path C: OL\domain. This member is the desi
lfolder. No user action is required. To check for the presence of the SYSVOL share, open @ command prompt window and then type “net share".

member for this replicated

|Additional Information:
i Name: SYSVOL Share

R: d Folder ID: 2276C68D-BC24-46BF-B492-067919163EDA
Replication Group Name: Domain System Velume
Replication Group ID: 4DCEGABE-6271-48B6-A0D0-5447718B8FAB.

Member ID: F8723875-848F-ACAB-99EF-D3493E7DF178

Read-Only: 0

Log Name: DFS Replication

Source: DFSR Logged: 7/25/2014 2:45:11 PM
Event ID: 4602 Task Category: None

Level: Information Keywords:  Classic

User: N/A Computer:

OpCode:

More Information: ~ Event Log Online Help

= Open Saved Log...

F Create Custom View.
Import Custom View.
Clear Log

¥ Filter Current Log..

Properties

8 Find.

Jd Save All Events As...

Attach a Task To this Log

View »
| Refresh
H Hep 3

Event Properties.
] Attach Task To This Event.

[ Copy »
[l Save Selected Events..

1G] Refresh

H Hep 3

At this point, try running a gpupdate on your client. If all has gone well, each of your shared SYSVOL folders

on your DCs should contain the same amount of policies and your client should successfully pull down all

policies.
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. Administrator. Command Prompt

icrosoft Windows [WVersion 6.3.7688]
(c» 2013 Microsoft Corporation. All rights reserved.

swindowsssysten32 >gpupdate
pdating policy...

omputer Policy update has completed successfully.
zer Policy update has completed successfully.

sswindowsssystem32 >

WINDOWS 10 Group Policies

Creating your Start menu layout

The first thing you have to do is prepare a reference machine that has all the applications installed that you
want to pin to the Start layout. To pin a new tile to the Start menu, you first have to find it through Start search.

Next, you right-click the tile and select Pin to Start.

Configuring the Start layout in Windows 10
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To remove a tile, right-click it and then click Unpin from Start. Of course, you can also arrange the tiles by

just dragging them to their position.

After the Start menu has the configuration that you want to deploy, you have to run the following PowerShell

i

K2

command:

[ | 2l

1 Export-StartLayout -Path C:\tmp\start.xml

=% Windows PowerShell ISE = O X

File Edit View Tools Debug Add-ons Help

-4 o » B & & 80O B,

PS C:\> Export-StartLayout -Path C:\tmp\start.xml

PS C:\»>

Completed Ln3 Col9 115%

Exporting the Start menu configuration with Export-StartLayout

This exports the current Start menu configuration to an XML file. Note that the Export-StartLayoutcmdlet in
Windows 10 differs from its counterpart in Windows 8/8.1. The new cmdlet no longer offers the -As parameter
that allowed you to choose between an XML and a binary format.

In theory, you can modify the XML file in a text editor because its structure is relatively simple. However, I
think it is easier to use the Start menu of your reference machine to create the configuration that you want to

deploy.
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<Taml verdons"1.0"7>
wLayeutMedificatonTemplabe xmies="hitp: | schamas. micross il com/ Ste f 2014/ LayoutModification” Verslon="1"»
- = DefaulLayouttverride >
- «EtartlayoebColaction
o il gt oul - StaLayeul amii: delauliayeut="Mtp: § f schamas. microssi. com/ Start 2004/ FullDefaultLayow” GrouplelWiith="8"»
< watan:Group oming ar s “hitp: / fechemaswmicrosolt .com / Start / 7014/ StartLeyout” Hames "Life at & glance™>
wnt: Tie AppliserHodellDa’ i, FEb e bmioroselt. windowslve calemdar Fow="0" Coumn="0" Siee«"Tx]" =
=itart: Tk ApplisarHedallD = "mi AL e _SveakybldSbbwelimicrossll. windowslivamall” low="0" Cobsrn="2" Slee="4x2" =
=start; Tk ApplisrHodell D= “Microsoft. MicroseftEdge_BwekybldBbtrwes MicroscftBdge” Row="2" Loken= 0" Slie="2m27/ =
<t Tike Applisertodel] D= HCroso. Windows. Phatos_SwelyhJoBbbwelApp® Rowe="T" Column="T" S ="Tad"/ >
it Tk Applasrtodell D= "Hicrosof. Windowi Cortana_owSa 1hitayewyiComtanalll™ Aow="3" Column="4" S5e="2x3" =
utart; Tl Wnammw Row="4" Colarn="0" Sire="Ixd"/>
w@at Tk Applsertiodel]D = "Hcrosol. WindowsPhoss_B App.App” Rove="" Columne="2" Sirs=" Tkl

- cstmrt:Group wmine staris "hitp; / fschemes micresolt cem / Start ) 3014/ Startlayeut” Name="Play snd saplors” >
=start: Tie AppliserModel]D = "HicrosoM Xhavt pp_BvrakybBdBibewees| Micresoft. DbonApp” Fos="0" Colimn="0" Slze="Fu2"/=

=5tart: Tk ApplserHodellD="Hicrosof. BingFinancs_SwelkybIdSbbwal AppexFinanca” Row="T" Colum="0" Soe="Tal"/ =
wtart: Tl ApplierHodell D “Hicrosoft. Binghlews_BweskybldBbbeeliy Mawe™ Bowe" 2" Columne® 2" Sirew daX" />
=Rart; Tie AppliserdodellD=’ mn yhEdih ipp” Fows"§" Columns"F Sma"Ind">
aanit: ik AppUssrHodallD =" ® Row="" Codumini="2" Site="3u3"»
<atart; Tk AppllssrHodellD= Microsoft. Microso FOfMiceab” How="8" Column="4" Sie="2x2" >
<sart Tk App Modell D= . OFice. whid@hb i it im" Aow="4" Colmne"]" Slre="Ixd"/>

= fakart: Greups

et Group omine: lh-rh"rlw JMMJMJNIW Hamen ">
=gat: DesiiosipplcationTile Row="0" Column="0" Sze="Ea1" Desitopdpploation]D="{ IACISETT-OIET-4ESD-B744-JEBLAES i 5807 } \ WindowsPowerShall,vi0

\ PawarShall_ISE apa") =
= fuktart:Groups>
« Fobef st o Eurttmrn-
taﬂmumm

</ DefaukLayoutOverride >
& Ly ot ModicationTemiplte >

Start menu configuration stored in an XML file

Deploying the Start menu layout via Group Policy *

Next, you can deploy the settings via Group Policy by specifying the XML file. The policy can be found
atUser Configuration > Administrative Templates > Start Menu and Taskbar > Start Screen Layout.
The same policy is also available under Computer Configuration.

J Group Poicy Managerment Editor s
Fle Acson View Hep
LRI RN
1/ Oefak Doemasn Pokcy 15152 COM) Py —
Compuser Codtgumen
‘? 1 Pebces $oart Scroen Layeut Sating e Cermement
b ) Somame Settngs £ Stan Screen Lot Enabled N
A
b (2 Windows Semings o ponaemeg. | 5 P pgn te Shart when wotbed Mot configued ~
4 Admatratne Templater Pokcy Setevtor | Raqurermarts {
b ) Comtenl Pared At bt Windows Sarver 2002 02,
b 10 Networt Windows 1.1 or Windows RT 8.1 ab‘h—-w s > E}
3"" Soecin e St Commer
| Start Mervs and Tastber fer wrars. e O NotGmiigurs =
» 3 Syem . fates
b 1 Windews Componerts Tha setten) lets you specily the N
2 Al Settngs Mmbo:."-ﬂ-‘ | Qnetied RRRRRRREBHRREESEmmmmmm
» (1) Prebeences s o Sepported 0% [ 4y tgst Wirddows Samver 012 K2, Windiows .1 or Windows K1 8.1
4 B User Configurntion Wyout you 1pechy munt be ored
« [ Pebons N a0 VL Ne At i Gerermed
PSR by T Lipon-Aatt ayour Options
:_]1&&—&” Poaecnel (mde -
— To win ths seming, you mast fst e
4 | Admurvtrative Templates Pokcy Setevton marasaity Confupere o Sence s Shart Layout File Speches The S screen leyout for wner [~
» (0 Comtenl Ponel ot sreen loyout to The Seveed "
b ) Oeshtop look and feel Once you e done AT e store el l Tha semrng ety you 1pecd) the Kot scrven loyout for e ond
b 0 Network run the Export Stantloyont Preveres them broem changng & corfigurston The Stant screen
9 Drared Felden Ponerinet cmdet on that same l#yout you specty must be iosed m an KWL fie hat wes
'_: device. The omdiet adl gererme by e Lipon - tatl syttt Pomerihell cmsiet
@ (1) Shent Merse and Taskber 20 DAL fie representing the © wte Tha WING ou et it manuady Contgue & device §
L Netficatiors yout you configured Wart screen eyt 15 the Seused lock and feel Once you we
» 0 Syem Sore run e Lapent- Lantl 0,00 Ponecinel (mdet on tat
) Windows Once The XV tie & genevated same dence The (oot wdl goraiate an N fie regeeariing
o S, nd meved 16 the desind file e loyont you configured .
- Pth, type he fully quaiiiod poth
» 18 Moncn e marve of the XML file. You Con Omce the XML fie s gesessted and moved 4o the desied fle
type o local peth, such o nﬁmkh‘,.—ﬂd.‘nn—duu&m
CShertloyouty soylayoudt sl or can type o local peth, such s O\ Startlayouts smylayout o o
2 UNC pa, such s u&.‘w-\\hmmln..ﬂun.
'\ Server Share' Layout i f the & 2ct ovadetie ahen the Uter loge o the ey Tt won t e
e ad Sie 4 rot poaiatie mhen Ranged. Uner (anect Customiae Thes an wreen abde the
the wser loge on, e layout wont emrg n eratied
be Nanged Users canect
RO G0 haw at wreen wiide W you daable thes seming or do not configuee £, the Sant sowen |
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< - > |\ Goended | Sanded
2 vemegs) |

Start Screen Layout Group Policy
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Note that the corresponding policy in Windows 10 is no longer called “Start Screen Layout” but just “Start
Layout.” It will be interesting to see how the policy will be named in Windows Server 2016.

&= Start Layout O X

Bl Start Layout Previous Setting Next Setting

O Not Configured Comment:

(@) Enabled
O Disabled L
Supported on At least Windows 10 Server, Windows 10 or Windows 10 RT
Options: Help:
Start Layout File Specifies the Start layout for users. ~

This setting lets you specify the Start layout for users and
prevents them from changing its configuration. The Start layout
you specify must be stored in an XML file that was generated by
the Export-StartLayout PowerShell crdlet.

To use this setting, you must first manually configure a device's
Start layout to the desired look and feel. Once you are done, run
the Export-StartLayout PowerShell cmdlet on that same device.
The cmdlet will generate an XML file representing the layout you
configured.

Once the XML file is generated and moved to the desired file
path, type the fully qualified path and name of the XML file. You
can type a local path, such as C:\StartLayouts\mylayoutxml or a
UNC path, such as \\Server\Share\Layoutxml. If the specified file
is not available when the user logs on, the layout won't be
changed. Users cannot customize their Start screen while this
setting is enabled.

If you disable this setting or do not configure it, the Start screen

coce || oo

Start Layout Group Policy in Windows 10

A downside of this method might be that the Start menu will be locked. That is user can no longer pin or unpin
tiles. However, perhaps this is just what you want.

Changes to Group Policy settings for Windows
10 Start

Start policy settings supported for Windows 10
Pro, Windows 10 Enterprise, and Windows 10
Education

These policy settings are available in Administrative Templates\Start Menu and Taskbar under User
Configuration.

Policy Notes
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Clear history of recently
opened documents on
exit

Do not allow pinning
items in Jump Lists

Do not display or track
items in Jump Lists from
remote locations

Do not keep history of
recently opened
documents

Prevent changes to
Taskbar and Start Menu
Settings

Prevent users from
customizing their Start
Screen

Prevent users from
uninstalling applications
from Start

Remove All Programs
list from the Start menu

461 Page

Documents that the user opens are tracked during the session. When
the user signs off, the history of opened documents is deleted.

Jump Lists are lists of recently opened items, such as files, folders,
or websites, organized by the program that you use to open them.
This policy prevents users from pinning items to any Jump List.

When this policy is applied, only items local on the computer are
shown in Jump Lists.

Documents that the user opens are not tracked during the session.

In Windows 10, this disables all of the settings
in Settings >Personalization > Start as well as the options in
dialog available via right-click Taskbar > Properties

Use this policy in conjunction with CopyProfile or other methods
for configuring the layout of Start to prevent users from changing it

In Windows 10, this removes the uninstall button in the context
menu. It does not prevent users from uninstalling the app through
other entry points (e.g. PowerShell)

In Windows 10, this removes the All apps button.



Remove and prevent
access to the Shut Down,
Restart, Sleep, and
Hibernate commands

Remove common
program groups from
Start Menu

Remove frequent
programs list from the
Start Menu

Remove Logoff on the
Start Menu

Remove pinned programs
list from the Start Menu

Show "Run as different
user" command on Start

Start Layout

Force Start to be either
full screen size or menu
size

This removes the Shut Down, Restart, Sleep, and Hibernate
commands from the Start Menu, Start Menu power button,
CTRL+ALT+DEL screen, and Alt+F4 Shut Down Windows menu.

As in earlier versions of Windows, this removes apps specified in
the All Users profile from Start

In Windows 10, this removes the top left Most used group of apps.

Logoff has been changed to Sign Out in the user interface, however
the functionality is the same.

In Windows 10, this removes the bottom left group of apps (by
default, only File Explorer and Settings are pinned).

This enables the Run as different user option in the right-click
menu for apps.

This applies a specific Start layout, and it also prevents users from
changing the layout. This policy can be configured in User
Configuration or Computer Configuration.

Note

Start Layout policy setting applies only to Windows 10 Enterprise
and Windows 10 Education.

This applies a specific size for Start.

Deprecated Group Policy settings for Start

The Start policy settings listed below do not work on Windows 10. Most of them were deprecated in
Windows 8 however a few more were deprecated in Windows 10. Deprecation in this case means that the
policy setting will not work on Windows 10. The “Supported on” text for a policy setting will not list
Windows 10. The policy settings are still in the Group Policy Management Console and can be used on
the operating systems that they apply to.
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Policy

Go to the desktop instead of Start when signing in

List desktop apps first in the Apps view

Pin Apps to Start when installed (User or Computer)

Remove Default Programs link from the Start menu.

Remove Documents icon from Start Menu

Remove programs on Settings menu

Remove Run menu from Start Menu

Remove the "Undock PC" button from the Start Menu

Search just apps from the Apps view
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When
deprecated

Windows 10

Windows 10

Windows 10

Windows 10

Windows 10

Windows 10

Windows 10

Windows 10

Windows 10



Show Start on the display the user is using when they press the Windows Windows 10
logo key

Show the Apps view automatically when the user goes to Start Windows 10
Add the Run command to the Start Menu Windows 8
Change Start Menu power button Windows 8
Gray unavailable Windows Installer programs Start Menu shortcuts Windows 8
Remove Downloads link from Start Menu Windows 8
Remove Favorites menu from Start Menu Windows 8
Remove Games link from Start Menu Windows 8
Remove Help menu from Start Menu Windows 8
Remove Homegroup link from Start Menu Windows 8
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Remove Music icon from Start Menu

Remove Network icon from Start Menu

Remove Pictures icon from Start Menu

Remove Recent Items menu from Start Menu

Remove Recorded TV link from Start Menu

Remove user folder link from Start Menu

Remove Videos link from Start Menu

S0lPage

Windows &

Windows &
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Windows &

Windows 8

Windows 8



Disable One Drive

Computer Configuration -> Administrative Templates -> Windows Components ->
OneDrive.

Disable Cortana

Computer Configuration -> Administrative Templates -> Windows Components ->

Search

3. In right-side pane, double-click on "Allow Cortana" option and set it to Disabled.

=] AskVG.com
File Action View Help

o« nE =2 HEl T

[] Portable Operating System » Setting State ”
[ ] Presentation Settings

[ ] Remote Desktop Services
| RS5Feeds

7] Search

Add primary intranet search location Mot configured
Add secondary intranet search locations Mot configured
Allow Cortana Disabled

7 Security Center Allowindexing of encrypted files Mot configured
| Shutdown Options Allow search and Cortana to use location Mot configured
| Smart Card Allow use of diacritics Mot configured

[ 7] Software Protection Platfor ¥ Always use automatic language detecti... Mot configured «
i ¥ Extended )}\Standardf

38 setting(s)
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Disable Web Search in Windows 10

Computer Configuration -> Administrative Templates -> Windows Components -> Search
! Local Group Policy Editor - 0O X
File Action View Help

oo 2@ = Bm v

-1 OneDrive A || Setting State A
4 Online A”im"fe Doefault indexed paths Not configured
—,“ Portable .Opelatlr?g System lZ_Z]Disable indexer backoff Not configured
j :::::;:::“?eic“ E]Do not allow locations on removable drives to be add... Not configured
] RSS Feeds 4 [£100 not allow web search . .Not configured
5 Searc [£]0on't search the web or display web results in Search  Not configured
%Cmtu m()on't search the web or display web results in Search ... Not configured
] Shutdown Options Binable indexing of online delegate mailboxes Not configured
“] Smart Card DEnable throttling for online mail indexing Not configured
] Sound Recorder []Prevent indexing of certain file types Not configured S
2 flore B y l(e_'lo......o sddinn iirar-cnasifiad lnsstinne b tha AlllAr  Nab M-r........;
< e > |\ Edtended ) Standard /
36 setting(s)

Moving on, in the right of above shown window and scroll down to look for Settings named Do not
allow web searchand Don’t search the web or display web results in Search. Both of these
are Not Configured by default. Double click on any one of them:
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A Don't search the web or display web results in Search _ O x

E Don't search the web or display web results in Search I EEra Seﬁing_ I Next Satting ]

) Not Configured ~ Comment:

@® Enabled
) Disabled

Supported on: | picrocoft Windows 8.1 or later s
Options: Help:

This policy setting allews you to control whether or not Search
can perform queries on the web, and if the web results are
displayed in Search.

If you enable this pelicy setting, queries won't be performed on
the web and web results won't be displayed when a user
performs a query in Search,

If you disable this policy setting, queries will be performed on the
web and web results will be displayed when a user perferms a
query in Search.

If your don't configure this policy setting, a user can choose
whether or net Search can perform queries on the web, and if the
web results are displayed in Search.

ok |[ canca |[ ey

Finally in the above shown window, select Enabled and click Apply followed by OK. Enable the
other Setting in similar way.
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