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Step-by-Step Guide to Getting Started with Microsoft Windows Server
Update Services 3.0

Pre-Requisites

1. Toinstall WSUS 3.0 on Windows Server 2008, you must have the following installed on your
computer. If any of these updates require restarting the server when installation is completed,
you should restart your server before installing WSUS 3.0.

a. Microsoft Internet Information Services (IIS) 7.0. Ensure that the following components
are enabled:

Windows Authentication
ASP.NET

6.0 Management Compatibility
IIS Metabase Compatibility

-~ o o oo

Microsoft Report Viewer Redistributable 2005. To download this software, go to the
Download Center (http://go.microsoft.com/fwlink/?LinkID=70410).

g. Microsoft SQL Server™ 2005 Service Pack 1. To download this software, go to the
Download Center (http://go.microsoft.com/fwlink/?LinkID=66143).

h. The .NET Framework 2.0 and BITS 2.0 update are available on Windows Server 2008 as
part of the operating system.

2. Toinstall WSUS 3.0, the file system of the server must meet the following requirements

a. Both the system partition and the partition on which you install WSUS 3.0 must be
formatted with the NTFS file system.

b. A minimum of 1 GB of free space is recommended for the system partition.

c. A minimum of 20 GB of free space is recommended for the volume where WSUS stores
content; 30 GB of free space is recommended.

d. A minimum of 2 GB of free space is recommended on the volume where WSUS Setup
installs Windows® Internal Database.
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INSTALL WSUS

Installing Prerequisites Roles

uhwn =

'é Server Manager (W
5) Roles

ﬁﬁ Features

i Diagnostics
fﬁ‘i Configuration
{53 storage

3.0

Before You Begin

Server Roles

Confirmation
Progress

Results

Add Roles Wizard
File Action  View
= -~ Select Server Roles

Select one or more roles to install on this server.
Roles:

’: Active Directory Certificate Services

l: Active Directory Domain Services

l: Active Directory Federation Services

[ Active Directory Lightweight Directory Services
l: Active Directory Rights Management Services
[] Application Server

|: DHCP Server

|: DNS Server

|: Fax Server

[] File Services

|: Hyper-¥

[] Metwork Policy and Access Services

|: Print and Document Services

[[] Remote Desktop Services

[] web Server (115}

[[] windows Deployment Services

[] windows Server Update Services

Add Roles Wizard

r Add role services required for Windows Server Update Services?

N —

| You cannot install Windows Server Update Services unless the required role services are also installed

Role Services

= Web Server (lIS)
El Management Tools
1IS & Management Compatibility

Description:

infrastructure.

El Web Server
Security
Application Development
Common HTTF Features
Performance

Wleb Server (1S) provides a reliable.

manageable, and scalable \Web application

Download and install Microsoft Report Viewer 2005 Redistributable.
Open Server Manager and click the Roles option.
Select Add Roles.
Select Windows Server Update Services and click Next.
On the Web Services (IIS) screen click Next.

Description:

Windows Server Update Services

WsUS) allows network administrators
to specify the Microsoft updates that
should beinstalled, to create separate
groups of computers for different sets
of updates, and to get reports on the
compliance levels of the computers
and on the updates that must be
installed.

Cancel

jE — ]

Add Required Role Services I

Cancel |

6. On the Select Role Service screen select the additional following items and click Next. If
you are prompted for additional services to be installed, click Yes.
-Common HTTP Features

Directory Browsing

HTTP Errors

-Application

ASP

CGI

-Security

Basic Authentication
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IS :)

-Management Tools

SELECT ALL CHILD ROLE SERVICES

Add Roles Wizard x|

Select Role Services

iy Server Manager (W
:19 Roles

=10l

Description:

&l Features Before You Begin Select the role services to install for Web Server (I1S):
i Diagnostics Server Roles Role services:
jﬁ Configuration Web Server (I15) S [ Web Server =

3] Sto
&l ﬂ rage =] E‘ Common HTTP Features

Static Content
Default Document
|| Directory Browsing
D HTTP Errors
[ HTTP Redirection
[ webDAV Publishing
2 [E application Development
ASP,NET
.NET Extensibility
[] asp
[ car
ISAPT Extensions
ISAPI Filters
[7] server Side Indudes
B[] Health and Diagnostics
[ HTTP Logging
["] Logging Tools
D Request Monitor
[ Tracing

Windows Server Update Services

Confirmation

Progress

Results %

More about role services

Web Server providessupportfor
HTML Web sites and optional support
far ASP.NET, ASP, and Web server
extensions. You can use the Web
Server to host an internal or external
Web site or to provide an environment
for developers to create Web-based
applications.

=l

Cancel

< Previous | Next = I

Install

4| | LI %:; Refresh disabled while wizard in use

7. Click Install to complete the wizard.
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Add Roles Wizard

ﬁ Confirm Installation Selections

Before You Begin
Server Roles
Web Server (IIS)
Role Services
Windows Server Update Services

Confirmation

Progress

Results

To install the following roles, role services, or features, dick Install.

® 2informational messages below

+~| Web Server (IIS)

CPU usage

Web Server
Common HTTP Features
Static Content
Default Document

Application Development
ASP.NET

.NET Extensibility
ISAPI Extensions
ISAPI Filters
Security
Windows Authentication
Request Filtering
Performance
Dynamic Content Compression

Management Tools

Print, e-mail, or save this information

< Previous |

Mext = | Install I

@ This server might need to be restarted after the installation completes.

@ Find out more about Windows System Resource Manager (WSRM) and how it can help optimize

Cancel |

8. Click Next on the Welcome Wizard. The wizard will automatically download the latest
version of WSUS and the install will start when the download is completed.

(Add Roles Wizard

ﬁ Installation Progress

Before You Begin
Server Roles
Web Server (II5)
Role Services
Windows Server Update Services

Confirmation

Results %

The following roles, role services, or features are being installed:

Web Server (IIS)
Windows Server Update Services

|
3 Searching for Updates...

< Previous |

Mext = |

Install

Cancel |

9. When prompted, agree to the licensing terms of WSUS and click Next.
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Add Roles Wizard
ﬁ Installation Progress
Before You Begin The following roles, role services, or features are being installed:

Server Roles I

Weh Server (II5) i3 Windows Server Update Services 3.0 SP2 Setup Wizard x|

Pz deries: Welcome to the Windows® Server
st Serier L 3 Update Services 3.0 SP2 Setup
Confirmation ! Wizard
Progress i%} :"

Results "l This wizard helps you install Windows Server Update

Services 3.0 5P2 server software. The software helps you
deploy updates from Microsoft Lipdate to computers on
your network.

To continue, click Next.

Cancel

< Bacl

10. Enter the path that WSUS will use to store the updates locally on the server and click Next.

Select Update Source -
fou can specify the location from which client computers acquire updates. J

if you have a drive formatted with NTFS and at least & GB of free disk space, you can use
it to store updates for client computers to download quickhy.

ff you need to save disk space. clearthe check box to store updates on Microsoft
|pdate; downloads will be slower.

if you choose to store updates locally, updates are not downloaded to your WSUS server
until you approve them. By default, when updates are approved, they are downloaded for
all languages.

¥ Store updates locally

|thsu5 Browse... |

< Back Mexd = Cancel
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11. On the Database Options screen, verify that Install Windows Internal Database on
this computer is selected and click Next.

Database Options
ou can specify where to store data for Windows Server Update Services 3.0 5P2.

i

You can choose to have Windows Intemal Database installed, ar you can use an existing
database server.

“fou should install the database on an NTFS drive with a minimum of 2 GB of free disk space.

' Install Windows Intemal Database on this computer

|c:stu5 Browse. .. |

= Uze an existing databaze semver onthis computer
| -

™ Lsing an existing database server on a remaote computer (Machinename®Instancename)

< Back Mext > Cancel

12. For the Web Site Selection Screen, select Create a Windows Server Update Services
Web site and click Next. There will be a specific port number listed, WRITE THIS
DOWN (default used :8530) for the Group Policy configuration.

13. Click Next to start the Installation process.

Add Roles Wizard
EE:-E Installation Progress
Before You Begin The following roles, role services, or features are being installed:
Server Roles
Web Server (IIS)
Web Server (II5) . .
Role Services ?a Windows Server Update Services 3.0 SP2 Setup Wizard =l
Windows Server Update Services Web Site Selection i;

Confirmation ‘You can specify which Web site to use for the Windows Server Update Services 3.0 SP2 ﬁj

Web services.

Progress

Results Web site preference:

" Use the existing 115 Default Web site (recommended)
% Create a Windows Server Update Services 3.0 SP2 Web site

Configure your client computers to access Windows Server Update Services 3.0 SP2 at:
hitp://WIN-Q1K6EKRS7T8:8530
Inthe WS5US Administrative Console, set Server Name as WIN-Q1K65KRS7TE, and Port as 8530.

< Back Next = Cancel
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‘You can specify which Web site to use forthe Windows Server Update Services 3.0 SP2
Web services.
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10.
11,

12.

13.

14.
15.

16.
17.
18.
19.

20.

Configuring WSUS after Installation

On the Before you begin screen, click Next.

Uncheck the option for the Microsoft Update Improvement Program and click Next.
Select the respective upstream server for this WSUS Server and click Next. If you are
synchronizing from another WSUS server from within your district, be sure to enter the
proper port number that WSUS is running on remotely.

Click Next on the Proxy Server settings, unless these settings are required for your
environment.

Click the Start Connecting button to retrieve the updated list of products that WSUS
currently updates.

When the initial product file download is completed, click the Next button.

Verify that English is the selected language and click Next.

On the Products selection, choose the products that you will be updating in your
environment and click Next.

For the Update Classifications to download, select everything except Drivers and click
Next.

Uncheck the Begin initial synchronization box and click Finish.

From Administrative Tools open the Microsoft Windows Server Update Services
Management console.

In the left-hand pane, expand your WSUS Server and click Options. It should be at the
bottom of the list.

In the Options pane, select Update Files and Languages. Uncheck the Download
update files to this server only when the updates are approved and click OK. If you
choose to manually approve updates, your workstations will not have to wait until after the
next WSUS Sync with Microsoft to get the updates.

In the Options pane, select Synchronization Schedule.

Select Synchronize automatically and set this to off-peak usage hours (after school
hours) and click OK.

Automatic Approvals — aka “If Microsoft puts it out, deploy it!”

In the Options pane, select Automatic Approvals.

Select the Default Automatic Approval Rule and click Edit.

In the Step 2 box, dlick on Critical Updates, Security Updates (highlighted in blue).
Select all classification items EXCEPT drivers and click OK. Some districts choose not to
select Feature Packs. This includes items such as Silver Light and Desktop Search.
Verify that Default Automatic Approval Rule is checked and click Apply AND OK.
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21.  After the setup ends, the following screen will open up:

F;j Windows Server Update Services Configuration Wizard [ %]

.{ _ Before You Begin

Things you should do before starting this wizard

Microsoft Update Improvement
Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Next

3.

To run this wizard again, launch the WSUS Administration Snap-in and go to
Options

Before you begin:
. Isthe server firewall configured to allow clients to access the server?
2.

Can this computer connect to the upstream server (such as Microsoft
Update)?

Do you have user credentials for the proxy server, if needed?

ack | Next > | Fi

Cancel

22.  Click Next.

E-,i Windows Server Update Services Configuration Wizard

-{ E Join the Microsoft Update Improvement Program

You have the option of joining the Microsoft Update Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

‘What's Next

Help us design the next version of Windows Server Update Services. Improve the
quality, reliabiity, and performance of Microsoft Software.

When you opt into the Microsoft Update Improvement Program, your WSUS
server will send information to Microsoft about the quality of updates, This
information includes:

How many computers are in the organization.
How many computers successfully installed each update,
How many computers falled to install each update.

This information is used to improve the quality and reliability of the updates
Microsoft provides.

None of the information collected is used to identify or contact you or your
organization.,

Privacy Statement

I i¥es, Twould lie to join the Microsoft Update Improvement Program;

< Back Il Next > I Finfsh I Cancel I

23. Check the “I would like to join” box and click Next.
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* _ Choose Upstream Server

=
> Provide the upstream server from which you want to synchronize content

Before You Begin You can choose the upstream server from which your server synchronizes
Microsoft Update Improvement updates.
Program
Choose Upstream Server o Synchronize from Microsoft Update
Specify Proxy Server C s st )
Chobse Languages wnchronize from another Windows Server Update Services server
Choose Products Server name: I
Choose Classifications
Configure Sync Schedule Bort number: l:;:u
Finished -
What's Next ro

5, computers and groups

i the upstream server.

date approvals,

can be SPpr wed

Finish | Cancel

24. Choose synchronize from Microsoft update, and click next.
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F,-,‘, Windows Server Update Services Configuration Wizard

.ﬂ_ . Connect to Upstream Server
: Download update information from Microsoft Update
Before You Begin ﬂl To configure Windows Server Update Services on the following screens, we need
Microsoft Update Improvement " to apply your upstream server and proxy server settings and synchronize
Program i information about available updates.
= Information to be downloaded includes:
Choose Lanquages ;‘/gg: ‘t)f &ﬁa” amed
2 cts can be updat
Choose Praducts Available |
Choose Classifications
Configure Sync Schedule Click Start Connecting to save and download upstream server and proxy server
information. This process might take several minutes or longer, depending on your
Finished 3
RS, connection speed.
's Nex

< Back I I I Cancel I

25. In case you have a proxy server on your organization specify proxy settings, else

leave all settings at default and click next. It is recommended to set the WSUS to
work without a proxy server and allow it a direct connection to the internet (open the

appropriate ports on the FW).

E{; Windows Server Update Services Configuration Wizard

.I' _ Specify Proxy Server

P

Provide proxy server settings for synchronizing updates with Microsoft Update

Before You Begin IF this server requires a proxy server to access the upstream server, you can
Microsoft Update Improvement configure the proxy server settings here.
Program

Choose Upstream Server I Use a proxy server when synchronizing

BIVer

2 Y Proxy se1ver name
Choose Languages , - : I
Choose Products

Choose Classifications r
Configure Sync Schedule

Finished

What's Next Domair I

I Cancel
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F;j Windows Server Update Services Configuration Wizard

* _ Connect to Upstream Server

Download update information from Microsoft Update

Before You Begin
Microsoft Update Improvement
Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Next

To configure Windows Server Update Services on the following screens, we need
to apply your upstream server and proxy server settings and synchronize
information about available updates.

Information to be downloaded includes:

Types of updates available

Products that can be updated

Available languages

Click Start Connecting to save and download upstream server and proxy server

information. This process might take several minutes or longer, depending on your
connection speed.

tart Connecting l

Finish | Cancel

26. In the “connect to upstream server” page, click start connecting. After the server has

finished the initial sync, the next button will be available. Click next.

F;j Windows Server Update Services Configuration Wizard

* A Choose Languages

Select the languages for which this server will download updates

Before You Begin

Microsoft Update Improvement
Program

Choose Upstream Server
Spocfy Proxy Server

e Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished
What's Next

o

IF you are storing update files locally, you can filter the updates downloaded to
your server by language. Choosing individual languages will affect which
computers can be updated on this server and any downstyeam servers, For
more information see Specify the uy 1 " 7

(" Download updates in all languages, including new languages
' Download updates only in these languages:

[ Arabic [ Hindi [] Slo
[7] Bulgarian (7] Hungarian L] 5p.
[7] Chinese {Hong Kong 5.4.R. ) [7] Italian ] sw
[7] Chinese (Simplified) [] Japanese [ The
[7] Chinese (Traditional) [7] Japanese (NEC) ] Tu
[] Croatian [7] Korean ] Uk
[7] Czech [] Latvian

[] Danish (] Lithuanian

] Dutch ] Norwegian

lv| English [ Polish

[T] Estonian (] Portuguese

["] Finnish [_] Portuguese (Brazil)

[] French "] Romanian

7] German 7] Russian

] Greek ] Serbian (Latin)

v E—

« | i

< Back | Next > I Firish I Cancel |

27. In the choose language window, choose English and Hebrew (or any other language
of your choice) and click next.
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Select the Microsoft products to be updated

Before You Begin = You can specify the products for which you want updates,
Microsoft Update Improvement "y *
Brograin Products:
Choose Upstream Server m] =
Specify Proxy Server ] Microsoft
Choose Languages [J Compute Cluster Pack
C Products [J Compute Cluster Pack
Choose Classifications [Jexchange
Configure Sync Schedule [ Exchange 2000 Server
Finished [Jexchange Server 2003
What's Next DExchange Server 2007 Anti-spam
[J&xchange Server 2007
Forefront

Forefront Client Security
[Jinternet Security and Acceleration Server
[JFirewall Chent For ISA Server
[Jinternet Security and Acceleration Server 2004
[Jinternet Security and Acceleration Server 2006
[ microsoft Codename Max
CImax

[ Microsoft Core XML Services |

All classifications, including classifications that are added in the future,

< Back Il Next > I Finish

| Cancel I

28. On the choose products page, check the products you wish to sync (default, windows
— all version, office — all versions, Exchange — all versions). Then click next.

E-.‘, Windows Server Update Services Configuration Wizard x|

%J Choose Classifications

Select the update dassifications you want to download

Before You Begin = You can specfy what dassification of updates you want to synchronize.
Microsoft Update Improvement —"J!:}‘[

Program Classifications

Choose Upstream Server

Spedfy Proxy Server Critical Updates

Choose Languages Definition Updates

Choose Products [orivers

tions

Configure Sync Schedule Security Updates
Finished Service Packs
What's Next [ Tools
[ Update Rollups
.. [F] Updates

All dassifications, induding dassifications that are added in the future.

< Back | Mext = I Finish | Cancel |

29. On the choose classifications page, choose all classifications and click next.
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.4 _ Set Sync Schedule

Configure when this server synchronizes with Microsoft Update

Before You Begin P You can vaze updates manually or set a schedule for daily automatic

Microsoft Update Improvement @/ Synchronization.

Program

Choose Upstream Server e :
Synchronize manually

Specify Proxy Server b

Choose Languages (' Synchronize automaticalty

Choose Products First synchronization: 12:00:00 AM =

Choose Classifications

Configure S 3 Synchronizations per day: I 'l

i Note that when scheduling a daily synchronization from Microsoft Update, the

What's Next syncl;otizaion start time will have a random offset up to 30 minutes after the

specified time.

< Back ” Next > I Finish I Cancel |

30. On the sync schedule page, choose synchronize automatically when first sync is at
12:00:00AM and the sync per day setting is set to 24. Then click next.

FQ Windows Server Update Services Configuration Wizard B3

Wl Finished

N
=

Finished initial configuration of your server

Before You Begin ’ You have now finished configuring your WS5US server. You can go on to launch the
Microsoft Update Improvement \ v | WSUS Administration Console or start the initial synchronization.

Program

Choose Upstream Server V' Launch the Windows Server Update Services Administration Console

Spedfy Proxy Server Get started admir ing your org: ion by starting the Windows Server
Choose Languages Update Services Administration Console.

Choose Products

Choose Classifications ¥ Begin initial synchronization

Configure Sync Schedule The initial synchronization with Microsoft Update or your upstream server can
take some time. The length of the initial synchronization depends on the
What's Next number of products, update classifications, and languages you have selected,

as well as the speed of your Internet connection.

31. On the finished page, check both checkboxes and click finish.
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WSUS initial configuration

Ba Update Services

M=l B3
=121

7 This view allows you to configure settngs on your server.

Options

Update Source and Proxty Server

You can choose whether thes Windows Server Update Services server synchronizes
from Microsoft Update of From an upstream Windows Server Update Services server
on your retwaork.

. Products and Classifications
You can specy the products for which you wank updates and the types of updates
you want,

£l

date Files and L
You can choose whether to download update flles, where to store downloaded Fles,
and which update 1angusges you warkt to download,

<

ation Schedule
You can choose to syrclworize manusly or set  schadule for dally sutomatic
syrheonzation.

[l

Automatic Approvals
You can specky how to stomaticaly approve instalation of updates for selected
groups and how to appeove revisions to existing updates,

Computers
You can speciy how to 55400 computers to groups,

Server Cleanup Wizard
You can use server cearnp to free Lp old computers, updates and update fies from
YOour server.

+3 Reporting Rollup
& You can choose to have replica downstream servers roll up update and comgater
status,

By

. E-Mad Notifications
You can have Windows Server Update Services send e-mad nobifications of new
updates and sLAUS reports,

=
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Create the WSUS Group Policy

1. Open Active Directory Users & Computers.

2. Right click on the OU where you would like to create the policy at and click Properties. If
you are a single site, then you can place the policy at the top of the domain. If you are
separate sites, then right click on the OU under District Computers that represents the site
that you are creating the install policy for.

3. Click on the Group Policy tab and then click on the New button.

4. Name the new policy WSUS Policy.

5. Double-click on the WSUS Policy to open the Group Policy Editor.

6. Expand Computer Configuration, Administrative Templates, Windows
Components. Click on Windows Update.

7. In the right hand pane double click on Configure Automatic Updates.

8. Select the radio button next to Enabled.

9. 1In the Configure automatic updating drop-down menu, select option 4.

10. Set the desired scheduled install day and time.

11. Click the Next Setting button.

You should now be at the Specify Intranet Microsoft Update Services Location
window.

12. Select the radio button next to Enabled.
13. In both entry boxes enter http://yourservername and then click OK.
14. Double-click on Reschedule Automatic Updates Scheduled Installations.
15. Select the radio button next to Enabled.
16. Change the minutes from 1 to 5.
17. Click the Next Setting button.
You should now be at the No auto-restart for scheduled Automatic Updates

installations window.

18. Select the radio button next to your desired option.
19. Click the Next Setting button.
You should now be at the Automatic Updates detection frequency window.

20. Select the radio button next to Enabled.
21. Set the desired interval.
22. Click the Next Setting button.
You should now be at the Allow Automatic Updates immediate installation window.

23. Select the radio button next to Enabled and then click the Next Setting button.

24. Click OK to return to the Group Policy Editor.

25. Click File and then Exit to return to Active Directory Users & Computers.

26. Click Close at the properties window and then close the Active Directory Users & Computers
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